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| Colette Collins-Waish, will say as follows: -

Part A - Our Organisation

1. 5Rights Foundation is an international NGO working with and for children to ensure
the digital world respects their rights by design and default. Under the leadership of

filmmaker, advocate and crossbench peer Baroness Beeban Kidron OBE, we
champion children's voices and harness global expertise to deliver critical change for

corporate due diligence and responsible design. At 5Rights:
e We listen to, give voice to and represent all under 18s, always putting their

rights and best interests first.

e We work globally for children in all their diversity, with inclusivity and

protection for the most vulnerable and under-represented at the core.
e We do not accept compromises or trade-offs that undermine children's full

and long-term enjoyment of their rights.
@ We focus on delivering practical change that impacts children's real-life

experiences, recognizing that this requires collaboration and humility.

e We say what we do, do what we say, and practice what we preach.

We do not compromise on our values or mission; our governance,
partnerships, funding structures and policies reflect our independence,
notably from political or corporate interests.
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@ We know that others sometimes know more than us and source expertise

widely; we work to enable partners to embed sustainable change; and we
welcome partnerships with all those who share our mission and values.

2. 5Rights is a collaborative NGO, bringing together expertise across advocacy,
research, compliance, communications, youth engagement and operations to

advance children's rights in the digital world.

e Board of Trustees - 14 eminent and diverse global leaders providing

strategic guidance and oversight.
e Youth Council - 25 children and young people from five continents

systematicaily shaping our work through plenary sessions and working

groups.
e Youth Ambassadors - 200+ young people from 50+ countries engaged in

research, advocacy, and outreach to support our mission.
e Staff - 15+ expert professionals working across key functions, including:

o Advocacy (UK, EU, and International) - Influencing policy and

regulation at national, regional, and global levels.

o Compliance - Providing expert guidance on legal and regulatory

frameworks.

o Youth Engagement - Ensuring young people's voices are central to

our work.

o Communications - Raising awareness and shaping public discourse
on children's rights in the digital world.

o Operations - Managing finance, governance, and internal systems to

support our impact.

o Senior Leadership - Driving strategy, partnerships, and institutional

growth.

e Researchers - A global network of experts producing cutting-edge research

and practical tools, coordinated by the Digital Futures for Children Joint
Research Centre in collaboration with the Londen School of Economics and

Political Science.
3. 5Rights Foundation began as a campaign in 2012 and was formally established in

2018. This means that as the pandemic arrived, we were still undergoing exploration

and growth as regards our operations and mission. This makes it difficult to describe
any baseline for what 'normal' looked like for us, if such a baseline even existed.

Nevertheless, the pandemic brought some obvious changes to our ways of working.
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We ciosed our premises in Islington and embraced remote-first working. To this day,

all staff choose from either hybrid or fully remote working, and we now operate from

shared office spaces in London and Brussels rather than having one core office.

4. As regards our mission, the pandemic accelerated transitions to

technology-mandated living, learning and working, particularly for children. This
amplified the urgency of our mission to create a digital world that is rights-respecting,

safe, and designed to meet their needs. Much of the work cited later in this statement

takes specific note of the 'new normal that digital devices played a significant role in,

and how this change impacted children in particular. Most of our effort at this time

comprised of publishing youth-centric research, and advocacy at the government

level surrounding online safety regulation.

Part B

Online harms

5. 5Rights categorises online risk and harm to children using the 4C's Risks of Online
Safety for Children and Youth framework developed by Professor Sonia Livingstone
and Dr Mariya Stoilova [Exhibit CCW/01 - INQ000598395]. This classification
considers that online risk to children arises when, a child engages with and/or is

exposed to potentially harmful content (e.g. violent, pornographic, racist or hateful

content); when a child experiences and/or is targeted by potentially harmful contact

(e.g. grooming, stalking, unwanted surveillance, sharing of child sexual abuse
material); when a child witnesses, participates in and/or is a victim of potentially

harmful conduct (e.g. bullying, sexual harassment, harmful user communities such as
pro-suicide, self-harm or eating disorder online forums); or when a child is party to

and/or exploited by a potentially harmful contract (e.g. scams, gambling, sextortion,

persuasive design). This classification framework is used in manyjurisdictions, and
underpins many global frameworks and regulations designed to keep children safe
online [Exhibit CCW/02 - INQ000598397].

6. At 5Rights we consider a harm to be anything that negatively impacts on the health,

wellbeing and/or safety of a child. At a high level, 5Rights is aware of the following

issues and concerns relating to children's online lives and exposure to harms (this list

is non exhaustive). These harms are relevant to the period before the pandemic (1

January 2015 to 31 December 2019), during the pandemic (1 January 2020 to 28

June 2022) and are still relevant post-pandemic (29 June 2022 to date) [Exhibit

CCW/03 - INQ000598398]:
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Loss of Sleeplessness Stress Depression Diminished

confidence empathy

isolation Poor fine motorOver-exposure Anxiety Family conflict

and over-sharing skills

Aggression Opportunity cost Diminished Obesity Self-harm
memory,
concentration
and ability to
focus/engage

Violent Suicide/suicidal Loss ofMisogyny Reputational

extremism ideation damage autonomy

Sexual Violence/fear of Surveillance / Sexual assault Addiction/comp
loss ofexploitation violence ulsionprivacy

Emotional Behavioural Financial loss Permissive and Gender-stereoty
difficulties/distres difficulties/distres unrealistic pical sexual
S s sexual attitudes attitudes

Maladaptive Susceptibility to Self-exclusio Unrealistic body Discrimination

attitudes to advertising n/self-editing image/pressure

relationships to conform to

narrow body

image

Mis/disinformatio

n

7. The risks and harms explained above can be facilitated by the design of digital

services and products which is underpinned and driven by the business model of

these services. Many of the most common features and functionalities found on

social media and online gaming services, for example algorithms and recommender

systems, popularity metrics (likes, gifting), push notifications, picture filters, in-app or

in-game purchases and direct messaging are designed to maximise time, reach and

activity of users for commercial aims. This design strategy is more likely to harmfully
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impact children owing to their still developing cognitive function, self-regulation and

social skills. For instance, they are much more vulnerable than adults to be

susceptible to persuasive design strategies commonly found on online services. They
are more likely to spend more time online, they might be contacted by strangers due

to poor privacy settings, they might feel more pressure to behave in ways that gain

attention and validation (reach), and they may feel more pressure to be 'visible' and

active online owing to their sensitivities to peer pressure and wanting to belong. They
are also more likely to use features and functionalities to enhance their appearance
through image alteration.

8. 5Rights main findings from work done in the period before the pandemic (January
2015 to 31 December 2019) are contained in the supplied attachments to this

statement but as a summary:

a. In 2017 5Rights published Digital Childhood [Exhibit CCW/04 -

INQ000598399], which analysed how children's development milestones can

be impacted in the digital world given typical usage at each age, and the

impact this can have. We concluded that these milestones are rarely, if ever,

considered in digital services and products, and tech industry norms, such as
commercial data collection and surveillance, profiling, rapid spread of

information and 'reward loops', present specific harms to children. The report

included 36 recommendations including how the Government should move

beyond the 'online harms' debate of the time, to how digital services can meet

the developmental needs of children, since the digital environment is now a

necessary component of childhood.

b. In 2018 5Rights published Disrupted Childhood [Exhibit CCW/05 -

INQ000598400], which found that persuasive design strategies deployed by

many popular digital services most used by children are impacting their

social, mental and physical development. This research found that children

feel both 'devoted to' and 'governed by' their digital devices, owing to the

persuasive design features which encourage them to spend more time using

them. The research also considered the views of parents, finding that they are

having to contend with mixed messages, often by Government, that their

child's life prospects are dependent on developing proficiency in digital

products and services, that children are 'digital natives' and in control, but

also that their children are inherently at risk online. Rather than tracking how
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long children have spent using a device, this research looked at why children

are spending more time online.

9. 5Rights main findings from work done during the pandemic (1 January 2020 to 28

June 2022) are contained in the supplied in the exhibits attached to this statement,

but as a Summary:

a. In 2020 5Rights launched a Risky by Design project [Exhibit CCW/06 -

INQ000598401], which examined design features, common to the services
children use, that create risk for young people. It illustrates how these design
features, driven primarily by commercial interests, can lead to harm, and

includes practical suggestions for how these risks might be eliminated,

mitigated or effectively managed.
b. In 2021 5Rights published Pathways [Exhibit CCW/07 - INQ0005525261,

which established the pathways between the design of digital services and

products and the risks children face online. It demonstrated how popular

social media services were allowing children, some as young as 13 years old,

to be directly targeted within 24 hours of creating an account with a stream of

harmful content. Through interviews with engineers and experts it was
established that the proliferation of harm online is a consequence of how

services are designed, which is driven by the business model and commercial

aims.

c. In 2021 5Rights published But how do they know it's a child? [Exhibit CCW/08
- INQ000598403], which looks at the issues surrounding establishing age
online, finding most if not all age assurance methods are not 100% effective

by themselves and can impact privacy and data protection. The research

provides an analysis of how age assurance technologies should be

developed using common standards, which are detailed in the report, that are

effective and respect children's rights. Key to this work is how age assurance
should and can be used to benefit children's online experiences, that it should

be proportionate to risk and is not in itself a silver bullet for keeping children

safe online.

d. In 2021 5Rights also published Tick to Agree [Exhibit CCW/09 -

INQ000598404], which looks at how children are engaging with 'published
terms' e.g. legal disclaimers and terms of use. This research established that

children often 'tick to agree' without understanding the contract or agreement
they have entered into. The report concludes with recommendations of how
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terms should be developed and written in a way which supports children's

understanding of how to use the service and how a service might use their

data.

e. In 2021, 5Rights launched an award-winning Twisted Toys campaign, [Exhibit
CCW/10- INQ0005984051 to support parents to understand the dangers
children are exposed to in the digital world. Framed as a catalogue of sinister

toys, each toy represents the exploitation and danger children face online,

comparing this with how they would be unacceptable in an offline, physical
toy. The campaign identified that the digital world impacts every area of

children's lives, but they remain unprotected, routinely exploited by products

and services used in education, health, games and apps.
10. In the period following the pandemic (29 June 2022 to date) 5Rights published:

a. Between 2020 and 2023, the Digital Futures for Children Commission (a

collaboration between 5Rights and the London School of Economics) led by

Professor Sonia Livingstone conducted extensive research into play in the

digital world, beneficial uses of education data, and guidance for innovators,

making several key findings. The Commission's research into Googie
Classroom and ClassDojo, both commonly used in UK schools, revealed
non-compliance with data protection regulations which was exposing children

to commercial harms [Exhibit CCW/11 - INQ000598406]. Subsequent
research into how schools were using education technology (EdTech) found
that school staff face significant pressures in managing contracts with EdTech
companies, which led to uncertainties into how children's data was being

handled, leaving it vulnerable to misuse [Exhibit CCW/12 - INQ000598407].
The Commission also surveyed children on their views on the benefits of

EdTech with the majority responding that they felt uncomfortable that these
companies were collecting personal information about them [Exhibit CCW/13
-INQ000598408]. In response to these findings, the Commission proposed a

Blueprint for Education Data [Exhibit CCW/14 - INQ000598409], outlining ten

certification criteria for EdTech products to ensure they respect children's
rights and interests.

b. In 2023, 5Rights published an update of the 2018 Disrupted Childhood report

to review what had changed in the intervening years. Whilst globally and in

the UK we had recognised much of the language and issues raised from the

2018 report had entered the mainstream political discourse, and some
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regulation to tackle this had been passed, the fundamental problems of the

power imbalance between children and tech still existed. It was noted that

many of the harms and risk facing children online had been amplified during

the pandemic, as children spent more time online. This updated report also
looked at the huge increase in the use of EdTech used by children due to the

reliance on remote learning during the intervening period. The report found

that some of the most commonly used EdTech products are commercially

provided, highly data extractive and use the same persuasive design
strategies found on social media, such as gamification and personalisation

[Exhibit CCW/15 - INQ0005984 10].

c. In 2023, 5Rights published an update of the 2017 Digital Childhood report.

This updated report found that while the digital world looked different for

children the risks of harm remained. Children interviewed as part of the

update noted that they felt relieved that they were not younger and having to

deal with newer more "demanding" features and functionalities. For instance,
in the intervening years device ownership for children had increased, social
media was in higher use, online gaming had become much more immersive

and automated, and alternative reality capabilities and generative-Al were
also in use by children. In particular, TikTok had become an extremely popular

app used by children. Considering this new online landscape for children, the

updated report illustrates how growing up in the digital environment directly

impacts a child's developmental trajectory and concludes that a managed
transition from infancy to adulthood is as important in the digital environment

as it is in the offline world [Exhibit CCW/16 - INQ0005984111.

d. As part of 5Rights most recent body of work, earlier this year a new report

called Advancing Trust and Safety [Exhibit CCW/17 - INQ000598412], was
published which sheds a light on the work of Trust & Safety (T&S) teams in

tech companies. This research establishes that there are a number of

challenges faced by trust and safety professionals which can weaken the

impact of their work. For instance, tech industry business models that

deprioritise safety, the absence of a formal mandate for T&S professionals,
inadequate safety metrics, challenging working conditions and the absence of

professional standards and oversight for T&S as a profession.

e. In 2025, 5Rights published the Children & Al Design Code [Exhibit CCW/18 -

INQ00059841 3]. Written in conjunction with technical experts and
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organisations, computer scientists, academics and children themselves, the
Code offers a practical and implementable framework for Al regulation that

respects children's rights and developmental needs. The Code identifies the

common risks to children stemming from Al systems - including unfairness,

harmful content and activity, privacy, security and capture - and the criteria

that Al developers should meet when designing, deploying and retiring Al
systems or products.

11. In the pre-pandemic period and during, 5Rights was still a developing organisation

and not in a position to fully judge the understanding of these harms by government

departments, the Welsh or Scottish governments, the Northern Ireland Executive, the
National Crime Agency, the police, and other investigating authorities. However, it is

possible to give an assessment on what we understand government departments

and social media companies understood about the harms to children during these
periods based on actions they took, statements made and whistleblower testimony.

Government departments understanding of online harms

12. In the period before the pandemic, government departments had begun preparatory

work on how to address online harms to children, having launched a consultation on

an Internet Safety Strategy Green Paper in October 2017 [Exhibit CCW/19 -

INQ000598414], which it responded to in May 2018 [Exhibit CCW/20 -

INQ0001027401. These documents suggest that the Department for Culture, Media

and Sport (DCMS) was aware that harm online to children was an issue and that the

department considered the online harm could be caused by 'content' and
'behaviours.' The 2017 strategy discussed content and conduct harms, such as
bullying, and contact harms such abuse. However, in general it focussed more on

how children should be supported to "spot dangers" with better media literacy, rather

that focus on mitigation measures which could be carried out by social media

companies.
13. During the pre-pandemic period, the Government had also introduced the Digital

Economy Act 2017 and the Data Protection Act 2018, which included statutory

obligations relating to keeping children safe online. The Digital Economy Act 2017
included obligations including the creation of a statutory Code of Practice for

providers of online social media platforms [Exhibit CCW/21 - INQ000598416] and the

introduction of age verification checks for access to all websites and apps containing

pornographic material.

9

INQ0006435120009



14. Section 123 of the Data Protection Act 2018 introduced a new duty on the

Information Commissioner's Office to prepare a code of practice - the Age
Appropriate Design Code - to support data controllers to give children a higher level

of data protection owing to their vulnerabilities. This was campaigned for by 5Rights
and introduced as a government-backed amendment to the legislation in the House
of Lords. The introduction of these two biils, and the subsequent inclusion of these
codes and duties, suggests that DCMS was conscious of the need to introduce

regulation to keep children safe online in the pre-pandemic period.

15. In the pre-pandemic period, there were also a number of Parliamentary committee

inquiries looking at online harms. In particular, the House of Lords Select Committee

on Communications' 2017 Growing Up with the internet [Exhibit CCW/22 -

INQ0005984171, and 2019 Regulating in a digital world reports, the House of

Commons Science and Technology Select Committee's 2019 report on the impact of
social media and screen-use on young people''s health [Exhibit CCW/23 -

INQ000598418], and the House of Commons Digital, Culture, Media and Sport

Select Committee's 2019 Disinformation and 'fake news' report [Exhibit CCW/24 -

INQ000598419]. Given that government departments must respond to the findings of

these inquiries | believe it can be assumed that they were aware of the online harms

discussed within these inquiries.

16. In addition, in 2019, the Chief Medical Officer published commentary on children and

young people's screen time and mental health [Exhibit CCW/25 - INQ000606830].
While it did not establish a causal link between increased screen time and poor

mental heaith outcomes, it advised taking a precautionary approach to time children

spend on screens. As the Government's most senior advisor on health, it is likely

government departments were aware of this commentary.

17. During the pandemic, the Government continued to introduce draft legislation and

responded to consultations on the issue of online harms. In June 2020, the

Government responded to the Digital, Culture, Media & Sport Select Committee

Report on Immersive and Addictive Technologies [Exhibit CCW/26 - INQ000598421].
5Rights responded to this inquiry drawing the committee's attention to how common

features of popular platforms used by children is designed to be addictive to extend

use and play [Exhibit CCW/27 - INQ0005984221. The Government also launched a

call for evidence on the use of loot boxes in video games [Exhibit CCW/28 -

INQ000598423].
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18. In May 2020, 5Rights submitted a response to a Home Affairs Select Committee

19. In October 2020, pre-empting the introduction of the draft Online Safety Bill, SRights

20. At the end of the first year of the pandemic in December 2020, the Government

21. The period following the pandemic was characterised by the passage of the Online

inquiry on pandemic preparedness [Exhibit CCW/29 - INQ000598424J. This response
included 5Rights view at the time that there had been a significant uptick in a range
of online harms relevant to children and young people during the pandemic. This was
in part owing to the growing number of children being online for longer periods.

published a Priorities for the Online Harms Bill paper [Exhibit CCW/30 -

INQ000598425]. In this paper, 5Rights set out the cost to society from failure to act
on online harms, key principles for the legislation - which includes ensuring the full

breadth of harms was covered and that proportionality falls on the tech sector's
failure to act to prevent harms to children. The paper also sets out a hypothetical duty

of care for young people considering the various risks of harm children face in the

online world relating to the 4'Cs framework [Exhibit CCW/01 - INQ000598395].

responded to the Online Harms White Paper consultation [Exhibit CCW/31 -

INQ000598426]. In May 2021, the Government published the draft Online Safety Bill.

In my assessment, these responses and the introduction of this legislation,

demonstrated that government departments, in particular DCMS, had a general
understanding of at least content-based harms in this period. However, as was raised

in the response to the Home Affairs committee inquiry, 5Rights were concerned at

the time of media reports that the Government was preparing to water down its

proposals fer the protection of children and young people online.

Safety Bill, and its subsequent Royal Assent into law in October 2023. While the Bill

was watered down and changed in the years since it was first introduced, most

notably in December 2022, [Exhibit CCW/32 - INQ000598427] the Government in the

main did not substantially alter protections the Bill included for children. 5Rights led a

group of civil society organisations to write to the Government during this period on

several occasions of the need to amend the draft legislation to include stronger

protections for children ~ in particular the need for robust age assurance methods,

and to ensure the regulation did not only concentrate on content-based harms, but

aiso how features and functionalities of in-scope services can harm children [Exhibit

CCW/33 - INQ000598428]. Many of these amendments were made to the final

regulation, however the latter through a vote in House of Lords as it was not

introduced as part of the Government's proposal.
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22. During this period, the Government responded to a 2020 call for evidence on a

review of the 2005 Gambling Act [Exhibit CCW/34 - INQ000598429]. In its response,

despite representations from experts and civil society on the dangers loot boxes
commonly found in gaming posed to children, the Government chose to not regulate.

23. It is my assessment through engagement with government departments, in particular

the Department for Science, Innovation and Technology (DSIT) and the Home Office,

that some government officials have a grasp on online harms to children and how

these can manifest on social media, online gaming and search engines. However,
while officials in the relevant departments appear to be across online harms on the

services such as social media and search engines, it is unclear whether officials at

DSIT in particular have considered the risk Al and generation Al systems and

products poses to children. This is particularly pertinent considering the

Government's intention roll out wide use of these technologies in public services,
including education [Exhibits CCW/35 - INQ000598430 and CCW/36 -

INQ000598431]. Beyond understanding public attitudes to the use of Al in education

[Exhibit CCW/37 - INQ000598432], and work looking at how Al tools could be used

to safeguard children specifically against abuse [Exhibit CCW/38 -INQ000598433],
the Government to date has not published research of the risk to children or, to my

knowledge, carried out an impact assessment on children.

24. As noted earlier in this response, for much of the period in question 5Rights was still

establishing as an organisation and would not have had high-level conversations with

decision makers at the time. As such, we are not able to make a thorough

assessment. However, in the latter part of the pandemic period and post-pandemic
period it is my assessment through engagement with government departments, DSIT
and the Home Office in particular, that officials and ministers were aware of the

harms to children online and how these manifest.

Online platforms and social media companies awareness of online harms

25. There is reason to believe that online services themselves were aware throughout

the period in question of at least some of these harms based on 5Rights research
and whistleblower testimony. As summarised above, in 5Rights 2021 report,

Pathways [Exhibit CCW/07 - INQ000552526], researchers interviewed engineers at

tech companies to understand what drives the design decisions of digital services
and products. The findings in the report indicate that services have three priorities

when designing services that seek to fulfil its business model - maximising reach by

drawing as many people into the product as possible, maximising time by capturing
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26. In addition, testimony from whistleblowers who worked at major tech companies

27. In 2023, Arturo Béjar, a former engineering director at Meta, came forward regarding

28. Sarah Wynn-Williams is the former Director of Global Public Policy at

attention for as long as possible, and maximising activity through content generation

and interaction. While this does not explicitly conclude that services are actively
aware of how their services harm children, this research demonstrates how children's

safety and wellbeing are not considered in the design of services, with the

commercial aims of the services being paramount.

suggests that executives at these companies were aware of many of the harms to

children detailed earlier in this statement. For example, in 2021 former Facebook
product manager Frances Haugen came forward and gave evidence to the Draft

Online Safety Bill (Joint Committee) [Exhibit CCW/39 - INQ000598434] in which she
told parliamentarians that Facebook prioritises the growth of the platform, and

therefore profit, over the safety of children. In particular, she drew on evidence that

Facebook had collected of how their service negatively impacted young girls body

image and mental health and chose to not act on this to try to mitigate the harm. In

testimony to Parliament, she said: "Facebook's own research says that now the

bullying follows children home. It goes into their bedrooms. The last thing they see at

night is someone being cruel to them. The first thing they see in the morning is a

hateful statement. And that is just so much worse."

the harm to children happening on the company's platforms which it was aware of

[Exhibit CCW/40 - INQ000598435]. He told a committee of the US Congress that in

emails to Meta CEO Mark Zuckerberg, he detailed research he had carried out

detailing, "as many as 21.8% of 13-15 year olds said they were the target of bullying

in the past seven days, 39.4% of 13-15 year old children said they had experienced

negative comparison, in the past seven days, and 24.4% of 13-15 year old

responded said they received unwanted advances, all in the prior seven days."

Meta/Facebook. In her 2025 book, Careless People: A Cautionary Tale of Power,
Greed, and Lost idealism she talked about the internal decision-making process and

culture at the company. As others have done, she also argued that the company puts

profit ahead of people and is not only aware of the harm but actively exploits it. In

describing how Meta can target 13-17-year-old girls with adverts when they are

feeling depressed, Wynn-Wiliams told a committee of US Senators: "It could identify

when they were feeling worthless or helpless or like a failure, and [Meta] would take
that information and share it with advertisers.. Advertisers understand that when
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29. Children's increased use of digital services and products during the pandemic, rather

30.

31. There has aiso been an upwards trend in the number of children gaming online and

32. There is a marked upwards trend in children's ownership of smartphones. Taking the

people don't feel good about themselves, it's often a good time to pitch a product

people are more likely to buy something." [Exhibit CCW/41 - INQ0005984361

Trends in online harms

than the creation of many new types of online harms, largely exacerbated the

impacts of pre-existing harms, which are detailed earlier in this statement. This is

because children were required to spend more time indoors and often turned to

electronic devices for entertainment and connection with the outside world. Of
relevance to this inquiry, | wish to draw on three key trends in relation to the issues
noted above:

Growth of children's use of social media and gaming and ownership of devices

Based on Ofcom research there has been an observable trend in the number of

children using social media during the period in question. Taking the 8-11-year-old

age group as an example, which falls below the 13-years-old minimum age
requirement on many social media services, in 2019 (prior to the pandemic) Ofcom

identified that 4% of these children use social media [Exhibit CCW/42 -

INQ000615305]. In 2020-21 (during the pandemic) this rose dramatically to 44%
[Exhibit CCW/43 - INQ000560772]. Since the pandemic, this has continued to rise,

and in 2023 six in ten (63%) of 8-11-year-olds were using social media [Exhibit

CCW/44 - INQ000560778].

time spent gaming online. Taking the 5-7-year-old age group as an example, in 2019
Ofcom found that 35% of these children would play games online [Exhibit CCW/42 -

INQ000615305]. In 2022, this rose to 38%. [Exhibit CCW/43 - INQ000560772]. Since
the pandemic this trend has continued to rise, and in 2023 41% of 5-7-year-oids
played online games [Exhibit CCW/44 - INQ0005607781.

8-11-year-old age group as an example, in 2019 [Exhibit CCW/42 - INQ000615305],
Ofcom found that 37% owned their own smartphone, whilst 49% had their own tablet.

In 2020-21 [Exhibit CCW/43 - INQ0005607721, this increased to 49% owning their

own smartphone and 66% with their own tablet. This trend has continued since the
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pandemic, in 2023 61% owned their own smartphone whilst tablet usage dropped to

just over a third (36%) [Exhibit CCW/44 - INQ000560778].

Online harms to children

33. During the pandemic, there was an increase in the scale of online harms faced by

children and young people. We drew on what we had seen in response to the Home

Affairs select committee inquiry on Covid-19 preparedness [Exhibit CCW/29 -

INQ000598424):

a. In May 2020, the UK's Internet Watch Foundation (IWF) reported more than

8.8 million attempts to access child sexual abuse material (CSAM) in just a

single month. Internationally, global CSAM prevention organisation InHope's
'cybertiplines' found reports of CSEA went up 30% globally during the

pandemic.

b. There was an increase in demand for support related to cyberbullying from

the start of the pandemic. In Australia, the eSafety Commissioner reported a

50% rise in incidents of cyberbullying in the first three weeks of lockdown.

in-game spending for the popular smartphone game Pokémon Go surged by

67% globally in a single week after it introduced updates adjusting the game
to indoor play.

c. There was also a reported uptick in gambling ads online during lockdown. In

May 2020, then-Facebook Chief Technical Officer Mike Schroepfer confirmed

there had been a 'huge increase in misinformation considered dangerous'

during the pandemic.

d. In March 2020, Pornhub announced a record 12% increase in worldwide

online traffic during the month - the rates of which were significantly higher in

countries in lockdown during the time (57% in Italy; 39% in France; and 61%
in Spain). The India Child Protection Fund (ICPF) found interest and demand

for CSAM doubied early in the pandemic.

EdTech and remote learning apps and software

34. One of the key trends of the pandemic on children was the growing presence of apps
and software used in education owing to the government's decision to encourage
schools to revert to remoie learning during the early lockdowns of the pandemic.

35. In 2021 during the pandemic, Google Classroom was downloaded almost 1.34

million times in the UK and ClassDojo was downloaded 849,000 times [Exhibit

CCW/11 ~ INQ000598406]. By 2022, almost three-quarters (64%) of schools in the
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UK were embedding EdTech into their everyday teaching and learning practices and

more than a third (39%) of UK schools continued to develop its curriculum online -

according to a survey carried out by SMART [Exhibit CCW/45 - INQ000598440].
36. Again, before and during the pandemic 5Rights was a still developing organisation

and not in a position to fully judge the understanding of these trends by authorities. In

the post pandemic period however, the impact of some of these trends is still poorly

understood, suggesting more could be done by government departments in particular

to understand the impact on children.

37. From early in the pandemic, schools across the UK reverted to remote online

learning where possible and were supported and encouraged to do so by the

relevant government departments across the UK. In the case of schools in England
in October 2020, the Department for Education (DfE) issued a legal directive which

set out that schools must offer remote learning. Directives and support such as this

directly contributed to the trends seen in EdTech. However, it is not clear if an

assessment was or has been carried out by government departments into the safety,

security, efficacy or impact of EdTech on education and learning. An assessment of
its impact would be prudent ahead of any rollout of more Al tech into schools, which
5Rights understands the DfE and central government are planning. At present, there
is no statutory guidance exclusively dedicated to the use of EdTech in schools. Whilst

the DfE has published non-statutory guidance for developers on ensuring EdTech
products are safe, such as its non-statutory Generative Al: Product safety
expectations [Exhibit CCW/46 - INQ000598441], there are still gaps regarding

questions of the social, developmental and pedagogical/educational efficacy that

proves that these technologies are benefitting children's learning [Exhibit CCW/47
-INQ000598442].

38. Based on parliamentary committee inquiries, in particular the Home Affairs Select
Committee which took place during this period, and research commissioned by the

Government, it is likely government departments had a degree of understanding of

the trends seen. For example, in April 2022, the Department for Digital, Culture,

Media & Sport (DCMS) published a qualitative study to address gaps in the evidence
relating to children's online harms. While intended to address evidential gaps for

development of the Online Safety Bill, this research considered in parts the impact of

the pandemic [Exhibit CCW/48 - INQ000598443].

Impact of the pandemic on online harm
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39. As set out above, the pandemic led to a sharp increase in children's ownership and

use of devices in their social lives and education, and an increase in the use of social

media websites and gaming. 5Rights research published in the period before and

following the pandemic (Digital Childhood (2017, updated 2023) [Exhibits CCW/04 -

INQ000598399 and CCW/16 - INQ000598411] and Disrupted Childhood (2018,
updated 2023)) [Exhibits CCW/05 - INQ000598400 and CCW/15 - INQ0005984 10]

speaks to how children's development milestones are impacted in the digital

environment, owing to the time spent online and the way digital services and

products are designed.

40. Regarding the impact of the use and design of digital products and services on

physical health and social development, our Digital Childhood (2017, 2023) [Exhibits
CCW/04 - INQ000598399 and CCW/16 - INQ000598411] research found the use of

these products at different ages can impact development, particularly for very young

children. The below table is an indicative example of how digital use at different

developmental stages can interfere with physical health and social development:

Age Key Typical digital Risk and challenges Impact
development use
milestones

0-2 Rapidly Caregivers may Autoplay functions on Due to the

years developing use TV, online video or music developmental

neuronal video or digital streaming services sensitivity of this

connections music streaming can lead to passive or period, infants

because of and toddlers canplatforms with involuntary

their algorithmically engagement with quickly develop
environment generated algorithmically curated habits such as
and content and content rather than trying to 'zoom'

experiences. autoplay self-selected or into books with

functions (e.g., chosen by caregivers. two fingers like

Spotify or they would on a

YouTube Kids). touch screen.
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3-5 Play is Exposure tends Excessive Potential impact

years essential and to be limited to engagement with on speech
contributes to caregiver-led online content can development

social, use, e.g. using lead children to and attentional

emotional, video calling, become stationary, abilities

physical and using apps on unaware of their

cognitive siblings' smart surroundings and not

development phones, or talking.

watching TV on

on-demand

platforms. If

these children do

play games, it

tends to be

single-player or
under a

care-givers
advice

6-9 Undergoing a Screen-based Tech tantrums,' Social norms

years cognitive shift play and reward loops and and habits are

associated entertainment via auto-plays make it being developed

with more TV content difficult for children that may have
logical and streaming, and adults to manage future

ordered use because theirvideo-sharing repercussions
thinking and platforms and evolutionary biology (sharing

becoming games. (need to react) is personal

more socially exploited by random information,

sophisticated rewards and checking
interventions. devices at night,

posting pictures

without privacy

settings).
Accessing
unwanted or
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unsuitable

content or

contact can be

frightening or, in

certain cases,
harmful.

10-12 Experiencing Having a Perception that their 'Doom-scrolling'

years more complex personal device image falls short of or spending time

feelings about is a norm for this those that inhabit their looking at the

themselves age group digital environment, so social media

and showing a optimise/falsify their profiles of others

can reinforcedip in own profile to compete

self-esteem as with them isolation for the

social less socially
comparisons confident.

increase.

13-15 Undergoing Phone becomes Easy access to Public image

years significant an essential tool material which can be

neuropsycholo for identity encourages discordant with

gical development, inappropriate sense of own

development social information emotional regulation identity, and this

impacting the and education. patterns, such as can lead to

way they self-harm or self-esteem
perceive disordered eating. difficulties.

emotions and Children are also
make vulnerable to

decisions excessive use,

often aware
when
'over-using,' but

sometimes

unable to stop.

16-18 Presenting ina Independence - Overexposure to Self-esteem can

years more adult way parents give pornography, often be affected by

but have not adolescents depicting violence or feedback from
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yet fully almost complete aggression against others online,

developed authority over women which, can including, but not

longer sense screen use. instil or normalise limited to,

of problematic attitudes cyberbullying.

consequence and behaviours. Cases of

as adults, and withdrawal from

brain is still face-to-face
maturing into contact by less
the mid-20s. confident young

people. Can also

create body

image issues -

as children are

increasingly
aware of

discrepancy

between the
'ideal' and their

own reality.

41. Increasing use of digital services and products can also impact children's wellbeing

and mental health, due to their vulnerability to the persuasive design strategies used

in the tech industry. In our Disrupted Childhood (2017, updated 2023) [Exhibits

CCW/05 - INQ000598400 and CCW/15 -INQ000598410] report we discussed how

these design strategies impact children due to their still-developing cognitive
functions and the neuro-psychological changes which happen frequently throughout

childhood which makes them more susceptible to social comparison and a need for

social validation. Common design features such as affirmation metrics (e.g. likes,

hearts) and beauty filters are intended to increase time spent using the service but

have the added impact of playing into these vulnerabilities for children. Managing
public and frequent interactions - such as maintaining a 'socially acceptable' online
image to their peers - creates enormous pressures for young people, and with it

comes anxiety, low self-esteem and mental health challenges. During our research
for this report, a 15-year-old told us: "I just feel like now I need to be on social media

to try and get that happiness booster all the time, even though hate it."
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42. As noted earlier in this statement, the pandemic saw a rush to ensure that education

could happen online and with this came a huge proliferation of the use of EdTech
apps and software to aid remote learning. The Digital Futures Commission (DFC),
which looked at beneficial uses of education data, found in its research and

discussion with experts that there is a shortage of independent evidence on whether

EdTech tools deliver better educational outcomes for children than those who do not

use it. For example, the Commission said they had not seen evidence that tech

personalisation actually improves educational achievement (e.g. Progress 8 scores)
[Exhibit CCW/49 - INQ000598444]. This research also found that there are a lack of

common definitions, evidence or benchmarks for what benefits children in education,

and surveys with schools and teachers revealed similar concerns [Exhibit CCW/12 -

INQ0005984071. Surveys of children looked at what they commonly use and their

views on it, with findings pointing to children being doubtful that it had helped them

learn [Exhibit CCW/13 - INQ0005984081. Further research by UNESCO on the global

impact of EdTech during the pandemic had similar findings [Exhibit CCW/47 -

INQ000598442]. The research by education specialist Mark West, found that the

rush to replace schooling with remote learning led to a privatisation of education due

to the elevation of for-profit EdTech products. In terms of impact of education

development, as the DFC found, West concluded that there was little evidence of the

benefits of EdTech to children's education. In fact, some of his findings point to how it

negatively impacted children's education. For example, his work details that learners

with disabilities were disproportionately impacted due to this sudden heavy reliance

on connected technology and girls were likely to be excluded or marginalised due to

gender roles and expectations. He concluded that learning outcomes declined

globally when schools were closed and replaced with remote learning through

EdTech products.

43. The pandemic, rather than creating new types of harms, largely exacerbated the

impacts of pre-existing harms. The pandemic also had significant impacts on the

mental health and wellbeing of many people, children included, which is likely to have
compounded their underlying vulnerability and their susceptibility to risky behaviours.

It is almost certain that the vulnerabilities compounded differently depending on

children's unique circumstances. For instance, we know that young girls experience a

higher rate of sexually harassing messages online [Exhibit CCW/50 - INQ000598445]
and children from marginalised ethnic backgrounds are exposed to a higher rate of

online hate speech, [Exhibit CCW/51 - INQ000598446] so increased time online
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could have particularly increased the likelihood of these risks materialising for these
demographics. Some children may lack sufficient support or may even face further

marginalisation at home (particular examples include children with disabilities and
LGBT+ children), which during the pandemic could have led to them not being able to

seek the support and remediation they would otherwise have been able to, for

instance via school safeguarding teams. And finally, we know that most instances of

child sexual abuse are perpetrated by people already known to the victim [Exhibit

CCW/52 - INQ000598447], and that child online sexual abuse cases increased
during the pandemic. It is likely that many children were trapped in abusive situations

at home with limited ability to seek help [Exhibit CCW/53 - INQ000073864].
44. Work published by government departments during the pandemic suggest they were

aware of some of the impact of online harms. In October 2020, the Government
published a State of the Nation report on children and young people's wellbeing

which had some references to how the pandemic was impacting them [Exhibit

CCW/54 - INQ000073855]. It detailed how children were struggling to learn at home,

were worried about the future and the health of their families. However, while the

report drew on some findings about children's social media use, it did not explore the

impact this was having on children as outlined above. The report noted that this was
an "evidence gap at this time". It is not clear if the Government sought to address this

gap.
45. As mentioned previously, through whistleblower testimony there is reason to believe

companies were themselves at least somewhat aware of the impact the risks and

harms arising from their online services were having on children.

Attempts to mitigate online harms

46. There is evidence that government departments attempted to enact some mitigations

to raise awareness of online harms to parents and children and to protect them. For

example, in February 2021, the DfE, Home Office and DCMS published joint

guidance for parents on keeping children safe online [Exhibit CCW/55 -

INQ0005984501. This guidance directed parents to resources, gave instructions on

turning on parental controls and alerted parents to the importance of insuring privacy
settings were active. The National Crime Agency (NCA) also launched an

#OnlineSafetyAthome campaign during the pandemic to support parents and carers
[Exhibit CCW/56 - INQ000598451]. This campaign appeared to be in response to the

amount of time children were spending online and their increased exposure to harm,

in particular child sexual abuse.
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47. For education providers, the Government published guidance to support schools with

safeguarding and remote learning [Exhibit CCW/57 - INQ000542926]. This was
accompanied by supporting guidance on what schools should do if they become
aware of pupils taking part in harmful online challenges and online hoaxes [Exhibit

CCW/58 - INQ000598453] and supporting schools to understand what to do if a child

had shared nude and semi-nude pictures [Exhibit CCW/59 - INQ0005984541. There
was also support made available to schools to help them with remote learning, for

example good practice guidance published by the DfE which advised schools to use

a single, interactive platform such as Microsoft Teams or Google Classroom for their

remote education provision [Exhibit CCW/60 - INQ000598455]. It is not clear why the

Government advised schools to use only these platforms. It is not clear if any risk

assessment has been carried out by the Government regarding their use in

education settings.
48. During the pandemic, the Government produced guidance and signposted parents,

children and schools to resources from members of civil society to try to keep

children safe during this period. This appears to have been in response to children's

increasing use of social media and their access to devices through school. These
were welcome interventions and would have supported those working with children to

mitigate some of the harm. However, following the initial emergency response, there

is an argument that more could have been done by government departments. For

example, more could have been done to put pressure on tech companies on their

failure to keep children safe on their services.
49. This assessment is based on analysis of the work the Government had done prior to

2020 on the Safer Internet Strategy and the Online Harms white paper. Both these
documents suggest that the Government was aware of at least content, contact, and

some conduct harms, and were in the process of preparing draft legislation to

address them - such as by establishing a duty of care for tech companies to prevent

children from accessing harmful content or being served this content through

algorithms. This suggests that the Government was of the view, based on its own

assessment, that accountability for keeping children safe should at least in part rest

upon tech companies.
50. Despite this ongoing work, it was notable that a great deal of the mitigation efforts

during the pandemic focussed on awareness raising and guidance to parents and

children, which placed the onus on children to keep themselves safe online. For
example, by telling children they should not access age-inappropriate material on
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51. The Online Safety Bill, which was published in March 2021, was a welcome

52. With regard to mitigating harm to children using EdTech or devices for schooling,

53. Other than the Government's engagement with social media and online platforms on

54. During the pandemic, 5Rights engaged and consulted with children and young

their devices, setting up parental controls and encouraging parents to understand

exactly what their children were doing online. While support for children and parents

is a key component of online safety, the responsibility ultimately must rest upon tech

companies to ensure their services and products are safe and suitable for children to

use and that they do not exploit children's vulnerabilities. It is unclear if the

Government discussed this with social media companies beyond issues relating

specifically to vaccine misinformation [Exhibit CCW/61 - INQ000598456). While this

was welcome, vaccine misinformation is only one of the harms present at the time

and was not only relevant to children.

intervention but was not passed by Parliament until October 2023 in a form

substantially watered down from the original proposals. Given the volume of children

spending more time online, and the uptick in harms seen during the period, this

legislation should have been prioritised and passed as a mitigation measure.

much of the guidance from Government centred around ensuring children were not
'misusing' school devices, rather than considering the impact remote learning could

be having to their wellbeing, education or safety. While the additional, more targeted

guidance on specific harms was welcome, it is unclear if a thorough assessment has
been carried on the impact of the increase in the use of EdTech on children's

education and wellbeing. This is vitally needed, in addition to statutory frameworks to

ensuring EdTech used in the classroom is of a high quality, compliant with data

protection standards for children, and is provably beneficial to children's education.

vaccine misinformation, it is unclear if any mitigation measures put were put in place
by these companies to respond to the growing numbers of children spending more

time online during this period. In 2021, under the Data Protection Act 2018, the Age
Appropriate Design Code came into force. Tech companies did make some changes
to their services in order to comply with the standards of this code, [Exhibit CCW/62 -

INQ000598457] but this was in response to new regulatory duties and not to mitigate

harm to children happening during the pandemic. Given whistleblower testimony it is

our assessment that these companies knew of these harms and did not take steps to

remove or mitigate them.

people on their experiences online to give voice to their views and experiences. In
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our Pathways (2021) report [Exhibit CCW/07 - INQ0005525261, researchers
interviewed 21 children and young people aged 12 to 18 across the UK, mapping

their use of digital products and services, what they had experienced, and how they

felt about it. This work influenced public debate and its findings given to government
departments by way of consultation responses.

55. Many decisions taken by government departments at the time were taken without full

consideration of children's views, perhaps due to perceived urgency. While the

Government published a State of the Nation report on children and young peoples'

mental health, this report did not adequately consider how children were being

impacted by the increase of time spent online, and only noted the trend.

Part C - Post pandemic between 28 June 2022 to date

56. Children and young people do not discern between their "offline" or "online" lives in

the way that an adult might do. The online world is not optional for children, it is

where they socialise, access information and, now, where many access ai least

some of their education, whether that be in the classroom through devices or using

EdTech at home to study. While this was true before the pandemic, it is likely that the

urgency of the emergency response to transfer all aspects of our lives online -

whether it be education, work, shopping, speaking to friends and family and

accessing entertainment - has crystallised this reality for young people.

57. In 5Rights assessment the pandemic has had the following impact on children's

online lives:
e The relative importance of the online world for entertainment, education,

connection and socialisation radically increased, and this importance by children

and young people is still felt today.

e Rapid changes meant many children spent whole days in front of screens, and
this meant more exposure to often-toxic algorithms that impacted their

development and wellbeing. The existing impacts of harmful algorithms on heaith

and wellbeing became stronger due to increased exposure. For many children

(and adults), technology became something of a lifeline for their continued social
development, through services such as instant messaging and cooperative
gaming. This had some obvious benefits, but risks of harms were elevated by the

fact that many platforms were not sufficiently designed with children's best

interests in mind, for example by having recommendation systems promoting

harmful content (disinformation, hate and toxicity, dangerous 'challenges',
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promotion of self-harm and so on), insufficient privacy settings, and a lack of

effective safeguards preventing children from being exposed to adult-only media.

The need for a healthy balance between online and offline activity became
clearer.

e The overall impacts on child health and wellbeing varied depending on many

circumstances, such as access to outdoor and offline play, the ability to safely
express one's identity among family, and the ability to keep up with education

depending on the quality and number of devices to go around at home.
e Schools were directed to pursue remote learning and, in some cases, to use

specific EdTech products. EdTech is now an accepted facet of education. This is

despite questions around its efficacy and the long-term consequences this could

have on children's education.

58. In the long-term it is 5Rights view that the crystallisation of new norms during the

pandemic, such as the use of EdTech and remote learning, are having and will

continue to have the biggest impact on children. As explained in this statement, the

full consequences of the wide scale use of EdTech in our education systemis still not

understood and it is one of Cca number of emergency responses that have yet to be

deconstructed or assessed to understand whether it supports good outcomes for

children. As UNESCO has found, there is some evidence that globally, it impacted

educational outcomes and has led to the privatisation of public education systems
through for-profit technology.

59. Though 5Rights has not conducted extensive research into this as yet, we expect the
pandemic may also have caused some young people to realise the limitations of

technology solutions for meeting certain essential needs, such as the need for

human connection. There are also further questions concerning the impact of the

pandemic (and the resultant push of techno-solutionism) on children's emotional and

cognitive development that remain to be explored fully by experts.

60. Significant change is needed among regulators to ensure statutory frameworks and

other regulatory regimes are enforced consistently, and that rules are written fairly

without undue political or commercial influence. 5Rights has been clear, for instance,
of the need to robustly enforce the Age Appropriate Design Code and set the bar for

strong enforcement of the Online Safety Act (2023). There must be no watering down

of the enforcement of the Act by the Government in geopolitical trading negotiations.

In the event of a future pandemic or other civil emergency, this is critical to enabling

children to use technology safely and securely. There is also a need to do more work
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to understand the impacts of the mass rollout of Al and EdTech on children's rights

and freedoms. As a society, we need to have more respectful two-way conversations

with children to understand how they are affected and what they need, rather than

pushing presumptuous 'solutions' onto them from the top down. We also need to

engage more with educators and parents to find out what they think could be done

differently if there were to be a 'next time'.

61. In the event of a future pandemic and/or other civil emergency, it is 5Rights
assessment that the interventions should be in place:
e The Online Safety Act is an essential first step in placing accountability on tech

companies to create safe services for children. We must see this reguiatory

framework built upon to ensure services are being held accountable for adopting

safety by design strategies throughout their services and products, not just once
the product has been launched.

e It is accepted that children and young people will grow up in a digital world, but

we still do not fully understand the long-term impact this will have on them.

Government agencies must think deeply about this issue, must resist

techno-solutionism, and carry out a review into how to ensure children's

developmental milestones are not impacted by their use of digital services and

products, which is a now a permanent feature of childhood.

e We must see statutory standards for the use of EdTech in schools to support

teachers to understand what is safe and beneficial for children's education. In the

meantime, we would like to see a government review carried out regarding the

impact EdTech has had on the education system to understand the correct

balance between online and offline learning.

e During the Covid-19 pandemic, while Al was still a feature found in digital spaces
(e.g. algorithms), the use of newer Al systems, such as generative Al was still

limited. The spread of harms we saw during this time would likely be made worse
by this technology. The Government must regulate the use of Al, especially in

light of its plans to roll-out its use in our public services. The Government must

also assess and consider the impact that these technologies could have on all

aspects of children's lives including education.

Part D - Lessons learned

62. The pandemic was a learning experience for most organisations, and 5Rights was no

exception. As we were still a relatively new organisation at the time, our capacity was
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limited, and we had to react quickly to the changing online space and the outcomes

for children that we saw emerging - all this while undergoing our own transition to

remote-first working.

63. In response to the lessons we learned and still continue to learn, we have strategized
for future work accordingly. For example, we:
e Set a priority for our Compliance team to work on targeted regulatory

enforcement actions as regards topics such as child privacy and age-appropriate
design;

e Set advocacy priorities to ensure that EdTech is safe and respectful of children's

rights, for example by engaging with the Department for Education;
e Set advocacy priorities to ensure that Al systems impacting children are safe and

respectful of their rights, for example by engaging with the Alan Turing Institute;

e Have a mission to continue developing our ability to achieve concrete regulatory

change.
64. 5Rights has an informal repository document for lessons that have emerged from the

pandemic and continue to emerge as its impacts continue to pervade society. The
current working copy of this has been submitted to this inquiry [Exhibit CCW/63 -

INQ000598458].

Statement of Truth

| believe that the facts stated in this witness statement are true. | understand that

proceedings may be brought against anyone who makes, or causes to be made, a false
statement in a document verified by a statement of truth without an honest belief of its truth.

1

Personal Data
Signed:

:

:

Dated: 13June2025
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