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More than at any other time, technologies
deployed during national and international
crises must enjoy public trust and support

in order to fulfill their potential usefulness. That
is particularly the case when the widespread
uptake of technologies is critical to their success.
In order to ensure that data-driven interventions
in the present crisis are designed, deployed

and governed in a way that is consistent with
public expectations, respectful of human rights
and in the public interest, the legal, ethical

and technological questions they raise must

be considered in advance.

About this review

This rapid evidence review explores the legal,
societal and technological impacts of certain
data-driven technologies, in order to understand
their ethics and their impact, with a particular
eye on the societal impact of technologies

on inequality and vulnerable groups. This review
focuses on three technologies in particular:

Digital contact tracing applications: a computer
program that can be installed on a user’s personal
device, which determines when a person has come
into contact with a person or number of persons
infected with COVID-19, and subsequently notifies
either the person or a public health authority

to provide guidance or instructions. The purpose
of digital contact tracing applications is to support
efforts to control the spread of the disease and
better target isolation measures.

Symptom tracking applications: a computer
program, either installed on a user’s personal
device or accessed via a website, which asks
users to submit details of their symptoms, and
optionally, other data such as name, geographical
location, GPS location, IP address, social media
credentials, age, gender, occupation, medical
history, household information, etc. The purpose
of symptom tracking applications is to increase
understanding of the disease, support research
and understand its spread.
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Digital immunity certificates: a digital token

or other form of authentication that a person has
been infected with coronavirus disease in the past
and is now presumed to have a form of immunity
for a period of time. The purpose of digital
immunity certificates is to enable people at no
risk of further infection of the disease to return

to work, care for the ill and begin to restore the
capacity of social, economic and health systems.

This review is authored by the Ada Lovelace
Institute, a research institute and deliberative
body with a remit to ensure that data and

Al works for people and society, and is informed
by the input of more than twenty experts drawn
from across a wide range of domains, including
technology policy, human rights and data
protection, public health and clinical medicine,
behavioural science and information systems,
philosophy, sociology and anthropology.

The Ada Lovelace Institute is an independent
institution which seeks to ensure that the public
interest is represented in debates around

the use of technology. This review makes
pragmatic recommendations on issues of data
and technology to support well-informed
policymaking in response to the crisis. It has
been prepared in the context of a fast-moving
crisis in which our understanding of the disease,
our access to evidence about it and the impact
of responsive measures, and government policy
is changing rapidly.

It makes recommendations to Government
and the NHS, Parliament and the public about
how to ensure that data-driven interventions
ameliorate, rather than exacerbate, the crisis.
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