12.

13.

mins or more). This acts like a virtual handshake between devices, which
can then be anonymously recalled if one of the contacts later tests positive
for COVID-19. For a full overview, visit the How it works section at:
https://www.protect.scot/how-it-works

The App produces aggregated and anonymous Scotland-wide metrics that
will enable the Scottish Government and Public Health Scotland to better
understand the spread of the virus and plan accordingly, in particular:

» The total number of App Users;

» The total number of people in Scotland who enter an authorisation code
(Test Result Code); and

» The total number of app users who are notified that they have been
exposed to Covid-19

The collection of this data is required to prove that the app works in
Scotland and to comply with regulators. Further details including Scottish
Government discussions with the Information Commissioner is provided in
the privacy notice which can be read at: www.protect.scot/privacy-policy-

app

A Children’s Rights and Wellbeing Impact Assessment (CRWIA)The
Protect Scotland app was initially aimed at over 16-year olds however it is
widely acknowledged that children under the age of 16 will have access to
the app and may download it. Work has been carried out to assess the
impact of lowering the target age group of the app to secondary school age
children. Therefore, we have lowered the age of access to secondary
school age and this will enable more of the population to use the app to
stay safe and to support the work of the contact tracing programme. It will
also contribute to the Scottish Government’s mitigation and control of
potential COVID-19 outbreaks in secondary schools. As part of lowering
the age, legal and data requirements concerning children and young
people have been met. Extending the use of the app has been done in
line with United Nations Convention on the Rights of the Child (UNCRC)
and uses the educational maturity of secondary school age as the
minimum criteria. The Children’s Rights and Wellbeing Impact Assessment
(CRWIA) investigated and assessed the impact of lowering the age of
consent and applying a Human Rights Based Approach. A copy of the
CRWIA can be accessed at: CRWIA-stage-3-december-2020.pdf
(protect.scot)

Note: The EQIA was updated to reflect the change in lowering the age to
include all secondary school age children.

Introduction

1.

The Test & Protect approach is an important public health measure to
break the chain of transmission of the virus in the community. To date in
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17.

18.

19.

content. There is little interaction required for setting up the Contact
Tracing function, no identifiable user data input is required, and it can run
in the background without user interaction — thus reducing to as much as
is possible any barriers to downloading and using the App. Accessibility
testing was included in the QA assessment of the ‘User Interface’ (Ul)
before the initial app release and has been for subsequent releases
(updates). In future, development of Scottish Gaelic language version, and
support of other commonly used languages within the country will also be
considered. The app contains no audio but is compatible with the Apple
and Google screen readers which can be accessed via settings on an
individual's device.

To ensure its efficacy, it’s critical that the NHS Protect Scotland app is able
to be used by as many people as possible. This includes those people with
impaired vision, motor difficulties, cognitive impairments, learning
disabilities, deafness, or those who are hearing-impaired. It's currently
thought that around one fifth of Scotland’s population (somewhere in the
region of 1 million people), define themselves as having a disability’. In
addition, as a public sector mobile app, it's now required by law? that
Protect Scotland meets the four main Web Content Accessibility Guideline
(WCAG) principals, through being Perceivable, Operable, Understandable
and Robust.

To this end, and to ensure legislative compliance, accessibility testing was
undertaken. This testing was carried out to assess the app against the
WCAG 2.1 framework, at the level AA. The testing approach was
predominantly manual, and testing was undertaken against both Apple and
Android devices. Tools such as iOS VoiceOver, Android Talkback and
Screen Magnification were used.

Some of the common issues encountered during this testing, which have
subsequently been resolved, were:

Titles were missing from some screens within the app. This meant that
when using a screen reader, a user navigating between screens was not
read the heading of the new screen on which they’d landed. By ensuring
that all screens have appropriate titles throughout, we’ve made it easier for
visually-impaired users to clearly understand their location within the app,
and the purpose of the screen that they’ve navigated to.

The hyperlinks were not read as links. This again meant that while using
the screen reader, if a user access the link and navigates outside the app
and not know that he/she has come out of the app. By ensuring the links
are read clearly and read as links, we’'ve made it easier for visually-
impaired users to understand when they access an external web page and
are outside the app.

Some important images, like an example representation of exposure
notification message were not read back to the user. The user would not
know how the exposure notification would appear on his/her phone. By
fixing this we have tried to make it easier for the user to know how the
notification message would appear and what information it would carry.
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