MINISTER OF STATE LORD AGNEW OF OULTON
COVID-19: GOVERNMENT- COUNTER FRAUD FUNCTION RESPONSE
25th March 2020

Purpose
1. To brief you on action taken by the Counter Fraud Function in response o COVID-19.

Context

2. Sadly, it has been established that during crisis management, the threat from fraud rises.
We should expect the incidents of fraud to rise over this period, and for the government’s
stimulus spending to be at a high risk of fraud. We should also expect fraud in the UK as
a whole to rise. To be clear, we have not yet seen a rise in reported fraud, but we are
monitoring this on a regular basis and will provide updates.

3. To date £388bn of spending has been announced in response to the COVID-19
pandemic. This is being distributed through 27 programmes involving 8 central
government departments, 408 local authorities and 414 NHS organisations. It will support
the public sector response, citizens and businesses. Simultaneously, existing fraudulent
activity is increasing in the UK and the resources that combat it are starting to be drawn
into other areas.

4. We are working across government and beyond, to ensure stimulus funding goes as far
as possible to the right people and organisations, whilst also trying to make sure when
payments do go wrong, the government can do something about it post event.

5. We are also bringing the Counter Fraud Function together to be able fo communicate how
the overall levels of fraud in the UK are being affected by COVID-18 coherently. The Home
Office has taken on leading this stream, as it fits with their policy remit.

6. The Cabinet Office Centre of Expertise, has refocused ifs work to support these
extraordinary circumstances. It has formed a Counter Fraud Function COVID-19
Response Team. The key focus and work streams of the team are outlined in annex A.

7. Todate we have not yet seen the expected rise in reported fraud across the UK. However,
we are monitoring this on a regular basis and will provide updates. In the public sector,
we have seen a significant drop off in resources to manage fraud. For instance, so far
DWP has seen a reduction in its fraud and compliance capacity by 17% as a result of
sickness and redeployment.

Background

8. The COVID-12 Counter Fraud team are working with:
a. No. 10 to provide expert briefings on fraud in Covid-19 and our response;
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b. The National Economic Crime Cenire (NECC) who are part of the National
Crime Agency have set up a new Operation (code name Etherin') to gain
regular updates on fraud threats and trends, facing the public and business
sector, and collaborate on public messaging;

c. The Home Office, Fraud and Cyber Policy teams to coordinate briefings to the
Security Minister and public communications;

d. The HMG Counter Fraud Function (departments and agencies) to gather
expertise to redeploy where needed most;

e. MHCLG/BEIS - offering support around fraud risk assessment and advice on
counter measures for grant payments, and the drafting of suitable guidance in
particular where funding is paid out via Local Authorities (Business Grants
packages);

f. Other functions such as Grants and Commercial to provide access to fraud
expertise;

g. The UK’s business and industry, helping to establish governance including a
director level board and a cross sector Covid-19 Fraud Watch group.?

Progress to date
9. To date we have formed the structure and governance of the Counter Fraud Function
COVID-19 Response Team (annex A). The team have:

a. Mapped the stimulus funding that has been announced to date;

b. Published a counter fraud fact sheet on controlling fraud in crisis situations on
gov.uk and to key stakeholders (annex B);

c. Collaborated on the development of communication materials on counter fraud
messages to the public and business, and set up a central inbox for reporting
threat intelligence via the Cabinet Office COVID-19 team.

d. Established a group of experts to support and those tasked with overseeing the
funding provisions in the public sector;

e. Started to develop options for low-friction controls where they can be used;

f. Developed a minimum specification for data on those is applying and receiving
funds to enable post event assurance;

g. Prepared options for electronic checks to identify and verify applicants, and the
beneficiary account, including the use of existing Government-wide fraud
prevention tools® and systems;

h. Developing a programme of post assurance reviews to ensure funding is used
for its intended purpose. This includes early planning to secure payment data,
and identifying other data sets that would allow for testing of the disbursement
of funds against eligibility criteria and known fraud risks.

i. Established governance to monitor and disseminate threats identified and the
impact COVID-19 iliness is having in terms of front line fraud responses across
HMG (see BAU).

j-  Monitored the impact of COVID-19 on business as usual delivery of the Counter
Fraud Function in departments, both through sickness, working from home

L A newly established group including NECC, NCA, FCA, COLP, Home Office , industry groups- working together to combat Covid-19 fraud, and
there is a specific stream on communications.

2 The Fraud Advisory Panel has established a cross sector fraud watch group to share intelligence and threats, the CO fraud team represents the
HMG Fraud function. Members include business, legal and retail senior fraud leads.

8 such as GOV.UK Verify, Spotlight, Appcheck by the National Fraud Initiative, or CIFAS
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limitations and redeployment onto urgent workstreams. We are already seeing
the impact of this in DWP (annex A) and will monitor the wider function and
provide weekly dashboards on this.

CC: Sir John Manzoni; Lyn McDonald OBE
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