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Future updates of the app may occur to improve the performance of existing

functions or to implement improvements in the Google-Apple operating system, that
may be required to improve performance within the scope of existing features as
outlined above.

The Scottish Government is considering the future development of versions of the

app, to address accessibility, e.g. in terms of languages other than English.

Any future changes to the fundamental features outlined in this privacy notice will

follow rigorous information governance processes; the decision will be balanced

against public health benefit and cost (balanced against other health priorities) and

this privacy notice will be updated accordingly for transparency.

As part of this information governance process, from the early stages of the design
of the app, a consultation with relevant Scottish groups of interests and advocacy
has taken place, including:

The Health and Social Care (Scotland) Public Benefit and Privacy
Panel
The Scottish Privacy Forum

The Open Rights Group

The COVID-19 Data and Intelligence Network - Data ethics and public

engagement subgroup.

3 Roles and Responsibilities

The Scottish Government is the lead organisation for the Protect-Scotland App and

is also responsible for issuing the self-isolation certificate. It determines the means
and purposes of the processing along with Public Health Scotland and NHS National

Services Scotland. These organisations are, therefore, the data controllers. Table 1

describes the key organisations involved in the development, management and roll

out of the Protect Scotland App along with organisations that may receive a self-

isolation certificate such as an Employer or Local Authority, and their specific roles
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Federated Interoperability will be available at the earliest possible juncture (refer to

section 4.7.3 Federated interoperability)

5.2 Personal data

A rigorous data minimisation approach has been adopted in relation to the

processing of personal data, and only personal data that is strictly necessary for the

operation of the app will be processed. Table 3 describes the personal processed by

the app.

Table 3 Personal identifiable data processed by the app.

Where is this Retention
informationPersonal information Additional details received from?

Mobile phone If your Covid-19 test This is taken from This information is
number result is positive, your the Case held on the app

mobile phone number Management server until the text
will be used to provide System (CMS) with your
an authorisation code used by the authorisation code
for you to enter into National Contact is sent to you
the app. The app itself Tracing Centre. (typically within a
does not use your (e.g. from the short period within
mobile phone number information you a range of a couple

provided when of hours)
registering for the
Covid-19 test). Gov.UK Notify holds

this encrypted for
up to 72 hours

Refer to retention
of SMS data.

Estimated date of If your Covid-19 test is This is taken from This information is
infection (*)

positive, a contact the CMS used by held on the app
tracer will estimate the the National server until the text
date of infection. This is Contact Tracing with your
likely to be either the Centre and is authorisation code
test date or the date of estimated by a is sent to you

contact tracer.your first symptoms. (typically within a
The estimate can be short period within
based on the
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Where is this Retention
informationPersonal information Additional details received from?

notification may have You can delete app
been at risk of data using your
contracting the virus. device settings or

select the 'Leave'

function in the
settings and
uninstall the app at
any time

Your confirmation of This is identifiableThis is your This is generated
app use confirmation when you by the app after to you when it is

click "yes" to the you click "yes", combined with your
question "Do you agree IP address, only for
to continue and start a few seconds to
using this app?" during allow the app
the initial setup of the server to collect
app on your device. metric data e.g.
This is combined with regarding total
your IP address to send number of people
the data to the app using the app. IP
server, after which the addresses are not
IP address is stripped stored and are
off so the confirmation deleted
of app use is immediately once
anonymous. this information has

reached the app
server. At that
point this
information can no
longer be linked to
you.

Your age group When you first start to This is provided by This information is
use the app, you will be you when you not kept.
asked to what age download the app.
group you belong to.
We ask this to give you
the right information
when you first start
using the app.

Estimated end date This is calculated based This date is This information is
of self-isolation (*) on your estimated date extracted from the held on the app

of infection. This is Exposure server until the
Notificationshown in Exposure email with your
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