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Summary

1. This brief considers the impact of measures implemented both domestically and internationally to
slow the spread of COVID-19 on the child sexual abuse (CSA) threat.

2. This is a baseline report providing an initial assessment of the likely impact. This assessment will
evolve as the situation develops.

Key Judgements

3. It is highly likely that there will be an increase in online offending while COVID-19 restrictions
are in place.

4. The ability to detect abuse in the family environment is likely to be reduced.

5. Transnational Child Sex Offenders (TCSOs) are unlikely to be able to travel during this period due
to restrictions on travel.

Intelligence

6. On Monday 17 March 2020, the UK government started the introduction of measures to slow the
spread of COVID-19. This includes social distancing and self-isolation for 14 days for those with
symptoms.

7. On Wednesday 18 March 2020, the Government announced that all school and education facilities
were to close on Friday 20 March 2020. Only vulnerable children and children of key workers are
able to continue to attend school. It is estimated that approximately 90% (8,550,000) of children
in the UK will be outside of formal education.

8. Internationally, the EU have proposed banning all Non-EU Nationals from entering the EU Bloc for
30 days from Tuesday 17 March 2020. This is being implemented by each country individually.
Outside of the EU, international travel is also severely restricted with limited flights, as countries
around the world have closed their borders.

Language of Probability: Throughout this paper, language of probability is used which is defined by
the Professional Head of Intelligence Assessment (PHIA) ‘Probability Yardstick’. The probability ranges
for such terms are as follows:

Remote Highly Realistic Likely or Highly Almost
Chance Unlikely Unlikely Possibility Probable Likely Certain

5% 10% 20% 356 40% | 55% | 80% 90% 95%
0% 25% 50% 75% 100%
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9. Livestreaming functions on YouTube, Twitch, Facebook and Mixer have seen their use increase by
more than 66% in countries which have already placed their citizens under similar restrictions on
movement. From the same article they have reported double the number of livestream channels
available and that users are consuming twice as much content.

10. The number of daily referrals® to the NCA from the US National Center for Missing and Exploited
Children (NCMEC) has risen from approximately 30 reports on 16 March 2020, to over 100 reports
by 19 March. This upward trend has continued with 281 reports received on 24 March 2020.

11. Early indications from law enforcement data have also shown increases in the online threat.

12. Between 01 January 2020 and 19 March 2020 12 new online file sharing cases were recorded

across two UK counties. Across the same two counties, there were an additional 12 further new
cases in three days, from 20 March 2020.

Comment
Online Offending

13. Reporting of Online CSA offending increases during school holidays. It is almost certain that

increased reporting is indicative of an increase in the scale of online offending during these
periods.
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14. Above is a line graph of reporting across just one social media application from NCMEC to the UK
over a two year period. There are noticeable increases in reporting over Christmas and Easter,
and a significant increase over the summer holidays. It is highly likely that the increased number

of children online during the holidays, for a greater proportion of the day, makes them more
vulnerable to abuse and exploitation online.

15. During holiday periods a cohort of children will be away on holiday and the majority of offenders
will still be at work. Given the current circumstances this is unlikely to be the case and a greater
proportion of both groups will be online. It is likely that a spike in reporting will be larger than

that seen during the usual holiday periods, and that reports will plateau rather than reduce as the
situation continues.

16. In addition to the closure of schools, a regime of social distancing has been implemented. This will
result in children being unable to engage with their peers face to face as they usually would. It is
almost certain that this will increase the amount of time that children spend online. Applications
and websites that allow people to engage with complete strangers will remain popular. It is likely
that some children, motivated by social isolation will engage with new groups and individuals who
purport to be in similar circumstances, making them vulnerable to approaches from offenders.

! Referrals from NCMEC are from industry regarding online offending
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17.1t is highly likely that the broadcast features on applications will become increasingly popular as
children look for additional social interaction and to emulate viral video trends. These features are
exploited by offenders who message children and direct them to act on the livestream. It is highly
likely that this will increase the number of instances and the risk of grooming, and the taking of
Self-Generated Indecent Images.

18. It is a realistic possibility that despite the number of adults who are also at home, the levels of
supervision of children’s activity on average will be low. A majority of adults are likely be working
from home and given the limits placed on activities outside of the house are likely to relax
restrictions on time spent on devices.

19. It is a realistic possibility that changes in behaviour that are often a trigger point for carers to
notice that children are being abused will be missed and/or attributed to the uncertainty of the
circumstance and changes in routine. This is likely to result in signs of abuse being missed.

20. Research indicates that offenders have stated that social factors such as boredom, loneliness, and
increased spare time affect their ability to resist their drivers to offend. It is highly likely that the
restriction of movement, reduction in work and limited social interaction will all affect the number
of offenders who will be acting on their drivers for offending.

21.1t is therefore highly likely that there will be an increase in online offending while COVID-19
restrictions are in place.

Offline Offending

22. Approximately two thirds of contact abuse takes place within the family environment. There is
likely to be limited change to the number of individuals engaged in such offending, however, the
number of instances of abuse is likely to increase given that offenders will now have increased
access to their victims.

23.1t is likely that ad hoc caring arrangements within families and communities may unwittingly
place more children with offenders, as people manage the lack of formal education and child care
provision.

Transnational Child Sex Offenders (TCSOs)

TCSOs are unlikely to be able to travel during this period. due to restrictions on travel
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Distribution List

This paper may be circulated to anyone in the recipient department - unless explicitly stated
otherwise — who is appropriately cleared and who has a legitimate ‘need to know’. Dissemination
outside of your team must be approved by the National Assessments Centre

NAC@nca.gov.uk.
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