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Background and Objectives Ofcom 1CO.

making communications work
for everyone

This research was commissioned by Ofcom. The Information Commissioner’s Office
provided advice on the research design and analysis.

The main objective of the research was to quantify concerns about, and reported
experience of, online harm in four key categories:

CONTENT that people view, read or listen to online
INTERACTIONS WITH OTHER USERS

DATA / PRIVACY

HACKING / SECURITY

The research also explored knowledge and opinions of the current level of
regulation that applies to broadcast and online environments

2
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Methodology Ofcom ico.

making communications work
for everyone ssioner’s Offic

1,686 internet users aged 16+ in the UK

Quotas set on region, gender, age, and working
status using Kantar TNS Omnibus

Face-to-face in-home interviews
Data collection Conducted by Kantar Media
Fieldwork from 27t June to 15t July 2018

K]
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Summary of key findings Ofcom ico.

making communications work
for everyone ssioner’s Office

79% of UK adult internet users have concern(s) about aspects of going online

* 66% are concerned about CONTENT that people view, read or listen to online
* 58% are concerned about DATA / PRIVACY

* 55% are concerned about INTERACTIONS WITH OTHER USERS

* 54% are concerned about HACKING / SECURITY

* 45% of UK adult internet users indicated that they have experienced some form
of online harm

* 21% of UK adult internet users have taken action to report harmful content

* The broadcast and online regulatory framework is not well understood by a
significant proportion of the public

* Views are split on whether current regulations are sufficient, or whether more is
required. Few believe regulation should be reduced
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Section 1
Concerns about online harm
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8 in 10 adult internet users expressed OfFcom lco.

making communications work

m Unprompted

concerns about the using the internet porevenene

Areas of concerns about

the internet
I

66% 58% 559% 54% | 69% Total after prompting
I
I
I
I
I
I
33% : 35% Prompted
26%
339% 25% |

I
I
I
I
I

33% 32% 0
.

Concerned about Concerned about Concerned about Concerned about l Concerned about
Content (NET)  Data/Privacy (NET) Interactions (NET) Hacking/Security | Content OR
(NET) Interactions (NET)

Any concern

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)
Question: Q2A/Q2B Which, if any, concerns do you have about the internet? SPONTANEOUS/PROMPTED

Base: All adult internet users in the UK (1686)
Chart shows the ‘NET’ proportion of all respondents who raised concerns about specific aspects of internet use.
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A wide range of concerns were raised — with Ofcom ico.

making communications work

protection of children a key area for everyone

Personal data being processed without knowledge/consent (19%),
Loss of privacy {17%), Personal information not stored securely (14%),

A range of different concerns were cited
U N PROM PTED Spam emails (12%), Targeted advertising (9%), Fear of private or

embarrassing information being made public (9%), Government/agency
surveillance (8%), Targeted political messages {7%)

= 32% relating to
data/privacy

DK/
refused,
7% Scams/Fraud/ID theft (22%), Loss or hacking of personal data/ passwords e =29% relating to
(17%), Viruses/trojans/worms/spyware/malicious software (16%) hacking/security
No Child exploitation (24%), Unsuitable content for children (15%), Promotion
of terrorism/ radicalisation (12%), Sex/pornography (14%), Offensive
concerns, videos/pictures (11%), Fake news/ disinformation (12%), Violence (11%), =33% re|ating to

34% Harmful or dangerous content - e.g. encouraging risky behaviour (9%),
Hateful speech (11%), Bad language (8%), Offensive language in content
publications (7%)

Q.2a Which, if any, concerns do you have about the internet? [Data capture unprompted, then prompted. Chart shows totals before prompting.
Base: UK adult internet users (1,686)
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A wide range of concerns were raised — with
protection of children a key area

A range of different concerns were cited

AFTER PROMPTING
DK/refused,

4%

No
concerns
, 17%

Have concerns,
79%

Q.2a/b Which, if any, concerns do you have about the internet? [Data capture unprompted, then prompted. Chart shows totals after prompting.
Base: UK adult internet users (1,686)

[ BN ]}
making communications work

for everyone

Personal data being processed without knowledge/consent (39%),
Loss of privacy (38%), Personal information not stored securely (31%),
Spam emails (30%), Targeted advertising {21%), Fear of private or

embarrassing information being made public (21%), Government/agency
surveillance (19%), Targeted political messages {17%)

Scams/Fraud/ID theft (46%), Loss or hacking of personal data/ passwords
(39%), Viruses/trojans/worms/spyware/malicious software (37%)

Child exploitation (53%), Unsuitable content for children (37%), Promotion
of terrorism/ radicalisation (37%), Sex/pornography (33%), Offensive
videos/pictures (31%), Fake news/ disinformation (29%), Violence (27%),
Harmful or dangerous content - e.g. encouraging risky behaviour (27%),
Hateful speech (27%), Bad language (20%), Offensive language in
publications (19%)

ico.

Infarmation Commissioner’s Office

= 58% relating to

data/privacy

= 54% relating to
hacking/security

= 66% relating to
content
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Summary of concerns —unprompted and prompted

Proportion of internet users expressing a concern

Child exploitation 29% 53%
Scams\ fraud\ identity theft 24% 46%
Strangers contacting children 26% 40%
My personal data being processed without my knowledge or consent 20% 39%
. ___ Bullying\ harassment\ trolling : 24% ‘ 39% _
Loss or hacking of personal data\ passwords 22% 39%
Loss of privacy 21% 38%
Viruses\ trojans\ worms\ spyware\ malicious software 21% 37%
Unsuitable content for children 22% 37%
Promotion of terrorism\ radicalisation 25% : 37%
Sex\ pornography 19% 33%
People masquerading as younger people online 20% 33%
Personal information not stored securely 17% 31%
Offensive videos\ pictures 20% 31%
Spam emails\ communications 18% 30%
' Fake News\ disinformation C17% 29%

Hateful speech 17% 28%

Threats\ stalking 18% 28%

Violence 16% 27%
People impersonating others or being anonymous 17% 27%
' ~ 77" "Harmful or dahg'erouvs content _ ‘ ' 18% ' 27%

Hateful speech from other users 14% 23%
Anti-social behaviours 15% 22%
Fear of private or embarrassing information being made public 12% 21%
Targeted advertising 12% | 21%
Offensive kimageé from other users ' 13% ’21%
Bad language 12% 20%
Unsolicited\ unwelcome friend\follow\connect requests 12% 20%
Offensive language from other users 11% 19%
Government\ agency surveillance 11% 19%
" Offensive language in publications [EEAN 12% 19%
Spending too much time online 11% 18%
Targeted political messages 10% 17%
Addictive 9% " 16%

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)
Question: Q2A/Q2B Which, if any, concerns do you have about the internet? SPONTANEOUS/PROMPTED

Base: All internet users in the UK (1686)

Ofcom 160,

making communications work
for everyone

Infarmation Commissioner’s Office

B Unprompted

Prompted
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Issues relating to children were of the Ofcom ico

making communications work

g r e a t e St C O n C e r n for everyone Infarmation Commissioner's Office

% concerned about area

Level of concern: Top 2 box (amongst those concerned about the issue) (amongst all internet users)
Strangers contacting children 92% 40%
Child exploitation 91% 53%
Unsuitable content for children 90% 37%
People masquerading as younger people online 89% 33%
My personal data being processed without my knowledge or consent [l - _ R I i 88% o - 39%
Harmful or dangerous content [N 6% 27%
Promotion of terrorism\ radicalisation I 36% 37%
Scams\ fraud\ identity theft  [INEEEE  36% 46%
Loss or hacking of personal data\ passwords [ 35% 39%
Personal information not stored securely  [IIIIEENEGGGGNGNGNGNGNGN  35% 31%
Sex\ pornography [N 35% 33%
Bullying\ harassment\ trolling [N 34% 39%
Hateful speech from other users I 32% 23%
Offensive images from other users I 32% 21%
People impersonating others or being anonymous I 32% 27%
- ‘ © Violence I 2% %
Loss of privacy I 31% 38%
Threats\ stalking I 31% 28%
Offensive videos\ pictures [N 30% 31%
Anti-social behaviours [ —— | 30% 23%
" Hateful speech R o T 27%
Viruses\ trojans\ worms\ spyware\ malicious software | NI 0% 37%
Fear of private or embarrassing information being made public [ NIl /6% 21%
Offensive language from other users I 75% 19%
Addictive I 4% 16%
"""" ~ Government\ agency surveillance NN 737 N 19%
Offensive language in publications I 73% 19%
Bad language NN /2% 20%
Unsolicited\ unwelcome friend\follow\connect requests | NN 1% 20%
Spending too much time online | — e /0% 18%
Spam emails\ communications NN 5% 000 30%
Fake News\ disinformation [ G3% 29%
Targeted political messages I G3% 17%
Targeted advertising [N  61% 21%

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)
Question; Q3 | am now geing to read out the areas you are concerned about and | would like you to tell me on a scale of 1 to 5, where 1 means Not at all Concerned

and 5 means Very Concerned how concerned you are about each when using the internet PROMPTED. Q2A/Q2B Which, if any, concerns do you have about the
internet? SPONTANEOUS/PROMPTED

Base: All concerned about area (288-882); All internet users (1636)
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. @
The consequences of greatest concern about online OfFcom lco
content related to the potential harm of children raling communications work e
Consequences of harmful content concerned about Childrenin  No children
household in household
Children being harmed 65%  — 67% 64%
Child viewing inappropriate content _ 52% — 63% 48%
Encouraging / assisting terrorism 32%
E [ isti icid If-
ncouraging / assisting suicide / se 29%
harm
Being scared / disgusted / offended 24%
Impact of disinformation or fake news 2%
on democracy or informed debate ?
Don't know 9%
*Codes <5% not charted Green % significantly higher than total (sig tested to 99%)

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)
Question; Q4 You mentioned you were concerned about harmful online content. What consequences were you concerned about? SPONTANEOUS

Base: All with concerns around content (1059)
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The main consequences that people were concerned Ofcom lco
about relating to harmful interactions were linked to their pabogmnmaitons k. SRR R M

potentially negative impact on children

Consequences of harmful interactions concerned about

Grooming of children 62%

Children communicating

Q
with strangers online +5

36%

Stalking

Interactions with people

0
who hide their identity 31%

Impact on mental health 30%

Peer pressure to behave in a

; 28%
certain way

Impact on society 26%

Don't know 109%

*Codes <5% not charted

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)
Question; Q5 You mentioned you were concerned about harmful or offensive online contacts with other individuals. What consequences were you concerned about?
SPONTANEOUS

Base: All with concerns around interactions (873)
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Amongst those concerned about data/ privacy the
consequences that people were most concerned
about were fraud or financial loss, and identity theft

1CO.

Infarmation Commissioner’s Office

making communications work
for everyone

Consequences of harmful data/privacy concerned about

Fraud  financial o:: | 5
centiychere | <

Hacking of personal details of my friends / family / contacts

Loss of control of personal data

Private information in emails / social media account being accessed
SPAM / receipt of unsolicited email

My details being used for criminal / anti-social activity

Receipt of nuisance calls

Loss of valuable information / photos

Just generally concerned

Receipt of junk mail

Email / social media account being used to send information to my contacts
Other consequences

Don't know

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)

Question: Q6 You mentioned you were concerned about scams, loss or hacking of personal data and\or passwords. What consequences were you concerned about?

SPONTANEOUS

Base: All with concerns around data/privacy (921)
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Section 2
Reported experience of online harm

14
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Almost half of adult internet users indicated OfFcom ico.

making communications work

th at th ey h ad d ex p = ri ence d h arm on I i ne for everyone Infarmation Commissioner's Office

Online harm experienced

NET: Any harm [ 2 T
G I 25%

SPAM emails / communications 20% The question asked users

Targeted advertising 14% “Which, if any, of the following
My personal data being processed without my knowledge or consent 6% harmful things have you
E— 2% experienced on the nteret?”
Viruses / trojans / worms / spyware / malicious software 14%
Scams / fraud / identity theft 13% As the question was prompted
Loss or hacking of personal data / passwords 9% the answers given may include
R . 20% a degree of overstatement.
Fake news / disinformation 10% Page 21 shows a breakdown of

the stated impact of harm. For a

Bad language 7% onificant tion. th
Unsuitable content for children 7% ?Igm can proporllon, ©
impact was rated ‘moderately
Sex / pornography 6% annoying’
Hateful speech 6% .
NET: Interactions W3 The data only represents a
Unsolicited / unwelcome friend/follow/connect requests 8% perception of harm, and does
Offensive language from other users 7% not capture any harm which has
Bullying / harassment / trolling 6% gone unnoticed by individuals.
Offensive videos / pictures 6%
[Other] Spending too much time online 6%
None ' 51%
NET: Content OR Interactions 26%

* Answer codes <5% not charted. See data tables for full list. 4% answered ‘don’t know’.

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)
Question; Q7 Which, if any, of the following harmful things you have experienced on the internet? PROMPTED

Base: All internet users in the UK (1686)
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The proportion indicating that they had Ofcom ico.

making communications work

experienced harm was lower amongst for everyone
over 65s

Online harm experienced (Net: Any harm)

All adults 45%

16-24 year olds 56%

25-34 year olds 52%

35-44 year olds 44%

45-54 year olds 49%

55-64 year olds 40%

65-74 year olds 34%

75+ year olds 28%

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)
Question; Q7 Which, if any, of the following harmful things you have experienced on the internet? PROMPTED

Base: All internet users in the UK (1686)
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Relatively similar proportions of all age Ofcom ico.

making communications work

groups indicated that they have experienced for everyone
harm relating to data/privacy

Online harm experienced relating to
data / privacy

All adults 28%

16-24 year olds 35%

25-34 year olds 32%

35-44 year olds 25%

45-54 year olds 30%

55-64 year olds 25%

65-74 year olds 24%

75+ year olds 21%

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)
Question; Q7 Which, if any, of the following harmful things you have experienced on the internet? PROMPTED

Base: All internet users in the UK (1686)
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e
Over 65s were slightly less likely to indicate Ofcom ico.

making communications work

that they had experience of harm related to for everne
hacking/security

Online harm experienced relating to

hacking / security

All adults 25%

16-24 year olds 28%

25-34 year olds 26%

35-44 year olds

25%

45-54 year olds 27%

55-64 year olds 25%

65-74 year olds 19%

75+ year olds 14%

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)
Question; Q7 Which, if any, of the following harmful things you have experienced on the internet? PROMPTED

Base: All internet users in the UK (1686)
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Older people were less likely to indicate that Ofcom ico.

making communications work

th ey h ave ex pe ri ence d h arm re I ati N g to for everyone Information Commissioner's Office

content
Online harm experienced relating to
content that people view, read or listen to online

All adults 20%

16-24 year olds 31%

25-34 year olds 27%

35-44 year olds 22%

45-54 year olds 18%

55-64 year olds 16%

65-74 year olds

75+ year olds

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)
Question; Q7 Which, if any, of the following harmful things you have experienced on the internet? PROMPTED

Base: All internet users in the UK (1686)
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Older people were less likely to indicate that Ofcom ico.

making communications work

they have expe rienced harm relating to for everyone Information Commissioner's Office
interactions with other users

Online harm experienced relating to

interactions with other users

All adults 17%

16-24 year olds

25-34 year olds

35-44 year olds

45-54 year olds

55-64 year olds 12%

65-74 year olds

75+ year olds

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)
Question; Q7 Which, if any, of the following harmful things you have experienced on the internet? PROMPTED

Base: All internet users in the UK (1686)
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e
When people experienced harm online its OfFcom ico

I
making communications work

. . O
I m p a Ct Wa S Va rl e d for everyone Infarmation Commissioner's Office

Impact of online harm experienced

1 - Moderately annoying impact W 5 - Very harmful impact Harmful impact

(top 2 box)
Hacking / Security 14% 11% 20% 50%
Top 2 Box
41%

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)

Question: Q9 | am now going to read out the areas you experienced online harm and | would like you to tell me the impact it had on each using a scale of 1 to 5?
PROMPTED

Base: All who experienced specific online harm (285-471)
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Amongst those who indicated experience of harm Of‘com ico
relating to data/privacy, 21% rated this as having a orovrgang T oms werk n
very harmful impact

Infarmation Commissioner’s Office

Summary of reported harms and concerns relating to data / privacy

Experienced harm
and concerned about
data/privacy, 23%

= 28% indicate

No harm

experienced, harm

=
Experienced .
ot Impact of harm experienced
concerned
about
data/privacy,
5%
Concerned 27%
but not
i d . -
eﬁ;’ﬁ;'e;ﬁ‘i m 1 - Moderately annoying impact
m?2
3 (including DK)
ma

M5 - Very harmful impact

Q.2a/b Which, if any, concerns do you have about the internet? [Data capture unprompted, then prompted. Chart shows totals after prompting].
Q.7 Which, if any, of the following harmful things have you experienced on the internet? [Prompted with list]

Q.9 | am now going to read out the areas you experienced online harm and | would like you to tell me the impact it had on each using a scale of 1 to 5, where 1 means
Moderately annoying impact and 5 means Very harmful impact.

Base: UK adult internet users (1,686), UK adult intenet users that had experience harm relating to data/privac
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Amongst those who indicated experience of harm Of‘com
relating to hacking/ security, 29% rated this as orovrgang T oms werk

having a very harmful impact

Summary of reported harms and concerns relating to hacking / security

Experienced harm
and concerned about
hacking/ security, —
19%

= 25% indicate

No harm
experienced,
hot
concerned
41%

harm

Experienced
harm but not
concerned
about
hacking/
security, 5%

Concerned 24%
but not
experienced
harm, 34% m 1 - Moderately annoying impact
2
3 (including DK)
w4

M5 - Very harmful impact

Q.2a/b Which, if any, concerns do you have about the internet? [Data capture unprompted, then prompted. Chart shows totals after prompting].

Q.7 Which, if any, of the following harmful things have you experienced on the internet? [Prompted with list]

ico.

Infarmation Commissioner’s Office

Impact of harm experienced

Q.9 | am now going to read out the areas you experienced online harm and | would like you to tell me the impact it had on each using a scale of 1 to 5, where 1 means

Moderately annoying impact and 5 means Very harmful impact.

Base: UK adult internet users (1,686), UK adult intenet users that had experience harm relating to hacking
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Amongst those who indicated experience of harm Ofcom ICO
relating to content, 18% rated this as having a very -~ e
harmful impact

Summary of reported harms and concerns relating to content that people view, read or listen to online

Experienced harm
and concerned about
content, 18%

* = 20% indicate
harm

Experienced
harm but not -
concerned

about Impact of harm experienced

content, 2%

Concerned 32%
but not
experienced ) )
harm, 47% ®m 1 - Moderately annoying impact
m?2
3 (including DK)
ma

M5 - Very harmful impact

Q.2a/b Which, if any, concerns do you have about the internet? [Data capture unprompted, then prompted. Chart shows totals after prompting].
Q.7 Which, if any, of the following harmful things have you experienced on the internet? [Prompted with list]

Q.9 | am now going to read out the areas you experienced online harm and | would like you to tell me the impact it had on each using a scale of 1 to 5, where 1 means
Moderately annoying impact and 5 means Very harmful impact.

Base: UK adult internet users (1,686), UK adult intenet users that had experience harm relating to content (328

INQO00615301_0024




" . . @
Amongst those who indicated experience of harm Ofcom ICO
relating to interactions with other users, 24% rated e k. T
this as having a very harmful impact

Summary of reported harms and concerns relating to interactions with other users

Experienced harm
and concerned about

No harm
experienced,
not
concerned

42%

Concerned
but not
experienced
harm, 40%

interactions, 14%

Experienced l

harm but not
concerned
about
interactions,
3%

= 17% indicate
harm

Impact of harm experienced

27%

m 1 - Moderately annoying impact
m2
3 (including DK)
m4
M5 - Very harmful impact

Q.2a/b Which, if any, concerns do you have about the internet? [Data capture unprompted, then prompted. Chart shows totals after prompting].
Q.7 Which, if any, of the following harmful things have you experienced on the internet? [Prompted with list]

Q.9 | am now going to read out the areas you experienced online harm and | would like you to tell me the impact it had on each using a scale of 1 to 5, where 1 means
Moderately annoying impact and 5 means Very harmful impact.

Base: UK adult internet users (1,686), UK adult intenet users that had experience harm relating to interactions with other users (285
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Social media and email are the main sources Ofcom lco.

making communications work

Of r e p O rt e d h a r m for everyone Information Commissioner’s Office

Places where online harm was experienced

Video sharing sites were mentioned by a similar
proportion of adults with children in the home (14%) as
those without children in the home (13%).

44%

39%

28%
13%
9%
. ° 7% 7% 6% 6% 4% 5% 4%
H EEEE = e

Social media Email When  Video sharing Online News site or By instant When playingWhen usinga On ablog Other Don't know
site browsing the site shopping site app messenger avideo game smartphone
internet or app app
orusing a

search engine

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)
Question; Q8 And where did you come across this harm? PROMPTED

Base: All who experienced online harm (741)
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. . . 1 1
Social media and email are the main sources Ofcom lco.

making communications work

Of reported harm by those Who experienced for everyone Information Commissioner's Office
harm relating to data/privacy

Places where online harm was experienced by those who had experienced harm relating to data / privacy

419% 49%
30%
16%
0, o] [v]
9% 9% 9% 79% 8% 6%
- B o e
Social media Email When  Video sharing Online News site or By instant When playingWhen usinga On a blog Other Don't know

site browsing the site shopping site app messenger a video game smartphone

internet or app app

or using a

search engine

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)
Question; Q8 And where did you come across this harm? PROMPTED

Base: All who experienced online harm relating to DATA/PRIVACY (471)
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Social media and email, are the main OfFcom ico.

making communications work

sources of harm by those who experienced for everyone
harm relating to hacking/ security

Places where harm was experienced by those who had experienced harm relating to hacking / security

42%

38%

I 34%

13% 12%
9%
) % 7% 7% 6% 6%
H E EEEm S -
Social media Email When  Video sharing Online News site or By instant When playingWhen usinga On a blog Other Don't know
site browsing the site shopping site app messenger avideo game smartphone
internet or app app

or using a
search engine

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)
Question; Q8 And where did you come across this harm? PROMPTED

Base: All who experienced online harm relating to HACKING/SECURITY (404)
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Social media, email and web browsing are Ofcom 1CO.
. making communications work 7 ‘
the main sources of reported harm by those for evaryone

who experienced harm relating to content

Places where online harm was experienced by those who had experienced harm relating to content that
people view, read or listen to online

65%

34%

30%

23%
11% ) 0
9% 9 8% 10% 10% -
- . - - - - >
B

Social media Email When  Video sharing Online News site or By instant When playingWhen usinga On a blog Other Don't know
site browsing the site shopping site app messenger a video game smartphone
internet or app app
or using a

search engine

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)
Question; Q8 And where did you come across this harm? PROMPTED

Base: All who experienced online harm relating to CONTENT (328)
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Social media is the main source of reported OfFcom ico.

making communications work

harm by those Who experienced harm for everyone Infarmation Commissioner's Office
relating to interactions

Places where online harm was experienced by those who had experienced harm relating to interactions
with other users

71%

36%
28%
19%
11% 11% 12%
0, Q
9% 9% 79%
4]
HHEH B Hm .o -
_ |
Social media Email When  Video sharing Online News site or By instant When playingWhen usinga On a blog Other Don't know
site browsing the site shopping site app messenger a video game smartphone
internet or app app
or using a

search engine

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)
Question; Q8 And where did you come across this harm? PROMPTED

Base: All who experienced online harm relating to INTERACTIONS (285)
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Section 3
Attitudes towards reporting online harm

31
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1in 5 adult internet users has reported Ofcom ico.

. . . making communications work
offensive, disturbing or harmful content; for everyone
younger adults were more likely to have

done so
Ever reported harmful videos / pictures

Infarmation Commissioner’s Office

% All internet users % those who reported harmful content

16% m16-34 m35-54

35% 55+

Younger adults, especially the 16-24 year old age group have the highest propensity to have
reported harmful content (40% had done so). This is partially explained by the fact that
they are more likely to have experienced harmful content, but may also reflect a greater
confidence in, knowledge of, or ability to use reporting functions. We also asked a
hypothetical question about action that would be taken if the respondent wished to report
offensive, disturbing or harmful content on a social media site; we found that younger
*Including Don’t know and Refused people were significantly more likely to report (page 35).

Yes, reported online harm

m No, didn't report online harm*

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)
Question; Q17 Have you ever taken action to report a video or picture that was offensive, disturbing or harmful on the internet?

Base: All internet users in the UK (1686), 16-34 (536), 35-54 (518), 55+ (632)
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lllegal sexual content is the type of content that adult Ofcom lco
internet users claimed that they would be most likely to T ST - sabear

report, followed by promotion of terrorism and racism

Types of content likely to report
NET: Sex/Nudity [N 69

Illegal sexual content (e.g. child abuse) 65%
Sexual content not breaking the law 26%
Nudity 20%
NET: Hateful content [ 607
Promotion of terrorism 51%
Racism 47%
Other forms of hateful content 22%
NET: Harassment/Threat | NG 50
Harassment / bullying 40%
Threats 39%
Violence 45%
Non-sexual child abuse 44%
Content that infringes your privacy 28%
Impersonation 24%
Fake news / misinformation 18%
Spam messages 17%
Copyright infringements 15%
None 12%
Don't know 9%

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)
Question; Q19 If you saw them, which of these types of content on the internet would you report? PROMPTED

Base: All internet users in the UK (1686)
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Older people were generally less likely to say that Ofcom ico
O

making communications work

they would report harmful content for avaryone

Types of content likely to report

All internet Tho?e with Thosg with no 16-34 55+ 65+
users children children
479 536 518 632 379

Base 1686 1207

lllegal sexual content {e.g. child abuse) 65% 66% 64% 68% 64% 62%
Promotion of terrorism 51% 51% 50% 52% 52% 48%
47% 51% 45% 51% 49% _
Violence 45% 46% 44% 49% 43% 42% 39%
Non-sexual child abuse 44% 43% 44% 43% 45% 44% 40%

Harassment / bullying 40% 44% 38% 43% 40% 37%

Threats 39% 44% 37% 38% 42% 38% 34%
Content that infringes your privacy 28% 25% 29% 28% 24% 31% 28%
Sexual content not breaking the law 26% 27% 25% 25% 26% 26% 24%
Impersonation 24% 23% 24% 24% 22% 26% 22%
Other forms of hateful content 22% 21% 23% 21% 24% 22% 18%

Nudity 20% 23% 19% 22% 18% 21% 17%

Fake news / misinformation 18% 16% 19% 19% 16% 20% 17%
Spam messages 17% 15% 18% 16% 15% 20% 19%

Copyright infringements 15% 15% 15% 15% 14% 16% 14%

Green and red cells denotes significantly higher or lower than those with no children/16-54 or 16-64 (sig tested to 99%)

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)
Question; Q19 If you saw them, which of these types of content on the internet would you report? PROMPTED

Base: All internet users in the UK (n1686), all with children (479), all with no children (n = 1207), 16-34 (536), 35-54 (518), 55+ (632), 65+ (379)
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45% of adults internet users claimed that Ofcom ico

making communications work

t h ey WwWOou I d use t h e - Re p (@) rt - b U tto N for everyone Infarmation Commissioner’s Office

How would report harmful content on social media sites
16-34  35-54 55+

NET: Inform authorities - 12%

Click the 'Report’ button to

0,
inform the social media site 5k
Inform the police 10%
Inform the social media site 9%
Never use the site again 7%

Unfollow/unfriend/block

0,
the person who posted it %
| wouldn't report it under any circumstances 4%
Don't know 13%

*Codes <5% not charted

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)
Question; Q16 If you saw a video or picture that was offensive, disturbing or harmful when you were on a social media site and wanted to do something about it, what

would you do? SPONTANEOUS
Base: All internet users in the UK (1686); 16-34 (536), 35-54 (518), 55+ (632)
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The “Report” button was the predominant Ofcom 1CO.

making communications work

way in which offensive, disturbing or e
harmful content had been reported

Methods of reporting harmful videos / pictures

NET: Inform authorities - 7%

Click a report button 83%
Inform the website or social media site 18%
Inform the police 4%
Unfollow\ unfriend the person who posted it 4%
Inform my internet service provider 2%

Inform the Information Commissioner’s Office 1%
Inform Ofcom 1%
Inform another regulator 1%

Have taken action, but can’t remember details 1%

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)
Question; Q18 What did you do? SPONTANEOQUS

Base: All who have taken action over experiencing any harm when using the internet (340)
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Section 4
Understanding of regulation
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There is a mixed understanding of current OfFcom ico.

making communications work

levels of regulation among UK adults Lol

Perceived regulation of different types of media

Public Service television channels 60% 20%

Other television channels 54% 21%

Online catch-up services for the Public Service

TV Channels 2 2%

National newspaper websites 26%
Subscription video on demand services 26% 10%
Social Media sites 30% 18%

Video sharing websites 28% 19%
Independently owned websites and blogs 27% 27%

Instant Messenger services 23% 30%

W There is a regulator that sets rules about what can be shown/written What is shown/written must be legal in the UK

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)

Question: Q22 I'm now going to read out different types of media (for example TV, internet sites, newspapers etc.) and for each please tell me which one statement

best describes your understanding of the level of regulation in the UK? PROMPTED
Base: All internet users in the UK (1686)

5% 14%

6% 19%

6% 20%

8% 20%

25%

21%

23%

25%

26%

There are no restrictions Don’t know
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Perceptions of who the regulator is for Ofcom ico,

making communications work

different media varies across the population for evaryone

Perceived regulatory body (amongst those who believed there is a regulator)

m Ofcom ICO mThe Government m My internet service provider mIPSO Don't know

2t 25% 25% 24%
% i
o,

40% 38% v 40%

4%

4%
21%

Public Service Other television Online catch-up Video sharing  Social Media National Independently  Subscription Instant
television channels services for the websites sites newspaper owned websites video on Messenger
channels Public Service TV websites and blogs  demand services services

Channels
% who
belevedithere  gho; 54% 52% 30% 31% 46% 21% 39% 21%

is a regulator

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)
Question; Q23 Thinking again about each of the following types of media, who do you think is the regulator? PROMPTED

Base: All who believe there is a regulator (354-1001)
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There were mixed views on current level of regulation; OfFcom lco
over half of internet using adults believe more is needed raking communications work e

on social media

% who believe there should

Views on level of regulation b :
e more requlation

Don't know B Believe there should be less regulation

Believe there should be same amount of regulation M Believe there should be more regulation 16-34 55+

Public S;:\;ir:r?;czlevision 1% B 18% 27%

Other television channels 13% L% 19% 27%
Subscriptioze\:i::cesson demand 18% o/ 21% 29%
National newspaper websites 14% %% 24% 30%
Instant Messenger services 17% 36% 40%
Independe;’:}lz (t))\llsc/’rgusad websites 15% » 36% 49%
Video sharing websites 14% ¥ 40% 48%

Social Media sites 13% E 48% 55%

Green and red figures denote significantly higher or lower than those without children/16-34 (sig tested to 99%)

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)
Question; Q24 And for each type of media, do you think that there should be more, less or about the same amount of regulation as there is today? PROMPTED

Base: All internet users in the UK (1686); 16-34 (536), 55+ (632)
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Amongst those who believe that there is a regulator that OfFcom ico
@

sets rules, the majority believe that the status quo is I vl
sufficient
Views on level of regulation — by those who believe a regulator exists

Don't know B Believe there should be less regulation

Believe there should be same amount of regulation M Believe there should be more regulation

Online catch-up services for the o
Public Service TV Channels 4% 21%

Public Service television
channels

Other television channels 5%
Subscription video on demand 5 &
Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)

Question; Q24 And for each type of media, do you think that there should be more, less or about the same amount of regulation as there is today? PROMPTED

4%

National newspaper websites 5% 64

Base: All internet users in the UK who believe a regulator exists for; Online catch-up services for PSB channels (855); Public Service television channels (1,001); Other
television channels (893), Subscription video on demand services (646), National newspaper websites (764)
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There were mixed views on the current level of regulation OfFcom lco
. . i — — .
among those who believe that there is no regulation e S = i

apart from the law

Views on level of regulation — by those who believe there is no regulator, but what is
shown/written must be legal

Don't know m Believe there should be less regulation

Believe there should be same amount of regulation M Believe there should be more regulation

Independently owned websites
and blogs

Green and red figures denote significantly higher or lower than those without children/16-34 (sig tested to 99%)
Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)

Question; Q24 And for each type of media, do you think that there should be more, less or about the same amount of regulation as there is today? PROMPTED

6%: O

Base: All internet users in the UK who believe that there is no regulation apart from the law; for Instant Messenger Services (390); independently owned websites and
blogs (444); Video sharing websites (468), Social media sites (496)
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Personal data & data privacy
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Two thirds of adult internet users were aware of data OfFcom ico
@

privacy options on social media sites e i

Awareness and usage of data privacy options on social media sites

Yes — | have used data privacy options on

0,
social media sites 56%

Yes — I'm aware of data privacy options on

Q
social media sites, but have never used them 10%
No — not aware data privacy options on social
o o 9%
media sites
| don’t personally use any social media sites 21%

Don't know 4%

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)

Question; Q11 Before today, were you aware of or have you used any data privacy options on social media sites? These options allow you to choose who your persenal

data and information is shared with. By personal data we mean anything that you post on the site, the details in your profile and your list of friends or connections
PROMPTED

Base: All internet users in the UK (1686)
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A quarter of adult internet users found it difficult to Ofcom ico
control what happens to their personal data T B eommuniations wark s

for everyone Infarmation Commissioner’s Office

Ease of controlling personal data on social media

m1 -Very difficult m2 3 4 W5 -Veryeasy Don't know/Refused Found difficult
(bottom 2 box)
16-34 55+
- Amongst all 13% 129% 259 10% 25% =) 20% 31%
internet users

Bottom 2 box
Amongst those

aware and using
data privacy 9% 13% 27%

options on social
media sites

A 22%

Amongst those
aware but not using
data privacy 7% 14% 29%
options on social

media sites

2% 21%

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)

Question; Q12 On a scale of 1 to 5, where 1 means Very difficult and 5 means Very easy, please tell me how easy or difficult you think it is to control what happens to
your personal data on the internet and social media sites? PROMPTED

Base: All internet users in the UK (1686); 16-34 (536), 55+ (632)
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The most-cited reasons for not changing
privacy settings was that there was no need

or it was too much hassle

making communications work
for everyone

Barriers to adjusting data privacy options on social media sites

No need to do so
Too much hassle\ | can’t be bothered
| only share non-sensitive data

Too complicated\ | don’t know how to

| trust the internet and\or social media sites I'm using
to look after my data

I’'m planning to, but have not had a chance yet

Don’t believe it would be effective

| think the company can provide me with a better service
if they can use my data

None
Don't know

Refused

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)
Question; Q13 Which of the following describe why you haven’t adjusted your data privacy options? You can select as many as you like PROMPTED

Base: All aware of but have not adjusted their data privacy options (167)

24%

23%

20%

12%

8%

7%

6%

5%

3%

7%

1%

1CO.

Infarmation Commissioner’s Office
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Level of concern about the ways personal Ofcom ico.

making communications work

data is used was polarised foreuenene

Level of concern over personal data: Top 2 box

Concerned
W5 -Veryconcerned m4 3 2 ME1-Notatall concerned Don't know/Refused
(top 2 box)
Use of cookies to track
you visits to different 25% 9% 33%
website pages
Targeted advertising 25% 7% 32%

Personalised content

) 14% 25%
selections

Location based

: 20
: 2
16% 24

advertising
Recommendations 13% 14% 26% 7% 26%

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)
Question; Q14 | am now going to read out different reasons your personal data and information could be used by online companies and | would like you to tell me

using a scale of 1 to 5, where 1 means Not at all concerned and 5 means Very concerned how concerned you are for each. PROMPTED
Base: All internet users in the UK (1686)
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Section 6
Attitudes
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Over a third of adult internet users said it was QF‘com ico
@

making communications work

impossible to avoid harmful or offensive content P aagony

Thoughts on harmful impact

M 1 -Strongly Disagree  m2 3 4  m5-Strongly Agree Don't know/Refused % agree
(top 2 box)
The benefits of going online outweigh the risks ~ 7% 539,
l Top 2 box 15-5% A
| always agree to terms and conditions without
reading them, just so that | can access the 17% 9% 29% 7% A8Y, m— 52% 42%
service
If illegal, offensive or harmful material appears
on the most popular and most used websites 5 o 5 o
and social media sites | would trust them to 10% 10% 26% 9% 47%
remove it quickly
| am confident that | can control who my
personal information is shared with on the [EPL7SEE P13 (057 21% 7% 40%
internet
16-34 55+
It is impossible to avoid seeing harmful or
offensive photos and videos if you use the 15% 15% 8% 19% 8% 36% =— 41% 30%
internet

Online ‘trolls’ and bullies put me off using
social media

E M 11% 23%

Source: Kantar TNS Omnibus 27/06/2018 to 01/07/2018 (Week 26)
Question; Q21 On a scale of 1 to 5, where 1 means Strongly disagree and 5 means Strongly agree, please tell me how much you agree or disagree with the following

statements PROMPTED
Base: All internet users in the UK (1686); 16-34 (536), 35-54 (518), 65+ (632)
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Internet users’ concerns about and experience of
potential online harms

Conducted by: Jigsaw Research
Fieldwork: February-March 2019
Published: May 2019

JGW

research
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Background and Objectives Ofcom ico.

This research was commissioned by Ofcom with advice on the research design
provided by The Information Commissioner’s Office.

The main objective of this research is to quantify concerns about, reported
experiences of and potential sources of online harm in three key categories:

Content that people view, read or listen to online and interactions with other
users

Data/privacy
Hacking/security

The research also explores awareness and opinions of the current level of
regulation that applies to broadcast and online environments

2
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Contents C_)WFCﬂ 1CO.
Section 1 Concerns about using the internet

A) Spontaneous concerns

B) Prompted concerns about children and concerns from children themselves

C) Prompted concerns more generally (among adult internet users 16+)
Section 2 Reported experience of potential harms

A) Incidence of experiences

B) Freqguency and impact of experiences
Section 3 Sources of potential harm
Section 4 Reporting potentially harmful online experiences
Section 5 Attitudes towards regulation and internet brands
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Methodology Ofcom 1CO

® O : : : :

m 2,057 Face-to-face in-home interviews among internet users aged
w 16+ in the UK

Quotas were set on age, gender, region, social grade and urbanity

. *
g SEDES (el Fieldwork from 23" February to 315t March 2019

(16+)

,0 @)

] 1,001 Online interviews among children aged between 12 and 15.
iin e Quotas were set on age, gender, region and social grade
Children* * Fieldwork from 23" February to 24t March 2019
(12-15)

*Please note, the above symbols will be shown at the top of each slide to denote which sample the data on the slide refers to.
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Summary — Concerns about using the internet OfFcom 1CO.

making communications work
for everyone Information Commissioner’s Office

*  We first asked adults whether they had any concerns at all about the internet (including social
media, using an app, video, online games and emails). Respondents were not shown any
potential harms to choose from at first, so anything they told us was top-of-mind. In total, 78%
of adult internet users have at least one unprompted concern about going online.

* We then showed adult respondents a list of potential online harms (slide 17) and asked them
which, if any, concerned them specifically in relation to children, and then, which concerned
them more generally. 12-15 year old research participant were shown a similar list (slide 18),
using age-appropriate language and asked to indicate which were of concern. After prompting,
the proportion of adult internet users concerned about at least once aspect of going online
increases to 83% in relation to children and 84% more generally. In comparison, 91% of 12-15
year old internet users have at least one concern.

*  Adults and 12-15 year olds’ most commonly mentioned concern is with children’s exposure to
bullying, abusive behaviour or threats (55% and 53% respectively). Adults with children in the
household are more likely to be concerned about this (62%), as are 12-15 year old girls (60%).
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Summary — Concerns about using the internet Ofcom lco,

making communications work
for everyone Information Commissioner’s Office

* Adults are most likely to be concerned about potential online harms in relation to children.
However, when asked about the internet more generally, they are most concerned about their data
being stolen (48%), scams/frauds (43%) and their data being processed without prior consent.

* Alot of potential online harms cause a high level of concern, but the issue causing the greatest
concern is material showing child sexual abuse (90% of those expressing a concern with this were
very concerned in relation to children). This is followed by content promoting self-harm (where 85% of
those expressing a concern were very concerned in relation to children)

« However, despite the range of concerns expressed about going online, a majority of internet users
believe that the benefits of going online outweigh the risks:
* 61% of 12-15 year old internet users agree that the internet makes children’s lives better
* 59% of adult internet users agree that the benefits of going online outweigh the risks
* However, 36% of 12-15 year old internet users said that online bullies put them off using social
media

* In summary, internet users expressed a wide variety of concerns about going online, which ranged in
their level of seriousness. For the purposes of this report, we are grouping all potential online harms
explored in the research together in order to capture what is top of mind for people
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Summary — Experience of potential harms it lco.
or everyone Information Commissioner’s Office

e Overall, 61% of adult and 79% of 12-15 year old internet users claim that they have had at least one
potentially harmful experience online in the past 12 months:

o Adults are most likely to have experienced spam emails* (34%), fake news (25%) and
scams/fraud (22%)

o 12-15 year olds are most likely to have experienced offensive language (39%), spam emails (33%)
and unwelcome friend requests (28%), and 23% have come across bullying

o Those using new websites or apps in the last month are significantly more likely to have
experienced a potential harm

e Among the minority who had experienced it, material showing child sexual abuse or promoting
self-harm has the biggest impact (58%/46% of adults and 49%/51% of 12-15 year olds experiencing
this found it annoying, upsetting or frustrating)

o Processing personal data without prior consent and the theft of personal data also have big
impacts on adults (54%/50%)

o Whereas bullying has a big impact on 12-15 year olds (51%)

e Around three in ten (29%) of adult and 38% of 12-15 year old internet users have experienced
something that they rated as ‘harmful’ (annoying, upsetting or frustrating)

* There may be some crossover with some of the other potential harms mentioned in this report. For example, spam emails may range from
being just annoying to potentially harmful (e.g. containing scams and/or offensive content).
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Summary — Sources of potential online harm OfFcom ico.

making communications work
for everyone Information Commissioner’s Office

* Social media sites, and Facebook in particular, are the most commonly cited sources of
potential online harm

* A quarter of Facebook users (28% of adult users and 24% of 12-15 year old users)
claim to have recently experienced a potential online harm using Facebook

 23% of adult internet users do not trust websites and social media sites to remove
illegal, offensive or harmful material quickly

* 19% of adults and 25% of 12-15 year olds say that they have taken action to report
harmful content they have seen online
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Summary — Attitudes towards regulation Ofcom 1CO.

making communications work
for everyone Information Commissioner’s Office

* Online media is seen to be less heavily regulated compared to more traditional media. A
quarter of adult internet users believe there are no regulations or restrictions for social
media (26%) or video sharing services (25%)

* A majority of adult internet users believe existing regulation should be at least
maintained, and there is majority support for increased regulation of social media,
video sharing and IM services (significantly more so than in 2018)

* The media that adult internet users feel should have more regulation — including Social
media sites and video sharing services — are generally the least trusted sites, even
amongst their own users
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Section 1
Concerns about the internet
A) Spontaneous Concerns
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Over three quarters of UK adults express a concern about the OfFcorm ico
@

internet without being prompted

Unprompted Concerns

78%

Of adults have spontaneous concerns
about the internet

Relating to Relating to Relating to
hacking/security interaction with data/privacy
other people/content

Unprompted concerns for adults are higher in 2019 compared to
our 2018 research (78% vs. 58%). This is likely to be due to
differences in news context and the question wording, with the

2019 survey specifically asking participants to include social media,

apps, video streaming, online gaming and emails.

Source: Ofcom-ICO Research, 2019

making communications work
for everyone Information Commissioner’s Office

22%*
Of children (12-15) have spontaneous
concerns about the internet

Of those that are concerned, spontaneously they
mentioned issues...

59%

3%

Relating to Relating to Relating to
interaction with hacking/security data/privacy
other people/content

*Self-completion methodology likely explains relatively low
level of unprompted concern compared to adults.

Question context: | am now going to ask you a few questions about your opinion on using the internet. Just to confirm, using the internet includes things like visiting a social media site or
app, looking at a website or using an app, watching a TV programme or video clip, playing online games or checking emails.

Base: All adult internet users (2057) Question: C1. Do you have any concerns about the internet ? (Responses coded into list)

Base: AII Children 12-15 (1001) Questlon Cla. Do you have any concerns about the internet ? (Single code response — Yes/no/dk)
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Concerns related to hacking/security are top of mind for OfFcomm ico
S —— e

. . - making communications work
adults — notably scams and personal information being  forevervone
stolen
UNPROMPTED Concerns
. 9 Scams/fraud 44%
What concerns do you have about the internet: bersaal i being stolinhecked -
Personal info processed without knowledge || N HRRNNEE 3%
DK 3% Bullying/abusive behaviour/threats [N 28%
Vialent/disturbing content [N 28%
No Private info made public 27%
concerns Material showing child sexual abuse [N 27% =63% relating to
19% Viruses ete 26% - N H
S hacking/security

Sexual/pornographic content [N 26%
Spam emails
Collecting data about me in unclear ways... || N NN NI 23%

Offensive videos/pictures [N 23% : . .
Fake News [ 22% interactions with

People pretending to be another person [N 21% Other pe0p|e and
Harmful/misleading advertising [ 21% content

Unwelcome friend/follow requests [ 20%

Promotion terrorism/radicalisation [ 20%

= 56% relating to

Content promoting self-harm [N 19% 45% relating to
Hate speech/inciting violence [N 18% .
*  Females 81% vs. males 75% any concerns — . data/prlvacy
*  ABCI1 82% vs. C2DE 74% any concerns alking/cyberstalking | 1%
*  Any children in household 83% vs. no children 77% any concerns Offensive language
*  84% of 35-54 have any concerns (probably related to children in HH) Trolling
Spending too much time online 11%

Government/agency surveillance || NG 11%

Source: Ofcom-ICO Research, 2019

Question context: | am now going to ask you a few questions about your opinion on using the internet. Just to confirm, using the internet includes things like visiting a
social media site or app, looking at a website or using an app, watching a TV programme or video clip, playing online games or checking emails.

Question: C1. Do you have any concerns about the internet ? (Responses coded into list)
Base: All adult internet users (2057)
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Those aged 35-54, adults with children in the household OFfFcom ico
(HH) and ABC1 social groups have more top of mind making communications work o

for everyone Information Commissianer’s Office
concerns about the internet
UNPROMPTED Concerns among adults
Number of spontaneous concerns 53 6.1 5.6 6.0 5.4 6.2 525 5.7
Scams/fraud 42% 45% 44% 46% A1% 46% 43% 44%
Personal info being stolen/hacked 33% 41% 38% 39% 36% 38% 38% 38%
Personal info processed without knowledge 31% 34% 34% 35% 30% 32% 33% 33%
Bullying/abusive behaviour/threats 30% 31% 24% 29% 28% 34% 26% 28%
Violent/disturbing content 28% 33% 24% 29% 27% 35% 26% 28%
Private info made public 26% 29% 26% 29% 25% 29% 27% 27%
Material showing child sexual abuse 25% 29% 26% 28% 26% 29% 26% 27%
Viruses etc 27% 28% 25% 29% 24% 29% 26% 26%
Sexual/pornographic content 21% 30% 27% 28% 25% 33% 24% 26%
Spam emails 22% 27% 27% 28% 23% 23% 27% 25%
Collecting data about me in unclear ways 19% 26% 25% 24% 22% 239% 24% 23%
Offensive videos/pictures 19% 26% 22% 23% 23% 28% 21% 23%
Fake News 21% 23% 21% 24% 19% 22% 21% 22%
People pretending to be another person 22% 21% 21% 22% 20% 21% 21% 21%
Harmful/misleading advertising 22% 21% 20% 23% 19% 24% 20% 21%
Unwelcome friend/follow requests 17% 23% 20% 21% 20% 23% 20% 20%
Promotion terrorism/radicalisation 19% 23% 19% 23% 18% 24% 19% 20%
Content promoting self-harm 17% 19% 19% 20% 17% 19% 19% 19%
Hate speech/inciting violence 17% 19% 18% 20% 16% 20% 18% 18%
Stalking/cyberstalking 20% 19% 15% 17% 18% 21% 17% 18%
Offensive language 12% 20% 19% 18% 17% 21% 16% 17%
Trolling 14% 18% 15% 16% 15% 19% 15% 16%
Spending too much time online 10% 11% 13% 12% 10% 11% 12% 11%
Government/agency surveillance 9% 12% 12% 11% 11% 10% 12% 11%

Source: Ofcom-ICO Research, 2019

Question: C1. Do you have any concerns about the internet?
Base: All adult internet users (2057)

Shading indicates significant differences between groups.
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One in five 12-15 year olds raised concerns about using the OfFcom ico
internet without being prompted — notably the theft of akngumminiatoss ok SN Suh
personal information and bullying

UNPROMPTED Concerns among children aged 12-15 What concerns do you have?

Personal info being stolen 21%
pulyng I =%
Safety concerns (generally) 12%

Do you have any concerns about the internet?

Offensive videos/pictures _ 10%
People pretending [ o%

¢ Other comments 8% =59% relating to
otsure Unwelcome friend/follow _ 7% . . =
9 interactions with
13% Sexual\ pornographic content [N 5% h _ |
Bad, Creepy, Dangerous People - 5% Ot er peop € and
Fake News [ 4% content
Scams/ fraud 4%
Viruses ete. 4%
Grooming / Paedophiles [ 4% =28% relating to
Offensive / Inappropriate websites 4% B .
1 hacking/security
selfharm [ 3%
Trolling [ 3%
No 65% Terrorism/radicalisation [l 2%
Stalking/cyberstalking - 2%
Being watched [l 2% = 3% rEIating to
Offensive language ] 1% data/privacy
Concerns more likely in London (36%), AB (29% vs. DE Private info being made public 1%
16%), 13 year old girls (33%), those who have ever taken Child sexual abuse 0%

action to report potential online harm (32%) and those

: . o Harmful/misleading ads 0%
who are “neither/not confident” internet users (40%) / g 0

Spam emails 0%

Collecting data (commercial) 0%
Source: Ofcom-ICO Research, 2019

Question context: You're now going to see a few questions about your opinion of using the internet. As a reminder, using the internet includes things like: using
social media sites or apps such as Facebook, Snapchat and Instagram; looking at websites or apps; watching a TV programme or video clip on YouTube or Netflix;

playing online games, including through a PlayStation or Xbox; checking emails. Question: Cla. Do you have any concerns about the internet ? Base: All children 12-15
(1001). Clb. What concerns do you have? UNPROMPTED, open-ended and verbatim comments coded.
Base: all expressing concern n=216
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B
A selection of typical concerns reported by OfFcom ico.

making communications work

i for everyone Information Commissioner’s Office
children

UNPROMPTED Concerns among children aged 12-15

“I’'m worried about people
taking my information and that
“Bullying and making people feel socially excluded or who you think you may be

isolated. I think Snap maps is really dangerous for talking to is not who you think”
young people and puts their safety at risk”

Not sure “That it’s not always safe and people k?V ber bu{ly ing and peop "E‘T
13% Have can steal your personal information. taking my picture from my site
0

concerns People can mislead you and not be without my permission
22% who they say they are”

“I am concerned about people wanting to get my
information and people who pretend to be someone
else so you will tell them things. | am upset by some
of the images | see and sometimes friends show me

things that | am not sure about. There are these

“That the information | get
online might not be the truth
and people might be able to

find out information about me
that | am unwilling to share”

No pranks and things these days that people get you to
do and the images can be scary or weird”
cog;(;rns “When people try to make g y
(o]

friends online and you are not
sure who they are. Often they “I have worries that the person | am talking to is not a child, but

are friends of friends but you're ~ someone pretending to be a child | have had messages that are
still not sure what kind of bogus but frightening saying | am wanted by police etc.
person they are” Bullying, cyber bulling. This happened to me a few times and |
reported it to the safeguarding team at school”

Source: Ofcom-ICO Research, 2019
Question: Cla. Do you have any concerns about the internet ? Base: All children 12-15 (1001)

Clb. What concerns do you have? UNPROMPTED, open-ended and verbatim comments coded.
Base: all children aged 12-15 expressing concern n=216
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Section 1 continued
Concerns about the internet
B) Prompted concerns about children online

- Adults’ concerns about children going online
- Childrens’ own concerns about going online

16
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Glossary of terms

Ofcom JCO.

making communications work
for everyone Information Commissioner’s Office

Full prompted potential harms list used in the Adults survey — with corresponding chart reference text

Full Prompted List (Adults)

Sexual/ pornographic content

Material showing child sexual abuse

Offensive language

Offensive videos/pictures

Violent/ disturbing content

Fake News

Promotion of terrorism/ radicalisation

Content promoting self-harm e.g. cutting, anorexia, suicide
Harmful or misleading advertising

Hate speech / inciting violence

Unwelcome friend/follow requests/unwelcome contact or messages from strangers

Stalking/cyberstalking (harassment from other internet users)
People pretending to be another person
Bullying, abusive behaviour or threats

Trolling (a person who deliberately says something controversial in order to start arguments or cause upset)

Spam emails
Government/ agency surveillance

My personal data being processed without my knowledge/consent
People or organisations collecting data about me in unclear ways for commercial reasons

My personal information being stolen/hacked

Scams/ fraud

Private information being made public (e.g. photos)
Viruses/ trojans/ worms/ spyware/ malicious software
Spending too much time online

Other (WRITE IN)

Source: Ofcom-ICO Research, 2019

Short Text (In charts)
Sexual/pornographic
Child sexual abuse
Offensive language
Offensive videos/pictures
Violent/disturbing content
Fake News
Terrorism/radicalisation
Self-harm
Harmful/misleading ads
Hate speech

Unwelcome friend/follow
Stalking/cyberstalking
People pretending
Bullying

Trolling

Spam emails
Government surveillance
Personal data processed
Collecting data (commercial)
Personal info stolen
Scams/ fraud

Private info made public
Viruses etc.

Too much time online
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Glossary of terms

Ofcom JCO.

making communications work
for everyone Information Commissioner’s Office

Full prompted potential harms list used in the children survey — with corresponding chart reference text

Full Prompted List (children)

Sexual/ pornographic content

Images showing child sexual abuse

Offensive language

Offensive videos/pictures

Violent/ disturbing content

Fake News

Promotion of terrorism/ radicalisation

Content promoting self-harm e.g. cutting, anorexia, suicide
Harmful or misleading advertising

Hate speech / inciting violence

Unwelcome friend/follow requests/unwelcome contact or messages from strangers

Stalking/cyberstalking (harassment from other internet users)
People pretending to be another person
Bullying, abusive behaviour or threats

Trolling (a person who deliberately says something controversial in order to start arguments or cause upset)
Feeling under pressure to send photos or other information about yourself to someone

Spam emails
Government/ agency surveillance

My personal data being processed without my knowledge/consent
People or organisations collecting data about me in unclear ways for commercial reasons

My personal information being stolen/hacked

Scams/ fraud

Private information being made public (e.g. photos)
Viruses/ trojans/ worms/ spyware/ malicious software
Spending too much time online

Spending too much money online

Other (WRITE IN)

Source: Ofcom-ICO Research, 2019

Short Text (In charts)
Sexual/pornographic

Child sexual abuse
Offensive language
Offensive videos/pictures
Violent/disturbing content
Fake News
Terrorism/radicalisation
Self-harm
Harmful/misleading ads
Hate speech

Unwelcome friend/follow
Stalking/cyberstalking
People pretending
Bullying

Trolling

Pressure to send info/photos
Spam emails

Government surveillance
Personal data processed
Collecting data (commercial)
Personal info stolen
Scams/ fraud

Private info made public
Viruses etc.

Too much time online

Too much money online
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Over eight in ten adults expressed a concern in relation to OFcom lCO
children online. The majority of these are concerned about making communications work ®

for everyone Information Commissioner’s Office

types of content and conduct children may be exposed to online.
Concerns in relation to children

Any concern (NET) 83%
55%

Bullying

Sexual/poarnographic 419%
46%

44%

Violent/disturbing content

= 80% relating to

Child sexual abuse

Self-harm

Ave ra ge People pretending
Too much time online

n u m be r Of Offensive videos/pictures
concerns. Unwelcome friend/follow

Stalking/cyberstalking

8 O Terrorism/ radicalisation
[ ]

Hate speech

Content/contact

40% with others

39%
34% =44% relating to
34% hacking/security

3
%

Offensive language

= 36% relating to

wllw
—~ N~ o
oo [l O
XX
A~
N
=

Trolling % .
Private info made public 29% data/p rivacy
Scams/ fraud 29%

Personal info stolen 29%

28% é

Harmful/misleading ads L . . N
Demographic differences for those that have concerns about the internet in

Personal data processed 27% relation to children:
Viruses etc. 25% ¢ Females 85% vs. males 81% any concerns
Collecting data (commercial) *  ABCI1 86% vs. C2DE 80% any concerns
*  Any children in the household 91% vs. no children 80% any concerns
Spam emails a
*  90% of 35-54 have any concerns J
Fake News .
Government surveillance

Source: Ofcom-ICO Research, 2019
Question: C2a) Firstly, which, if any, of the following concern you in relation to children?
Base: All adult internet users (2057)

NB. Refer to page 16-17 for full descriptions of concerns/potential harms
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All adults are concerned about bullying, abusive behaviour and OfFcorm -
threats. Parents generally have more concerns about potential  making communications work ICOo

. . for el[ervone Information Commissioner’s Office
harms affecting children than non-parents.
Concerns in relation to children

Any concern (NET) [IEEED 80% 91% mm All adults

Bullying = Have no children

Sexual/pornographic .
=—=Have children
Violent/disturbing content

Child sexual abuse

Self-harm
AVE ra ge People pretending
Too much time online
n u m be r Of Offensive videos/pictures = 80% relating to
concerns. Unwelcome friend/follow Contentlcontact

Stalking/cyberstalking with others

Terrarism/ radicalisation

NO Chlldren: Hate speech
7 6 Offensive language = 44% rEIating to
" Trolling haCkinglsecurit_y
Have Chlld ren: Private info made public 33%

Scams/ fraud 30%

Personal info stolen 31% .
9 . 1 . = 36% relating to
Harmful/misleading ads | 27 32% .
Personal data processed 27% 31% data/prlvacy
Viruses etc. 28%

Collecting data (commercial) BFERA 22% 25%

Spam emails [IPESA 23% 23%
Fake News 22% 21% 25%
Gavernment surveillance 14% 14% 16%

Source: Ofcom-ICO Research, 2019
Question: C2a) Firstly, which, if any, of the following concern you in relation to children?
Base: All adult internet users (2057)

NB. Refer to page 16-17 for full descriptions of concerns/potential harms
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When prompted, nine in ten 12-15 year olds have at least one
concern. In particular, they’re concerned about the conduct of
others, especially bullying and people pretending to be others
Proportion of children aged 12-15 expressing a concern

OfFcom
L BEEE |
making communications work
for everyone

1CO.

Information Commissioner's Office

Any concern (NET)
Bullying

People pretending
Personal info stolen
Viruses etc.

Scams/ fraud

Trolling

Average
number of
concerns:

8.2

Personal data processed
Unwelcome friend/follow
Stalking/cyberstalking
Violent/disturbing content
Offensive videos/pictures
Private info made public
Self-harm

Hate speech

Child sexual abuse
Sexual/pornographic

Fake News

Spam emails

Terrorism/ radicalisation
Collecting data (commercial)
Too much time online
Pressure to send info/photos
Harmful/misleading ads
Offensive language

Too much money online

Government surveillance

Source: Ofcom-ICO Research, 2019

91%
53%
49%

= 87% relating to

Content/contact
with others

40%
%

3
=73% relating to

34% hacking/security

33
31%
31%
29%
24%
%
20%

= 56% relating to
data/privacy

N
175
@
o O
N N K bl I
<g=pl..
o\OkD

Concerns more likely for many elements for girls vs. boys
and those who have ever reported something they

0,
20% experienced or saw online in the past

19%
19%

14%

Question: C2) Which, if any, of the following things concern you about the internet? PROMPTED

Base: All children 12-15 (1001)
NB. Refer to page 16-17 for full descriptions of concerns/potential harms
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. . - .

Girls are more likely to express concerns about the internet OEcom ICO

than boyS makingt?mmunications work @
for evervone Information Commissioner’s Office

Proportion of children aged 12-15 expressing a concern

e=—Total Boys Girls
&

.46?
44% 43%0
45%

0]
42% 4105 1o

38%

369
343 >°% 33%

31% 32% 30%

o 29%
29% 27% 27% 27% 28%

20% 21%
17%
14%

Source: Ofcom-ICO Research, 2019

Question: C2) Which, if any, of the following things concern you about the internet? PROMPTED
Base: All children 12-15 (1001)

NB. Refer to page 16-17 for full descriptions of concerns/potential harms
Circles indicate significant differences between boys and girls
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- . - .
When thinking about children, adults are more concerned about O coMmM lco
content than security. Children themselves are on average more Fos AnEiEmmnicstions werk bl
concerned over security. However, there is strong shared concern about bullying

Adult concern re children vs. children concern about themselves (ranked on adults)

= Children about themselves = Adults about children

55%
7 0
53% 40% 399 [41%
33% N3a%
35% P 5 24%
4% 34% 339 6
31% 31%
29% 29% 29% )
27% 5cq 14%
o 25% ..
23% 23% 0% 22%
20% 19% 19% 6 |122%
14%
— w vy L w) (%2}
2 £ £ % E P $§ £ » E § 5 P 8 3 3T £ s 8| 2= ¢ 8
= S = 2 © o = = i< = @ i) = @© = o = o a (5] 2 = ©
a ® S = = 2 5 5 S == n = = 2 £ ~ - = 3] a v B o =
Y ] @ 7} e v 0 o o © >~ (%] 7S] o = s = ~ =
" Q0 = W Pl } e T (= - Q paY = £ o (] o = © i) @ &=
s 3 S - S R s &£ g 2 BB S BN -
2 7 @ e e = = 22 © = e o © B A = 2
s = 2 2§ § 3 < : ¢ s E & 3 :
E © o = o ~ 8 = "o— £ 9 = = c
‘ = =] © o o — © S Q =
= < = — (] = @© = = n (]
(7] bt n 2 = (= = © = >
=) &= < w Q o I o (o]
: 5 = |F -
o

Source: Ofcom-ICO Research, 2019
Question: Which, if any, of the following concern you in relation to children? Base: All adult internet users (2057)

C2. Which of the following concern you about the internet ? Base: All children 12-15 (1001)
NB. Refer to page 16-17 for full descriptions of concerns/potential harms
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Adults with children in the household are significantly more OFcom ico
e i — e

likely to be concerned for children in relation to most of the making communications work
. . . for everyone Information Commissianer’s Office
harms listed than compared to those with no children
Adults’ concern for children vs. childrens’ concern about themselves
PROMPTED (ranked on all adults)
Bullying, abusive behaviour, threats 53% 55% 62% 52%
Sexual/pornographic content 31% 49% 56% 47%
Violent/disturbing content 35% 46% 53% 43%
Materials showing child sexual abuse 31% 44% 50% 42%
Content promoting self-harm 33% 42% 43% 42%
People pretending to be another person 49% 40% 46% 38%
Too much time online 20% 39% 47% 35%
Offensive videos/pictures 34% 39% 44% 38%
Unwelcome friend/follow 38% 34% 41% 31%
Stalking/cyberstalking 35% 34% 43% 31%
Promotion of terrorism/ radicalisation 23% 33% 37% 31%
Hate speech 33% 33% 40% 31%
Offensive language (children: swearwords or offensive) 19% 31% 35% 30%
Trolling 40% 31% 37% 29%
Private info made public 34% 29% 33% 28%
Scams/ fraud 40% 29% 30% 28%
Personal info stolen/hacked 44% 29% 31% 29%
Harmful/misleading ads (children: contain untrue info) 19% 28% 32% 26%
Personal data processed without knowledge 39% 27% 31% 26%
Viruses etc. 41% 25% 28% 24%
Collecting data (commercial) 20% 23% 25% 22%
Spam emails 24% 23% 23% 23%
Fake News 29% 22% 25% 21%
Government surveillance 14% 14% 16% 14%
Feeling pressure to send photos/info 20% n/a n/a n/a
Spending too much money online 17% n/a n/a n/a

Source: Ofcom-ICO Research, 2019
Question: Which, if any, of the following concern you in relation to children? Base: All adult internet users (2057)
C2. Which of the following concern you about the internet ? Base: All children 12-15 (1001)

NB. Refer to page 16-17 for full descriptions of concerns/potential harms

Shading indicates significant differences between groups.
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Most issues highlighted cause a significant level of concern. OFcom - co
In particular, adults are most concerned about child sexual making communications work 1 @

. for everyone Information Commissioner’s Office
abuse, self harm and sexual/ pornographic content
Level of concern (among adults concerned about each) in relation to children

% concerned (rating 4-5)

DK m Mildly concerned 2 3 4 W Very concerned (All concerned) (Al adults)

Child sexual abuse |39 7% 97% 43%
self-harm | 3% 11% 95% 40%

Sexual / pornographic content  [] 3% 10% 95% 47%
Bullying | [4% 15% 94% 51%

Violent / disturbing content || Il 17% 93% 43%
Terrorism/radicalisation I NGG4 12% 93% 30%
personal data processed [ [I5% 20% 92% 25%
People pretending  [1] [15% 18% 92% 37%
private info made public 1] |G 16% 91% 26%
Offensive videos / pictures || % 14% 91% 36%
stalking/cyberstalking [ 6% 19% 91% 31%
Hate speech (1] 6% 15% 90% 30%
personal info stolen  [1]  [7E% 14% 89% 26%
Unwelcome friend/follow (Il 16 21% 89% 30%
Troling 1] INS% 21% 88% 27%

Virusesetc. [ [T 20% 87% 22%

scams /fraud [ [G% 17% 86% 25%
Collecting data (commercial) (] [NNEIO% 20% 85% 19%
Offensive language [l INLA% 23% 85% 27%

Too much time onfine [ NEA%% 28% 84% 33%
Harmful/misleading acs [l 12% 26% 82% 23%
Government survelliance 13% 17% 77% 11%
Fake News 18% 28% 75% 16%

Spam emals 14% 22% 72% 16%

Source: Ofcom-ICO Research, 2019

Question: C3a) | am now going to read out the areas you are concerned about in relation to children. | would like you to tell me on a scale of 1 to 5, where 1 means
Mildly concerned and 5 means Very Concerned, how concerned you are about each.
Base: All adult internet users (2057) who are concerned about each element (bases vary 271-1088)

NB. Refer to page 16-17 for full descriptions of concerns/potential harms
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However, levels of concern tend to be lower among OFcom ico
12'15 year OIdS than ComparEd tO the adUItS. They dare mOSt makingcor:hmunicationswork 7 o @

for everyone

concerned about images of child sexual abuse.
Level of concern (among children aged 12-15 who are concerned about each)

DK WA little 2 3 4 W Very (All concerned) (Al adults)
Child sexual abuse 2%  10% 26% 83% 26%
Personal data processed [ JP% 17% 46% 78% 30%
Sexual/pornagraphic % 16% 35% 78% 24%
Personal info stolen | 3% 17% 41% 77% 34%
Private info made public [ JIP% 18% 44% 77% 26%
Hate speech 5% 16% 42% 77% 25%
Self-harm 3% 18% 35% 76% 25%
Offensive videos/pictures [ 3% 18% 37% 75% 26%
Violent/disturbing content [ [13% 19% 37% 75% 26%
Stalking/cyberstalking  [113% 20% 43% 75% 26%
Bullying [ H3% 20% 40% 74% 39%
Terrorism/radicalisation 3% 20% 29% 73% 17%
Trolling [ 4% 20% 44% 72% 29%
Viruses etc. B3% 23% 35% 72% 29%
Government surveillance | I 8% 19% 40% 71% 10%
Pressure ta send info/photos B 5% 19% 38% 71% 14%
scams/ fraud [ 4% 22% 42% 71% 29%
Unwelcome friend/follow | I 5% 22% 41% 70% 27%
People pretending B 2% 21% 39% 70% 34%
Collecting data (commercial) B 4% 24% 38% 68% 14%
Offensive language 6% 29% 35% 64% 12%
Too much time online B 7% 27% 43% - 20% | 63% 13%
Fake News 6% 29% 42% 62% 18%
Too much moneyonline [l 10% 27% 43% [ 17% ] 60% 10%
Spam emails 8% 30% 36% 58% 14%
Harmful/misleading ads 10% 27% 35% 56% 11%

Source: Ofcom-ICO Research, 2019
Question: C3) | am now going to read out the areas you are concerned about. | would like you to tell me on a scale of 1 to 5, where 1 means Mildly concerned and 5
means Very Concerned, how concerned you are about each.

Base: All children 12-15 (1001) who are concerned about each element (bases vary 144-528)

NB. Refer to page 16-17 for full descriptions of concerns/potential harms

% concerned (rating 4-5)
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Section 1 continued

Concerns about the internet

C) Prompted concerns about the internet more
generally (among adult internet users 16+)

27
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More generally, adults are most likely to be concerned OFcom lCO
about their personal information being stolen, as well as  making communications work ®

for everyone Information Commissioner’s Office
scams /frauds
Concerns generally among adults

Any concern (NET) 84%
Personal info stolen
Scams/ fraud

Personal data processed 41%

Bullying
Child sexual abuse 33% =69% rEIatlng to

Violent/disturbing content % hacki n.g/secu_rity
30

Sexual/pornographic

Viruses etc.

= 68% relating to
Content/contact
with others

Private info made public

Collecting data (commercial)

28%
28%
27
27
27
27
25%
2

Spam emails
Self-harm

People pretending

= 57% relating to
data/privacy

Terrorism/ radicalisation
Hate speech

Offensive videos/pictures

(553
=
NNENE ”
[HEN
B {68}
o
=

Stalking/cyberstalking

Unwelcome friend/follow 4 N
Demographic differences in any concerns about the internet generally:
Fake News
. *  Females 87% vs. males 82% any concerns
Trolling * ABC187% vs. C2DE 81% any concerns
Harmful/misleading ads * Any children in household 91% vs. no children in household 82% any
Offensive language concenns
*  89% of 35-54 have any concerns

Too much time online k J

Government surveillance

Source: Ofcom-ICO Research, 2019
Question: C2b) Which, if any, of the following aspects of the internet concern you more generally?
Base: All adult internet users (2057)

NB. Refer to page 16-17 for full descriptions of concerns/potential harms
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Adults are more concerned about most potential online harms  OfFcorm -
in re|ati0n tO Children, ESDECia“y bU”y|ng and the SU|tab|||ty Of makingcimmunicationswork lco.

" . fﬂr el[el'vone Information Commissioner’s Office
online content. They are more concerned about data protection
and scams/fraud in relation to themselves

Concern regarding children vs. general concern {any concern among adults)

55% (Prompted)

= (General

34% 34%
—|n relation to

children 29% 29%
259 % 27% 27% 27% 27% 5%
23%
°22% 22% 21% 21% %
16%
°14%
S - S & X & .\ XL P © & & (&
\.0\0 k\"’o e,‘o"o \\“\\o rEP& 4 ra‘io\ cf”& Q:)o\\ 6"0\\ q}é'@ ‘0’5\& Q&Q%on £ 8 *\Q% ‘@\04* \@9 o\'\\&, %’bb OS‘?% 0&\0 \\'b°°
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Source: Ofcom-ICO Research, 2019

Question: C2a) Firstly, which, if any, of the following concern you in relation to children? C2b) And which, if any, of the following aspects of the internet concern you
more generally?

Base: All adult internet users (2057)
NB. Refer to page 16-17 for full descriptions of concerns/potential harms
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Almost all of those who said they are concerned by material OFcom s
showing child sexual abuse on the internet are VERY concerned  making communications work ICOo

for everyone Information Commissioner’s Office

by it
Level of concern (among adults who are concerned about each) generally

% concerned (rating 4-5)

DK m Mildly 2 3 4 W Very (All concerned) (Al adults)
Child sexual abuse  [i% 6% 98% 32%
self-harm | 13% 13% 96% 26%
Personal data processed || [4% 19% 94% 38%
Terrorism/radicalisation [ [4% 15% 94% 25%
Personal info stolen  [| /4% 18% 94% 45%
Bullying [ /5% 20% 93% 32%
Violent/disturbing content || 6% 25% 93% 29%
Sexual/pornographic [J] /5% 19% 92% 28%
Hate speech [] 6% 21% 92% 25%
Collecting data (commercial) [[] [7% 25% 91% 25%
Scams/ fraud || 7% 24% 91% 39%
Viruses ete. | 9% 26% 90% 27%
Private info made public || [1178% 21% 90% 25%
Offensive videos/pictures [l 5% 24% 89% 23%
Trolling ] 9% 23% 88% 19%
People pretending i 1N8% 23% 88% 24%
stalking/cyberstalking || 7% 23% 87% 20%
Government surveillance | [ 7% 24% 85% 12%
Unwelcome friend/follow | [ 10% 27% 83% 18%
Harmful/misleading ads [J 12% 33% 82% 17%
Offensive language | 12% 30% 82% 15%
Fake News | [l 13% 34% 82% 18%
Too much time online 16% 28% 77% 12%
spamemails | [l 14% 30% 76% 21%

Source: Ofcom-ICO Research, 2019

Question: C3b) | am now going to read out the areas you are generally concerned about. | would like you to tell me on a scale of 1 to 5, where 1 means Mildly
concerned and 5 means Very Concerned, how concerned you are about each

Base: All adult internet users (2057) who are concerned about each element (bases vary 321-987)

NB. Refer to page 16-17 for full descriptions of concerns/potential harms
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Adults are more concerned about all aspects of potential online OF‘com
harm in relation to children, especially bullying and the making communications work lco

for everyone Information Commissioner’s Office

suitability of online content. They are more concerned about
data protection and scams/fraud in relation to themselves

Level of 4-5 concern among the Total Adult Sample (ranked on concern generally)

51%
47%

= | General
3% 43%

459

—|n relation to 39% 389
children

0
30% 30% 33%

26%

32% 32%
26%

25% 25% 24% 3% '

\2% 12%
0
15%
11%
Qo > > X e < A e & RG] S ) & 2 < &
> N & S & .8 © N2 A i &S
C o O VNPT ST FHE RS ¥ o & & @
& & d & & P &6 L &N N E & & & e L £
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2 & K ¢ L & &R TN AN o & N S-S
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O ‘?"}

Source: Ofcom-ICO Research, 2019

Question: C3a) | am how going to read out the areas you are concerned about in relation to children. | would like you to tell me on a scale of 1 to 5, where 1 means
Mildly concerned and 5 means Very Concerned, how concerned you are about each. C3b) | am now going to read out the areas you are generally concerned about. |

would like you to tell me on a scale of 1 to 5, where 1 means Mildly concerned and 5 means Very Concerned, how concerned you are about each
Base: All adult internet users (2057) NB. Refer to page 16-17 for full descriptions of concerns/potential harms
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Section 2
Reported experience of potential harms
A) Incidence of experiences

32
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Three in five adults and eight in ten 12-15 year olds claim
to have had potentially harmful experiences online in the

last 12 months

Experienced potential online harm

61% 79%

Of adults have had Of children (12-15) had
potentially harmful potentially harmful
online experiences in online experiences in
the last 12 months the last 12 months

Source: Ofcom-ICO Research, 2019

Relating to interaction with
other people/content

Relating to data/privacy

Relating to hacking/security

Question: C4) Which, if any, of the following things have you come across on the internet in the last year? PROMPTED

Base: All adult internet users (2057) All children 12-15 (1002)

OfFcom
L& . ]
making communications work
for everyone

47%

39%

30%

ico.

Information Commissioner's Office

B Adults
Children
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Spam emails, fake news and scams/fraud are the most likely OfFcom ico
potential online harms to be experienced by adults making communications work °

for everyone Information Commissioner’s Office

Potential online harm experienced

NET: Any potentialharm 3P
NET: Data B [JEER

Spam emails 34%
2015, th queston ssked
i users “Which, if any, of the
Government/agency surveillance 3% . .
30% following things have you come
Scams / fraud 22% across on the internet in the last
Viruses / trojans / warms / spyware / malicious software 11% 12 months?” (These things
Private info being made public (e.g. photos) 5% were not necessarily classified
My personal info being stolen/hacked 5% by respondents as harmful...)
NET: Content/Contact withothers * WA
Fake News 25%

(In 2018, the question was

Offensive language 16%
Violenty disturbing content 15% somewhat different: “Which, if
Unwelcome friend\follow requests/unwelcome contact or messages from strangers 14% any, of the following harmful
Offensive videos\pictures 13% things have you experienced on
Harmful/misleading advertising 13% the internet?”)
Hate speech \ inciting violence 11%
Bullying, abusive behaviour or threats 10%
Trolling (a person who deliberately says samething controversial) 9% ﬂ)emographic difference among adults’ experience of online \
People pretending to be another person 9% Barme.
Sexual\pornographic content 9% »  Males more likely than females any potential harms around
Spending too much time anline 9% hacking/security (33% vs. 28%)
Encouraging self-harm e.g. cutting, anorexia, suicide 5% « 55+ feqast likely any potential harm (49% vs. 61% total) along
Encouraging terrorism\ radicalisation 5% with least confident (41%) and those who only used sites/apps
Cyberstalking (harassment from other internet users) 4% they’ve used before (56%)
Material shawing child sexual abuse 2% *  ABC1 64% any potential harm vs. 57% C2DE
* children in HH 68% any potential harm vs. 58% no children in
37% answered “none of these” and 1% answered ‘don’t know’. \ HH )

Source: Ofcom-ICO Research, 2019
Question: C4) Which, if any, of the following things have you come across on the internet in the last year? PROMPTED

Base: All adult internet users (2057)

NB Further analysis of the reported sources of experience suggest that the proportion claiming to have seen material showing child sexual abuse is likely to be over-
stated, and may include, for example, news reports about the issue. NB. Refer to page 16-17 for full descriptions of concerns/potential harms
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Fake news and spam emails are the only potential harms where OfFcorm ico
T T— e

a greater proportion of respondents have experienced them making commnications work

or everyone Information Commissioner’s Office
than are concerned about them
Experience vs. general concern among adults (prompted)

NET: Any -= 84%
NET: Content/Contact with others ‘ 8% '
Fake News 22%-25%
Offensive language 16% S.19%
Violent/disturbing content 15% > 31%
Unwelcome friend/follow 14% = =32%
Offensive videos/pictures 13% > 25%
Harmful/misleading advertising 13% 21% s Hacking
Hate speech 11% ] 27%
Bullying 10% 34% I Content
Sexual\parnographic content 9% 30%
People pretending 9% 27% Data
Trolling 9% 21%
Self harm 5% 27% Other
Terrorism/radicalisation 5% 27%
stalking/cyberstalking 4% 23% Concerned
Child sexual abuse 2% k 33%. )
NET: Data/privacy e 57%
Spam emails 28% 34%
Collecting data (commercial) 10% ~=28%

I ANY

Personal data being processed 8% _ . 41%
Government surveillance 3% %
NET: Hacking/Security 69%
Scams/ fraud 22% 13%
Viruses etc. 11% 30%.
My personal info being stolen/hacked 5% . ' 48%
Private info made public 5% 28%

Too much time online 15%

Source: Ofcom-ICO Research, 2019

Question: C2b) Which, if any, of the following aspects of the internet concern you more generally? C4) Which, if any, of the following things have you come across on
the internet in the last 12 months? PROMPTED

Base: All adult internet users (2057)

NB. Refer to page 16-17 for full descriptions of concerns/potential harms
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Spam emails and scams/fraud both have relatively high levels of OF‘com lco
experlence and concern maklngcommunlcatlonswork

for everyone Information Commissioner’s Office

Relationship between concern (general) and actual experience of potential harm among adults

35%

Low concern, ° High concern,
high experience Spam emails high experience
30%
=
| —-—
2 25% s
o Fake News
= °
c
% 20% Scams/ fraud
o
g
8 15% Offensive language ®
c o - N - ® Violent/disturbing content
) Unwelcome frignd/follow foenswe videos/pictures
CT) Harmful/misleading ads ® e 9 A——
§>:<L 10% Hate sppech @ °
{1l () Collecting data (confmercial) @ ® Bullying
<t Too much time online e Trolling @ People preter|ding @ ® Sexual/pornographic Personal data processed
) ®
Self-harm Personal info stolen
5% Terrorism/radicalisation @ @ Private info made public °
Stalking/cyberstalking ®
Government surveillance @ .
Low concern, ® Child sexual abuse ngh concern,
0% low experience low experience
0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%

C2b Concern about potential harm (general)

Source: Ofcom-ICO Research, 2019
Question: C2b) | am now going to read out the areas you are generally concerned about. PROMPTED C4) Which, if any, of the following things have you come across on
the internet in the last 12 months? PROMPTED

Base: All adult internet users (2057)
NB. Refer to page 16-17 for full descriptions of concerns/potential harms

INQO00615301_0085



: : : : @
Offensive language is the most common potential harm thatis OFfFcorm lco
experienced by 12-15 year olds, followed by spam emails, gk RS e

unwelcome friend requests and fake news. Just under a quarter have come across bullying
Potential online harms experienced by 12-15 year olds

NET: Any potential harm 79%
NET: Data 4§ JE[P

Spam emails 33%
People/organisations collecting data.about me in un.clear ways (commercial reasons) 5% In 2019, the question ——
My personal data being processed without my knowledge or consent 5%
Government/agency surveillance 4%, users “Which, if any, of the
26% following things have you
Viruses / trojans / warms / spyware / malicious software 11% experienced or seen on the
o ) ey fraud 11% internet in the last 12 months?”
Private info being made public (e.g. photos) 9%
My personal info being stolen/hacked 6% (These things were not
NET: Content/Contact withothers ... . W4 necessarily classified by
Swear words/offensive language 39% respondents as harmful...)
Unwelcome friend\follow requests/unwelcome contact or messages from strangers 28%
Fake News 26%
Bullying, abusive behaviour or threats 23%
Trolling (a person who deliberately says samething controversial) 20%
Offensive videos\pictures 19%
People pretending to be another person 19% ( \
Violent\ disturbing content 15% Demographic differences among children who have experienced
Adverts that contain untrue info 15% online harms:
Hate speech \ inciting violence 14% *  C2DE (27%) more likely to say “bullying” than ABC1 (19%)
Sexual\pornographic content 12% *  Urban (34%) more likely to say “spam email” than Rural (25%)
Encouraging self-harm e.g. cutting, anorexia, suicide 10% *  Girls more likely than boys to say “unwelcome friend/follow”
Pressure to send photos/info 9%, (31% vs. 25%),“bullying” (26% vs. 19%) or “pressure to send
Cyberstalking (harassment from other internet users) 9% photos/info” (11% vs. 6%)
Encouraging terrorism\ radicalisation 6% \ )
Material showing child sexual abuse 4%
Spending too much time anline 26%
Spending too much money online 9%

19% answered “none of these” and 1% answered ‘don’t know’.

Source: Ofcom-ICO Research, 2019
Question: C4) Which, if any, of the following things have you experienced or seen on the internet in the last year? PROMPTED

Base: All children 12-15 (1001)
NB Further analysis of the reported sources of experience suggest that the proportion claiming to have seen material showing child sexual abuse is likely to be

over-stated, and may include, for example, news reports about the issue. NB. Refer to page 16-17 for full descriptions of concerns/potential harms
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Four in ten children have experienced offensive language OFcom s CO
online in the last 12 months, significantly more than the making communications work 1 @

. . for everyone Information Commissioner’s Office
proportion that are concerned about it
Experience vs. concern among children aged 12-15 (prompted)

NET Any 79%
NET Content e : 87%
Offensive language 19% 39%
Unwelcome friend/follow 28% 38%
Fake News 26% 29%,
Bullying 23% ) 53%
Trolling 20% 40% W— N
People pretending 19% ' 49%
Offensive videos/pictures 19% 30% m— Hacking
Harmful/misleading ads 15% 19%
Violent/disturbing content 15% 35% [ Content
Hate speech 14% _ 33%
Sexual/parnographic 12% 31% Data
Self-harm 10% 33%
Stalking/cyberstalking 9% 35% Other
Pressure to send info/photos 9% -="20%
Terrorism/radicalisation 6% 23% Concerned
Child sexual abuse 4% ' 31%
NET Data , 56%
Spam emails 24% ~33% o
Personal data processed 5% ' 39%
Collecting data (commercial) 5% mm=="20%
Government surveillance 4% =%45% .
NET Hacking ' 73%
Scams/ fraud 11% =1% .
Viruses etc. 11% > 41%
Private info made public 9% 3%
Personal info stolen 6% > A4%
Too much time online 207%
Too much money online 17%

Source: Ofcom-ICO Research, 2019

Question: C2) Which, if any, of the following things concern you about the internet? C4) Which, if any, of the following things have you come across on the internet in
the last 12 months? PROMPTED

Base: All children (1002)

NB. Refer to page 16-17 for full descriptions of concerns/potential harms
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’ . . @
Unwelcome friend requests, bullying and trolling are all OfFcom lco
relatively frequently experienced and are of high concern g ek, e
amongst 12-15 year olds

Relationship between concern and actual experience of potential harm

40%
Offensive | ° .
Low concern, il SR High concern,
high experience high experience
35%
Spam emails e
£
o 30%
<
— Univelcome friend/follow e
(18]
e Too much time online Fake News e
c 25%
b
8- Bullying e
8 20% Trolling e .
O Offensive videos/pictures ® People pretending ®
o
2
CILJ 15% Harmful/misleading ads e ® Violent/disturbing content
% Hate gpeech
Sexual/pornographic e
LII-I ) e Scams/ fraud ® o vjruses etc.
10% Pressure to send info/photos Self-harm ® PR T
8 Too much money online e ® Private info magle public e
5% Collecting data (commercial) M. TerHirishadigalisa 'Brsonal data processed ® ® Personal info stolen
Government surveillance Child sexual abuge e
Low concern, High concern,
0% low experience low experience
0% 10% 20% 30% 40% 50% 60%

C2b — Concerned about potential harm

Ofcom-ICO Research, 2019
Question: C2) Which, if any, of the following things concern you about the internet? PROMPTED C4) Which, if any, of the following things have you come across on the

internet in the last 12 months? PROMPTED
Base: All children 12-15 (1001)
NB. Refer to page 16-17 for full descriptions of concerns/potential harms
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12-15 year olds are significantly more likely to have experienced OF‘com
any pOtentIa| ha rms than adUItS maklngcommunlcatlonswork lco

for everyone Information Commissioner’s Office

Potential harms Experienced — Adults vs children

12-15 years old

0,
79% e Adults
71%
0,
28% 5352 26%
0
15% 15% 15 o 7
() o 11% 14% 12% Q(y 90/ Q‘y 9(y
: 10% ° 6% 10% " o7
o 16% 159 a0 . 8% 5% 6% 10% % .
11% ° 14% 13% 13% 11% 11% i 4%
9 ° 10% 5y 9% 9% 9% 9% 5% - 55 %
° o 5% ° A% 3% o
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Source: Ofcom-ICO Research, 2019

Question: C4) Which, if any, of the following things have you come across on the internet in the last 12 months?
Base: All adult internet users (2057) All children 12-15 (1001)

NB. Refer to page 16-17 for full descriptions of concerns/potential harms
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12-15 year olds are significantly more likely to have OFcomm -
experienced a potential harm than adults. The incidence of making communications work ICOo

for everyone Information Commissioner’s Office

experiencing potential harm quickly drops after the age of 55

Experienced any potential harm in the last year
84%

I
I
I
I
|

12-15s overall I Adults overall

|

79% . 61% 37%
|
|

12 13 14 15 : 16-24 25-34 35-44 45-54 55-64 65-74 75+

Source: Ofcom-ICO Research, 2019

Question: C4) Which, if any, of the following things have you come across on the internet in the last 12 months? PROMPTED.
Base: All adult internet users (2057) All children 12-15 (1001)
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Those using lots of new websites or apps in the last month are OfFcorm

significantly more likely to have experienced a potential harm — aking communications work

ico.

for everyone Information Commissioner’s Office
across both 12-15 year olds and adults
Experienced any potential harm in the last year
89%
86%

|

|

| 73%

68% I 69% it

|

|

| 56%

|

|

12-15s overall I Adults overall
|
79% : 61%
|
|
Do not use any new Used 1-2 new Used lots new : Do not use any hew Used 1-2 new Used lots new

websites/apps  websites/apps in past websites/apps in past

websites/apps  websites/apps in past sites/apps in past

month month month month

Source: Ofcom-ICO Research, 2019
Question: C4) Which, if any, of the following things have you come across on the internet in the last 12 months? PROMPTED.

B3) In the last month, when you have gone online, have you...
Base: All adult internet users (2057) All children 12-15 (1001)
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Section 2 continued
Reported experience of potential harms
B) Frequency and impact of experiences

43
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Scams, spam and fake news are the most likely to have been

experienced and to be concerned about

OfFcom

making communications work
for everyone

ico.

Information Commissioner's Office

Incidence of experiencing/being concerned about potential online harms among adults

MW Experienced harm + concerned

Scams / fraud

Spam emails

Fake News

Vielent/ disturbing content
Viruses etc

Hate speech

Bullying

Offensive videos / pictures
Harmful/misleading ads
Unwelcome friend / follow
Collecting data (commercial)
Sex/porn

Personal info processed
Offensive language

People pretending
Spending too much time online
Trolling

Personal info stolen
Self-harm

Private info made public
Terrorism / radicalisation
Government surveillance
Stalking / cyberstalking

Child sexual abuse

Source: Ofcom-ICO Research, 2019

14% 9%
13% 21%
10% 14%

8% 7% 23%
7% 4% 22%
6% 5% 21%
6% 4% 28%
6% 7% 18%

6%
6%

8%
8%

5% 4%

5% 4%
5% 3%
4%
4% 5%
4% 5%
4% 5%
3% 2%
3%2%
3%3%
2%2%

11%

DA% 11%

D 92%
D 176

14%
14%
22%
25%
35%
13%
22%
11%
17%
44
24%
25%
24%

20%
31%

W Experienced harm + not concerned

10%

M Concerned but not experienced

12%

Not concerned and not experienced

50%
54%
65%
62%
67%
68%
63%
69%
72%
72%
69%
66%
57%
71%
70%

80%

74%
51%
71%
70%
71%

76%

67%

Question: C2b) | am now going to read out the areas you are generally concerned about. | would like you to tell me on a scale of 1 to 5, where 1 means Mildly
concerned and 5 means Very Concerned, how concerned you are about each. C4) Which, if any, of the following things have you come across on the internet in the last

12 months?

Base: All adult internet users (2057) NB. Refer to page 16-17 for full descriptions of concerns/potential harms
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Going online too much is the most frequently reported type of OfFcCorMrm ico
[

potential harm, then offensive language, spam and fake news.  making communications work

for everyone Information Commissioner’s Office

Frequency of experiencing harm when using the internet, among adults

% at least % at least
(All experienced & concerned) m DK/REF mLess often m Monthly/most months = Weekly/most weeks ® Daily/most days weekly monthly
4% Too much time online (n=61*) 10% 32% 78% 87%
4% Offensive language (n=89*) 16% 30% 61% 77%
13% Spam emails (n=247) 15% 22% 60% 75%
10% Fake News (n=184) 19% 23% 55% 74%
6% Harmful/misleading ads (n=107) 21% 29% 45% 66%
6% Offensive videos/pictures (n=119) EZNNEEEEEEE 21% 26% 39% 60%
5% Collecting data {commercial) (n=97%) , 18% 18% 35% 53%
6% Bullying (n=108) 15% 13% 34% 49%
8%  Violent/disturbing content (n=155) . 3% ] 28% 27% 34% 62%
5% Sexual/pornographic (n=98*) A% 17% 27% 33% 50%
4% Trolling (n=73*) s 000 34% ] 22% 17% 33% 55%
6% Hate speech (n=103) 14% 20% 28% 43%
6% Unwelcome friend/follow (n=118) 28% 16% 26% 54%
2% Government surveillance (n=29%) 11% 11% 23% 34%
5% Personal data processed (n=85%*) 19% 8% 21% 39%
2% Stalking/cyberstalking (n=40%) 5 15% 20% 31%
4% People pretending (n=81*)  A8% ] 15% 11% 20% 35%
14% Scams/ fraud (n=286) 19% 13% 20% 39%
2% Terrorism/radicalisation (n=47%) 24% 10% 15% 39%
3% Self-harm (n=52%) 17% 8% 13% 29%
7% Viruses etc. (n=122)  59% [V 9% 12% 26%
2% Child sexual abuse (n=31%) 14% 9% X% 11% 25%
3% Private info made public (n=36*) 12% 5% 11% 23%
3% Personal info stolen (n=46*) % 0% 4%

Source: Ofcom-ICO Research, 2019
Question: C4) Which, if any, of the following things have you come across on the internet in the last 12 months? PROMPTED. C5. How often do you experience [INSERT
CODE FROM C4] when using the internet?

Base: All adult internet users who have experienced and are concerned about [potential harm] (bases on chart)
* Warning — low base size. NB. Refer to page 16-17 for full descriptions of concerns/potential harms
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Material showing child sexual abuse has the most severe impact on the OFcom o
small minority who reported having experienced it, along with the theft = e—————— lco.

making communications work
of personal information and material promoting self-harm

for everyone Information Commissioner’s Office

Level of impact experiences have had (among adults who have experienced harm)

B Experienced but B DK/Refused M Noimpact HMildly annoying/ 2 3 4 HEVery annoying/ % high impact

not concerned upsetting/frustrating upsetting/frustrating (rating 4-5)
Child sexual abuse (n=48*) [NNENEGEGECENENEGEGEGEGEGEGE 02+ I 58%
personal data processed (n=157) 6% W 20% sax
Personal info stolen (n=110) 10% 50%
Self-harm (n=99%) 6% 6% 46%
viruses ete. (n=227) [1HNNNGEGEGEEEEEEEEEE > | 8% 13% 41%
Bullying (n=198) |G £ 8% 17% 39%
violent/disturbing content (n=302) | NGNS 7% 15% 39%
Hate speech (n=226) |G 7 (7% 13% 38%
Terrorism/radicalisation (n=100) |G A ;7% 1% 38%
Sexual/pornographic (n=186) |GG ;1% 8% 37%
Scams/ fraud (n=457) | - 3% 10% 37%
Government surveillance (n=65%) 9% 7% 35%
Stalking/cyberstalking (n=78*) |G, °: 6% 11% 35%
Collecting data (commercial) (n=197) 7% 9% 14% 35%
Offensive videos/pictures (n=25¢) - T S - 0% 5% 30%
People pretending (n=180) 8% 6% 6% 28%
Harmful/misleading ads (n=275) | NN - | 6% 14% 26%
Private info made public (n=106) 6% 13% 12% 26%
Trolling (n=187) |G +9; (5% 14% 25%
spam emails (n=707) |G 34| 6% 10% 25%
Fake News (n=509) [N > o 10% 10% 24%
Unwelcome friend/follow (n=281) [ T I N, 4% (4% 9% 21%
Too much time online (n=186) 7% 11% 9% 18%
Offensive language (n=327) [ 7. = o5 [9% T 6% 13%

Source: Ofcom-ICO Research, 2019
Question: C4) Which, if any, of the following things have you come across on the internet in the last 12 months? PROMPTED. C6) Thinking about all of the times that you have
experienced [INSERT CODE FROM C4] in the last 12 months, what impact has this had on you? Please use a scale of 1 to 5, where 1 means Mildly annoying or upsetting or

frustrating and 5 means Very annoying or upsetting or frustrating
Base: All adult internet users who have experienced [potential harm] (bases shown on chart) * Warning — low base size, findings are indicative only.
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Potential harms with the highest levels of concern tend to have OF‘com lco
the greatest impact upon those who have experienced them making communications work

for evervone Information Commissioner’s Office
Impact vs. Incidence of concern raised among adults
Low concern, High concern,
90% & m o o a
high impact high impact
Personal info stolen @
85%
Child|sexual abuse @ ® Personal data processed
‘Lfl? 80% Self-harm @
q
E 75% Terrorism/radicalisation  ® ® Violent/disturbing content
=
— Stalking/cyberstalking ® Hate speech @
B 70%
O
(@ ® Sexual/pornographic
E 65% Offensive videos/pictures ® ® Viruses etc. 5
" Harmful/misleading ads @ Spam engnls ®% Collectihg data {commercial)
qC_) Trolling @ People pretepding
-~ 60% Scams/ fraud @
3 Fake News @
E" 55% ® Government surveillance - - -
Private info made public @
é 50% Unwelcome friend/follow @
Offensive language @
45%
Too much time online @ .
Low concern, High concern,
Q
4% low impact low impact
10% 15% 20% 25% 30% 35% 40% 45% 50%

Incidence of concern raised (c2b)

Source: Ofcom-ICO Research, 2019
Question: C2b) Which, if any, of the following aspects of the internet concern you more generally? Base: All adult internet users (2057)

C6) Thinking about all of the times that you have experienced [INSERT CODE FROM C4] in the last 12 months, what impact has this had on you? Please use a scale of 1
to 5, where 1 means Mildly annoying or upsetting or frustrating and 5 means Very annoying or upsetting or frustrating.
Base: All adult internet users who have experienced and are concerned about [potential harm] (bases vary)
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Despite the high frequency of offensive language, the level of Ofcorm ico
impact is lower than the other potential harms making communications work -

for everyone Information Commissioner’s Office

Impact vs. Frequency of harms among adults

Low frequency, High frequency,
90%
® |high impact high impact
® Personal info stolen
85%
® Child sexual abuse ® Personal data processed
i 80Cy ® Self-harm
|_rlj (e]
<
E 75% Terrorism/radicalisation ® Ty —
E ® Stalking/cyberstalking W' Haus gpsqen
+ 70%
(O
o ® Sexual/pornographic
[s)
E 65% ® Viruses ete. Butyirg—® ® Offensive videos/pictures
i beaplepretanding @ R TmﬁinCollectingdata (commercial) ® Harmful/misleading ads ® Spam emails
@] 60% ® Scams/ fraud .
G>J ® Fake News
(<D} 0 ® Government surveillance
_II 556 ® Private info made public
8 50‘V Unwelcome friend/follow @
(¢]
®Offensive language
45%
AT Low frequency, High frequency,
®  Jow impact Jow impact
0% 10% 20% 30% 40% 50% 60%

Frequency of experience (at least weekly)

Source: Ofcom-ICO Research, 2019
Question: C5. How often do you experience [INSERT CODE FROM C4] when using the internet? C6) Thinking about all of the times that you have experienced [INSERT

CODE FROM C4] in the last 12 months, what impact has this had on you? Please use a scale of 1 to 5, where 1 means Mildly annoying or upsetting or frustrating and 5
means Very annoying or upsetting or frustrating.
Base: All adult internet users who have experienced and are concerned about [potential harm] (bases 73-286)
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Bullying and unwelcome friend/follow requests are the most OFcomrm ico
likely to have been experienced and concerned about by 12-15  making communications work -

for everyone Information Commissioner's Office
year olds
Incidence of experiencing/being concerned about potential online harms among children aged 12-15
MW Experienced harm + concerned | M Experienced harm + not concerned W Concerned but not experienced Not concerned and not experienced
Bullying 44%
Unwelcome friend/follow 53%
Trolling 56%
Spam emails 58%
People pretending 49%
Fake News 59%
Offensive language 52%
Too much time online 65%
Offensive videos/pictures 58%
Violent/disturbing content 60%
Hate speech 64%
Viruses ete. 8% 3% 31% 58%
Scams/ fraud 7% 4% 30% 59%
Self-harm 66%
Sexual/pornographic 65%
Stalking/cyberstalking 63%
Pressure to send info/photos 78%
Harmful/misleading ads 73%
Private info made public 64%
Too much money online  [ESZANIIEEA 11% 81%
Persanal info stolen  [EEAFEA 38% 56%
Personal data processed 61%
Child sexual abuse 69%
Terrorism/radicalisation 75%
Collecting data (commercial) 78%

Government surveillance  FEA 11% 85%

Source: Ofcom-ICO Research, 2019

Question: C2b) | am now going to read out the areas you are generally concerned about. | would like you to tell me on a scale of 1 to 5, where 1 means Mildly
concerned and 5 means Very Concerned, how concerned you are about each. C4) Which, if any, of the following things have you come across on the internet in the last
12 months?

Base: All children 12-15 (1001). NB. Refer to page 16-17 for full descriptions of concerns/potential harms
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Frequency of experiencing potential harms is generally lower  Ofcom ico
amongst 12'15 year O|dS than adUItS. TOO mUCh t|me making communications work : s @

. . . for everyone
online is the most commonly reported issue
Frequency of harm experienced when using the internet, among children aged 12-15

% at least

% at least

(All experienced & concerned) DK  mOnly ever once Less often Weekly  mDaily weekly monthly
9% Too much time online (n=60*) [EFE 12% 15% 42% 67% 829%
12% Spam emails (n=86*) 12% 22% 58% 80%
9% Offensive language (n=85%) / 16% 24% 55% 79%
11% Fake News (n=103) 3% 19% 37% 26% 34% 71%
4% Harmful/misleading ads (n=45%*) 27% 29% 24% 31% 60%
2% Collecting data (commercial) (n=13*) 31% 23% 15% 31% 54%
13% Trolling (n=111) 30% 24% 23% 31% 55%
17% Bullying (n=127) 39% 20% 24% 42%
8% Hate speech (n=78%) [ 31% 19% 23% 54%
2% Government surveillance (n=9*) 22% 22% 22% 33%
2% Viruses etc. (n=50%) 26% 16% 22% 48%
4% Too much money online (n=28*) [L 39% 21% 21% 36%
7% Scams/ fraud (n=45%) 29% 16% 20% 38%
3% Personal data processed (n=21%) 43% 0% 19% 19% 19%
6% Self-harm (n=60*) A 37% 12% 18% 18% 30%
9% Offensive videos/pictures (n=78*%) ¥/ 46% 18% 18% 41%
8% Violent/disturbing content (n=79*) [ZFESZANN 41% 18% 18% 46%
2% Child sexual abuse (n=23*) H 43% 22% 7 17% 17% 35%
2% Terrorism/radicalisation (n=23*) % 39% 22% 9% 17% 39%
6% Stalking/cyberstalking (n=58*) 57 40% 21% 12% 17% 38%
15% Unwelcome friend/follow (n=125) 34% 16% 17% 44%
6% Sexual/pornographic (n=61%) 36% 16% 16% 56%
5% Pressure to send info/photos (n=47%) 26% 21% 9% 13% 34%
4% Private info made public (n=25%) 28% 20% 12% 12% 32%
12% People pretending (n=100) 36% 26% 99, 9% 35%
3% Personal info stolen (n=24%) 38% 17% 8% 8% 25%

Source: Ofcom-ICO Research, 2019
Question: C4) Which, if any, of the following things have you come across on the internet in the last 12 months? PROMPTED. C5. How often do you experience [INSERT
CODE FROM C4] when using the internet?
Base: All children 12-15 who have experienced and are concerned about [potential harm] (bases on chart) * Warning — low base size

NB. Refer to page 16-17 for full descriptions of concerns/potential harms
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Bullying is the potential harm that impacts 12-15 year olds the OfFcorm -
most, along with content showing self-harm and, for the small  Takng communications work ICOo

5 . . 0 3 . for everyone Information Commissioner’s Office
minority who reported experiencing it, child sexual abuse.
Level of impact experiences have had (among children aged 12-15 who have experienced harm)

B Experienced but W DK/ No impact H Mildly annoying/ 2 3 4 H Very annoying/ % high impact
not concerned upsetting/frustrating upsetting/frustrating (rating 4-5)

Bullying (n=226) 6% 13% 22% 51%
Self-harm (n=99*) 4% | 6% 16% 1%
Child sexual abuse (n=41*) |G 7 20% 4506
Viruses etc. (n=112) 4% 11% 17% 48%
Hate speech (n=140) ISt/ > o9 % 21% PAeti
Violent/disturbing content (n=152) 5% 10% 19% 38%
Personal info stolen (n=57*) [ N A > ;| 10% 15% 37%
Stalking/cyberstalking (n=95*) 4% 15% 11% 36%
Sexual/pornographic (n=122) 4% [178% 20% 36%
People pretending (n=189) 9% 14% 13% 31%
Scams/ fraud (n=115) 7% 17% 16% 30%
Pressure to send info/photos (n=87*) [ R =7 O oc 10% 11% 30%
Private info made public (n=87*) 10% [ 6% 14% 30%
Trolling (n=203) 8% 20% 11% 29%
Offensive videos/pictures (n=187) 4% 11% 11% 28%
Terrorism/radicalisation (n=61*) [ 7.7 = 50 3% 13% 28%
Personal data processed (n=55%) 6% 17% 19% 25%
Unwelcome friend/follow (n=281) 11% % 12% 23%
Too much money online (n=88*) |G -2 15% 12% 20%
Fake News (n=265) 6% 13% 10% 19%
Collecting data (commercial) (n=53%) 6% 12% 6% 17%
Spam emails (n=326) |G G 3o« 11% 6% 15%
Government surveillance (n=39%) 19% g  15% | 15%
Harmful/misleading ads (n=154) [ 2T e o6 11% 8% 12%
Offensive language (n=389) 4% 7% | 5% 9%
Too much time online (n=260) 9% 10% 5% B 7%

Source: Ofcom-ICO Research, 2019
Question: C4) Which, if any, of the following things have you come across on the internet in the last 12 months? PROMPTED. C6) Thinking about all of the times that
you have experienced [INSERT CODE FROM C4] in the last 12 months, what impact has this had on you? Please use a scale of 1 to 5, where 1 means Mildly annoying or
upsetting or frustrating and 5 means Very annoying or upsetting or frustrating

Base: All children 12-15 who have experienced [potential harm] (bases 78-127)
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Compared to adults, the impact of each concern among 12-15s 'SOF‘com CO
not as strongly correlated with the frequency of it being raised.  making communications work 1

for everyone Information Commissioner’s Office
Online bullying has a relatively high impact and frequency
Impact vs. Incidence of concern raised, among children aged 12-15
Low frequency, High frequency,
85% hlgh impact ® Child sexual abuse h’gh impaCt
(o]
Self-harm @
T_rl? 75% Terrorism/radicalisation @ W Hape speech
< @ Bullyin
E Sexual(}l)oennﬁd?sturcblng content @ Viruses etc. e
= 65% linfo stol
~— Personal info stolen @
"d Private info made public ®® Offensive videos/pitctures
8 55% Pressure to send info/photos @ stalkingeyberstalking
£ _ .
: Too much money online ® People pretending @
o Collecting data (commercial) ® Scams/ fraud @@ Trolling
T) 45% H o t| d d e Fake News ® ® Personal data processed
> arraﬂd érsr}{,seeanlgn&a ? W Epapvenmails Unwelcome friend/follow
EIJ Q
I 35/) ® Government surveillance
o]
o
25%
Too much time online ® X
1 Low frequency, High frequency,
®  Jow impact Jow impact
0% 10% 20% 30% 40% 50% 60% 70%

Incidence of concern raised (c2b)

Source: Ofcom-ICO Research, 2019
Question: C2) Which, if any, of the following things concern you about the internet? PROMPTED Base: All children 12-15 (1001)

C6) Thinking about all of the times that you have experienced [INSERT CODE FROM C4] in the last 12 months, what impact has this had on you? Please use a scale of 1
to 5, where 1 means Mildly annoying or upsetting or frustrating and 5 means Very annoying or upsetting or frustrating. Base: All children 12-15 who have experienced 59
and are concerned about [potential harm] (bases vary). NB. Refer to page 16-17 for full descriptions of concerns/potential harms
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Despite the low frequency of experience, material showing OfFcom ico
T ——T— e

child sexual abuse and self-harm have the greatest level of e W= ol
impact

Impact vs. Frequency of harm experienced, among children aged 12-15

Low frequency, High frequency,
85% hlgh Impact @ Child sexual abuse h’gh ImpaCt
(o]
Self-harm @
— 0, ® H h
UP 75/) Terrorism/radicalisation @ ate spess
o o Bulyi
. lying
5 oo AT o Vinsesele
(o]
E Personal info stolen ®
46 Private info made public @ ® Offensive videos/pictures
Stalki berstalki
8 55% Pressure to send info/photos @ AWingjcyberstalking
§ People pretending @ Too much money online @
e
o 45%, Scams/ fraud @ ¢ollecting data (commercial) ® Trolling
o P Id d @ 1 2 ® | Fake News .
% ersonal data pmce‘ssnwelcome frienﬂ%r(r)rlmlzu‘!{mlsleadlng ads @ Offensive language ® ® Spam emails
f—
Q

&ID 35/) ® Government surveillance
o

25%

Too much time online ®
1 Low frequency, High frequency,
®  Jow impact Jow impact
0% 10% 20% 30% 40% 50% 60% 70%

Frequency of experience (at least weekly)

Source: Ofcom-ICO Research, 2019
Question: C5. How often do you experience [INSERT CODE FROM C4] when using the internet? C6) Thinking about all of the times that you have experienced [INSERT
CODE FROM C4] in the last 12 months, what impact has this had on you? Please use a scale of 1 to 5, where 1 means Mildly annoying or upsetting or frustrating and 5

means Very annoying or upsetting or frustrating. Base: All children 12-15 who have experienced and are concerned about [potential harm] (bases vary)

NB. Refer to page 16-17 for full descriptions of concerns/potential harms
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Section 3
Sources of potential online harm
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Across adults and 12-15 year olds, social media sites Ofcom lco
are the most commonly cited sources of potential online harm  making communications work -

for everyone Information Commissioner’s Office

Sources of potential online harm among adults and children aged 12-15

61%

Of adults have experienced
potential online harms

79%

Of children (12-15) experienced
potential online harms

in the last 12 months in the last 12 months
Social Media Site/App 29% Social Media Site/App 22%
Search Engine 11% Instant Messenger 13%
Instant Messenger 10% Video Sharing Site/App 7%
Video Sharing Site/App 7% Search Engine 3%
News Site/App 6% Gaming 3%
VOD Services 4% News Site/App § 1%
Email/Site/App 2% VOD Services 0%
Gaming 1% Email/Site/App | 0%

Source: Ofcom-ICO Research, 2019
Question: C4) Which, if any, of the following things have you come across on the internet in the last 12 months? PROMPTED

C7 Which site or service were you using when you came across your most recent experience of (potential harm)?
Base: All adult internet users (2057) All 12-15s (1001)
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Adults experience online harms via a range of sources, but soaalOF‘com lco
media sites/apps are the most commonly identified for most ~ making communicatons work

for everyone Information Commissioner’s Office
types of potential harms

Places where potential online harm was experienced, among adults who have experienced harm and are
concerned about harm

m Social Media  mInstant Messenger Search Engine  mVideo Sharing mVOD mNews mGaming Email/other

Unwelcome friend/follow (n=118) b23%2% S0
Fake News (n=184) 74% 19% 6% 18% 3%
Trolling (n=73%) B VA% 5% - B
Hate speech (n=103)
people pretending (n-51%) 12%
Offensive videos/pictures (n=119) DAV 7% 7% 8
Bullying (n=108) B (V3% 5% B
Offensive language (n=89%) : 11% 8% O
Terrorism/radicalisation (n=47%) 65% 11% 186 : 12% 9% L 9H
Stalking/cyberstalking (n=40*) EREVAN  16% 10% ZEZ
Private info made public (n=36*) £l 4%]
Violent/disturbing content (n=155) s T
Harmful/misleading ads (n=107) 119% " IEE VO %
Too much time online (n=61%) ‘ 9%
Child sexual abuse (n=31%) 24% 7% X
Self-harm (n=52%) s 5%
Collecting data (n=97*) 15% A 15%
Sexual/pornographic (n=98*) o T
Personal info stolen (n=46*) 34% 12% 23%
Scams/ fraud (n=286) 27%
Personal data processed (n=85%) 9% 2% 27%
Viruses etc. (n=122) ] 9%
Spam emails (n=247) 20% 27%

Source: Ofcom-ICO Research, 2019
Question: C7 Which site or service were you using when you came across your most recent experience of (potential harm)?

Base: All adult internet users who have experienced and are concerned about [potential harm] (bases 73-286)

NB. Refer to page 16-17 for full descriptions of concerns/potential harms. NB. Regarding child sexual abuse, some respondents may have been thinking about
programmes on covering this topic such as documentaries or dramas. NB. Smaller “other” sources, harms with a base size under 30 and DK are not shown.
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The same is true for 12-15 year olds, with social media sites/ OFcCcormM ico
Thaking communications work e

apps being the most common source for most of the potential g communicationswork £ "wdl "W @
harms

Places where potential online harm was experienced, among children aged 12-15 who have experienced
harm and are concerned about harm

HSocial Media  HInstant Messenger Search Engine M Video Sharing BEVOD HENews BGaming Email/other

Trolling (n=111) 45% 10% 0% 0% 4%
Hate speech (n=78%) 42% 4% I 6%
people pretending (1-100) S
Fake News (n=103) 5
Bullying (n=127) 39% 26% 0%40% 2%
Stalingcyberstling (1-58" W
Self-harm (n=60%*) 30% 5% 0% 0% 3%
Offensive language (n=85%) 26% 8% 0% 0% 6%
Viclentdisturting content (1=79°) i
ol misleading ads (n=45°)
Offensive videos/pictures (n=78*) o 4%
Unwelcome friend/follow (n=125) 23% 38% 0% 5%
Sexcal/pornograshic (=61 s 7%
Too much time onfine (n-c0*) RSN 25%
Scams/ fraud (n=45%) 13% 2% 27%
Child sexual abuse (n=39*) 0% 4%
Pressure to send info/photos (n=47%) 9% 26% 0%.0% 6%
Spam emails (n=86%) Z 0 38%
Viruses etc. (n=50%) 12%

Source: Ofcom-ICO Research, 2019
Question: C7 Which site or service were you using when you came across your most recent experience of (potential harm)?

Base: All children 12-15 who have experienced and are concerned about [potential harm] (bases 78-127)

NB. Refer to page 16-17 for full descriptions of concerns/potential harms. NB. Smaller “other” sources, harms with a base size under 30 and DK are not shown.
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Facebook is the most frequently mentioned source for most OfFcom lco
of the potential harms in our research making communications work @

for everyone Information Commissioner’s Office

Places where potential online harm was experienced, among adults who have experienced harm and are
concerned about harm

M Facebook M Facebook Messenger M Instagram M YouTube Google MW WhatsApp mTwitter Snapchat

Asked about ANY HARM 52% 13% 17% 23% 8%
unwelcome frend/folow (v-112) - |7 = ST T
Fake News (n=184) 69% 10% 11% 16% 7%

Trolling (n=73%) 67% 17% 5%
Offensive videos/pictures (n=119) 65% 21% 7% 13% 4% BV

Bullying (n=108) 62% 10% A 12%

Offensive language (n=89%) 62% 20% 13% 4%
Hate speech (n=103) 60% 6% 11% 4% 3%

Violent/disturbing content (n=155) 57% 4% 18% 12% 12% 6% [
Harmful/misleading ads (n=107) 53% 5% 9% 17% 5%

People pretending (n=81%) 53% 8% 1% % 7% 9% 8%
Too much time online (h=61*) 53% 15% 26% 16% 14% 6% 11%

Self-harm (n=52%*) 47% 1% 18% 8% 4%
Collecting data (n=97%) 43% 8% 10% 32% « 4%
Sexual/pornographic (n=98*) 36% 6% 16% 23% 8%
Scams/ fraud (n=286) 23% 3%27:3% 14% %

Personal data processed (n=85%) 20% 6% 6% 22% XOLL A%

Spam emails (n=247) 13% 5% . 4% ST DRNND % T3

Viruses etc. (n=122) 13% 5% [ 5% 19% 4%

Source: Ofcom-ICO Research, 2019
Question: C7 Which site or service were you using when you came across your most recent experience of (potential harm)?

Base: All adult internet users who have experienced and are concerned about [potential harm] (bases vary)

NB. Refer to page 16-17 for full descriptions of concerns/potential harms. NB. Smaller “other” sources, harms with a base size under 50 and DK are not shown.
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Just over a quarter (28%) of Facebook users claim to have Ofcom lco
experienced a potential online harm while using Facebook p;gkeiggrﬁf;gw“icaﬁ°"SW°rk il

Percentage of adults who have experienced potential harm on a platform they use

% Users

76% 66% 59% 58% 32% 30% 23% 21% 13% 9% 5%

M Experienced harm on platform (amongst users)

28%

16%

10% 10% 12%

8% 7%

7%

— ]

Twitter Sky News | Daily Mail | Guardian
website/app’  Online online

1%

Google Facebook | WhatsApp | YouTube | BBC News | Instagram | Snapchat
website/app

Source: Ofcom-ICO Research, 2019

Question: C7 Which site or service were you using when you came across your most recent experience of (potential harm)?
Base: All adult internet users who have experienced and are concerned about [potential harm] (bases 73-286)

E4. Which, if any, of the following sites or apps do you use howadays? Base: All adult internet users (2005)
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A quarter (24%) of 12-15 year olds using Facebook claim they
have experienced at least one potential harm when using the

platform

Percentage of children aged 12-15 who have experienced potential harm on a platform they use

% Users

89%

7%

YouTube

Source: Ofcom-ICO Research, 2019

69%

4%

WhatsApp

69%

3%

Google

64%

59%

57%

31%

QF‘com

making communications work
for everyone

17%

M Experienced harm on platform (amongst users)

12%

Instagram

8%

Snapchat

24%

Facebook

7%

Twitter

0%

BBC News

website/app

Question: C7 Which site or service were you using when you came across your most recent experience of (potential harm)?
B6. Which, if any, of the following sites or apps do you use nowadays? Base: All children 12-15 (1001)

ico.

Information Commissioner's Office

1%

3%

Twitch

5%

2%
]

Daily Mail
Online
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All most recent potential online harms experienced by adults are OfFcom lco
most likely to be from someone they don’t know personally making communications work ®

for everyone Information Commissioner’s Office

Individual responsible for potential harm experienced, among adults who have experienced harm and are
concerned about harm

- ° I 10% 15% Il 16%

H Know
personally
86% 8%
& 79% 78% 78%
[¢] o) 0, 0
4%  74%  73%  71%  71%  70%  70% 69% .
63%
54%
Don't know
personally
oo z Qo ¥ a0 o = £ = [ v a0 0o [ e
£ E o = : £ 5 5 g g 2 @5 - B
© oD c 7 o © = x T c2 > = = = = o
8 o g % = & o 3 ki s % 2 3 R = @
® ., £z 9] ~ 1S) ] @ 5 o by B g © @
£ T B o L £ “ ® O c % = 2 I c PR o by
~ ®© = o i) O @ O o b o] > (8]
o = ] g = » @ c O = ~
2 o - 5 - 2 ] = )
£ = o = = = = L 5
5 & 2 2 S B S T
«n & &

Source: Ofcom-ICO Research, 2019
Question: C4) Which, if any, of the following things have you come across on the internet in the last 12 months? C8) And did your most recent experience of [INSERT

CODE FROM C4] come from someone you know personally or someone you don’t know personally?
Base: All adult internet users who have experienced and are concerned about [potential harm] (bases 73-286)
NB. Refer to page 16-17 for full descriptions of concerns/potential harms
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Almost all most recent potential online harms experienced by children OFfFCoOoOrm lco
are most likely to be from someone they don’t know personally making communications work ®

for everyone Information Commissioner’s Office

Individual responsible for potential harm experienced, among children aged 12-15 who have experienced
harm and are concerned about harm

m DK

B Know personally

74% 66% 65%
° °  60% o
e 59% 9 9 9 0
8% Pa ot SBk Ba| 3% 53%| B52% [51% |aoe -
{¢]
Don't know
personally
z 1) e % 0 an = 0o ! o %) kel c an @ 0o
: ¢ £ ¢ ¢ & §5 £ 3 £ £ 3, & £ & £
o oy = = o =] = e o @® oo 5 [ c = —
= c 4 o = = i) 2 ® 0 = 8o 2 a _ =3
° © [0 ~ o o v o o o < © e © o
c — A © = o0 ] b c © o o O o o
w - o
Ko @ w 8 = < @ = < 55 S g x
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Source: Ofcom-ICO Research, 2019
Question: C4) Which, if any, of the following things have you come across on the internet in the last 12 months? C8) And did your most recent experience of [INSERT
CODE FROM C4] come from someone you know personally or someone you don’t know personally?

Base: All children 12-15 who have experienced and are concerned about [potential harm] (bases 78-127)

NB. Refer to page 16-17 for full descriptions of concerns/potential harms
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Section 4
Reporting potentially harmful online
experiences
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A fifth (19%) of adults have taken action to report Qpcﬂ ico
[

potentially harmful content they have seen online, with  Rreaeyene """ ommcmmomsone
the majority of these (63%) clicking the report button

Ever reported anything seen online you thought was offensive, disturbing or harmful

Why not? % All adults Actions taken
| haven’t seen anything _ 40% Click report button 63%
il ot i - 11% Unfollow/unfriend/block 28%
oiant ikt woud heto [ 20% Inform website/social media... 20%
Inform police 11%
Inform Ofcom || 7%

Didn’t know what to do . 9% -
Unfollowed/blocked . 6%

Didn't have time . 6%

Inform ISP 4%

Inform other regulator 1%

Thought someone else would report I 3% Can't remember details 3%

Asked someone else to report I 1% . Other 9%
Yes, reported online harm

m No, didn't report online harm*

*Including 3% “Don’t know”

Source: Ofcom-ICO Research, 2019
Question: D1) Have you ever taken action to report anything you have seen on the internet that you thought was offensive, disturbing or harmful? D2) What did you
do? D3) Why haven’t you reported anything that you have seen on the internet that you thought was offensive, disturbing or harmful?

Base: All adult internet users (2057), those who reported (376), those who have not reported (1631)
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A quarter of 12-15 year olds have taken action to

report potentially harmful content they have seen online.
The most likely actions are to tell a parent/ guardian
followed by clicking the report button

OfFcom

L& . ]
making communications work
for everyone

Ever reported anything seen online you thought was offensive, disturbing or harmful

Why not?

| haven’t seen anything
Unfollowed/blocked

Didn't think it would help

Didn't think bad enough

Didn’t know what to do

Couldn't be bothered

Thought someone else would report
Thought site would remove

Didn't have time

Source: Ofcom-ICO Research, 2019

I 7
I 7
I s
I s
I 2
B 0%
B o

B s«
|z

% All children

Yes, reported online harm

m No, didn't report online harm*

*Including 3% “Don’t know”

ico.

Information Commissioner's Office

Actions taken

Told parent/guardian
Clicked 'report' button
Unfollowed/blocked

Told a friend

Told another family member
Informed website/app itself
Told a teacher

Told another trusted person
Told the police

Told Ofcom

Told ICO

55%
42%
29%
22%
21%
17%
15%
7%
6%
3%
3%

Question: D1) Have you ever taken action to report anything you have seen on the internet that you thought was offensive, disturbing or harmful? D2) What did you
do? D3) Why haven’t you reported anything that you have seen on the internet that you thought was offensive, disturbing or harmful?

Base: All children 12-15 (1001), those who reported (247), those who have not reported (728)
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A quarter of 12-15 year olds have ever reported offensive OfFcomm ico
O

L BEEE |
making communications work

material they’ve seen online. Incidence of adults For sargont
reporting potential harms drops significantly with age

Ever reported something seen online that you thought was offensive, disturbing or harmful?

Adults overall
19%

Children overall
25%

29% 28%

25% 25% 25% 93%
20%

12 13 14 15 16-24 25-34 35-44 45-54 55-64 65-74 75+

Source: Ofcom-ICO Research, 2019

Question: D1 Have you ever reported something you have seen online that you thought was offensive, disturbing or harmful? This could include telling a person, using
a ‘report’ button or emailing/messaging a website or social media site. Base: All adult internet users (2057), All children 12-15 (1001)
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@
Online media is perceived to be less regulated compared to OfFcom lco
traditional media. Around a quarter believe there are no making communications work ®

for everyone Information Commissioner’s Office

regulations or restrictions for social media or video sharing services

Perceived regulation of different types of media, among adults % Some formof 2018

rules/regs

Public Service television channels 10% 8% 12% 87% A 80%

Online CatCh-l..Ip services for the Public 17% 119 1o o5 ik A
Service TV Channels

Other television channels 17% 4% 14% 16% 79% A 75%

UK newspaper websites 15% 13% 20% 74% 72%

Subscription video on demand services 21% 11% 20% 23% 68% 65%

Social Media sites 15% 21% 21% 59% 61%

Video sharing websites 21% 25% 20% 18% 54% V 58%

Instant Messenger services 19% 19% 17% 51% A 44%

Blogs and blogging websites 25% 37% 13% 13% 38% ¥ 48%*

Don’t know M There are no restrictions  Each company sets own rules {T&Cs) m Companies worked together set up industry body mWatchdog or regulator with legal powers

Source: Ofcom-ICO Research, 2019
Question: E2) I’'m now going to read out different types of media (for example TV, internet sites, newspapers etc.) and for each please tell me which one statement

best describes your understanding of the level of regulation in the UK?
Base: All adult internet users 2019 (2057), 2018 (1686). *wording in 2018 “Independently owned websites and blogs”
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be at least maintained, and there is a majority support for e W= ol
increased social media, video sharing, IM services and blog
site regulation (significantly more so than in 2018).

A large majority of adults believe existing regulation should OfFcom lco
e

Desired regulation of different types of media, among adults i
- be more  be more
Don’t know m Should be less regulation Same amount B Should be more regulation 2019 2018
Social Media sites ~ 10% 18% 70% 70% A 52%

Video sharing websites 11% 21% 64% 64% A 46%

Instant Messenger services 13% D% 23% 61% 61% A 40%

Blogs and blogging websites 19% 3% 21% % 57% A 44%*

U1
~J

Subscription video on demand services 16% 5% 45% 34% 3% A 26%

Other television channels 11% g 63% 22% 22% 24%

Online catch-up services for the Public

0, 0, o) 0,
Service TV Channels 10% 5% 63% 22% 22% 23%

UK newspaper websites 12% 52% 30% 30% 28%

Public Service television channels 7% 68% PAG) 20% V¥ 23%

Source: Ofcom-ICO Research, 2019
Question: E3) And for each type of media, do you think that there should be more, less or about the same amount of regulation as there is today?

Base: All adult internet users 2019 (2057}, 2018 (1686). *wording in 2018 “Independently owned websites and blogs”
Arrows indicate significant differences between 2018 and 2019.
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Social media and video sharing sites have relatively low OFcom ico
IeVEIS Of trust Compa rEd tO Other Online platform brands making communications work : s @

for everyone

% agreeing they trust (4-5) brand for...
For all answering about each brand (among adult users)

Protecting you from offensive content Not providing misleading information

@ d

Using your data responsibly/protecting
your personal data

0 &
BBC News 79% Sky News 71% BBC News 67%
Amazon 70% BBC News 70% Sky News 67%
Guardian 67% Amazon 58% Amazon 66%
Sky News 66% Google 51% Guardian 55%
Daily Mail Online 58% WhatsApp 51% Google 54%
Wikipedia 54% Guardian 51% WhatsApp 51%
Google 53% Daily Mail Online 46% Daily Mail Online 51%
WhatsApp 51% Snapchat 44% Wikipedia 45%
Snapchat 46% Wikipedia 42% Twitter 43%
Twitter 41% Twitter 34% Snapchat 42%
Instagram 34% Instagram 34% Instagram 38%
YouTube 33% YouTube 29% YouTube 34%
Facebook 30% Facebook 25% Facebook 31%

Source: Ofcom-ICO Research, 2019

Question: E5) Using a scale of 1 to 5, where 1 means you “do not trust it at all” and 5 means you “trust it a great deal”, please tell me how much you trust (brand) when
it comes to...Base: all adults randomly selected to answer about brand and using that brand: Facebook (557), Instagram (234), Wikipedia (214), Snapchat (198), Google

(607), BBC News (253), Amazon (420), Sky News (89), Twitter (158), Mail Online (61*), Guardian (45*), YouTube (433), WhatsApp (506)
*CAUTION LOW BASE
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12-15 year olds are also least likely to trust social media and OFcom ico
Video Sha ring SiteS. making communications work : s @

for everyone

% agreeing they trust (4-5) brand for...
For all answering about each brand (among users aged 12-15)

Protecting you from offensive content Using your data responsibly/protecting

your personal data

Not providing misleading information

BBC News 75% BBC News 70% BBC News 66%
WhatsApp 59% WhatsApp 63% WhatsApp 63%
Google 58% Twitter 57% Google 57%
Twitter 55% Google 56% Twitter 56%
Instagram 47% Snapchat 46% Instagram 52%
Twitch 46% Twitch 46% YouTube 49%
Facebook 45% YouTube 45% Snapchat 46%
YouTube 44% Instagram 44% Twitch 46%
Snapchat 41% Facebook 41% Facebook 45%
TikTok 40% TikTok 40% TikTok 42%

Source: Ofcom-ICO Research, 2019
Question: E5) Using a scale of 1 to 5, where 1 means you “do not trust it at all” and 5 means you “trust it a great deal”, please tell me how much you trust (brand) when

it comes to...
Base: all children randomly selected to answer about brand and using that brand: Facebook (236), Instagram (288), Twitch (48*), Shapchat (274), Twitter (144), TikTok 71
(60*), You Tube (405), WhatsApp (312), Google (314), BBC News (79). *CAUTION LOW BASE
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Despite the concerns raised, the majority agree that the benefits OfCcorMrm ico
Thaking communications work O

of going online outweigh the risks making communications work - N
for el[ervone Information Commissioner’s Office
Online attitudes % agree
Don't know/Refused MW 1 -Strongly Disagree 2 3 4 W5 - Strongly Agree (4'5)
The benefits of going online outweigh the risks 8% HG% 23% / 28% 599
0
If illegal, offensive or harmful material appears on the most o 5 " o . 5
popular/used sites/social media sites | would trust them to remove it... 9% EHYCR 12% 21% 22% 47%
I always agree to terms and conditions without reading them, so that | 59 19% 10% 20% : 24%
can access the service or content 1 9 o < ' g 47%

Websites and social media sites have an important role in supporting
free speech, even where some users might find the content offensive

10% 33 8% 30% 17% 47%

Websites and social media sites provide me with the tools and features |
need to stay safe online

It is impossible to avoid seeing harmful or offensive photos and videos if
: 8 P 7% 20% 21% 15% 35%

17% 10% 27% 13% 40%

you use the internet

Online ‘trolls” and bullies put me off using social media 9% 31% 18% 19% 3% 11% 24%

| don’t mind if organisations use information about me to decide which 5 5 - o
| don’t mind if organisations use information about me to decide what g & i 5 o 20 17%

18%

~
=X

Source: Ofcom-ICO Research, 2019
Question: E1) On a scale of 1 to 5, where 1 means Strongly disagree and 5 means Strongly agree, please tell me how much you agree or disagree with the following

statements.
Base: All adult internet users (2057)

INQO00615301_0121



Six in ten 12-15 year olds agree that the internet makes Ofcom ico
Children’s Iives better_ making communications work [ ]

for everyone Information Commissioner’s Office

Online attitudes

% agree
Don't know/don't use W 1 -Strongly Disagree 2 3 4 W5 - Strongly Agree (4'5)
Mostly agree to Ts&Cs without reading so that | can access the
. " ill 20 [
The internet makes children's lives better 3% 7% 26% % 61%
| feel safe when | go on social media | 9% E7% 26% 43% 57%  Visit lots of new sites 72%
Websites and social media sites provide me with the tools and o z o o "
features | need to stay safe online 10% 6% 25% 15% 55%
If harmful videos, pictures, audio or text appear | would trust o z o o "
(sites) to remove it quickly 10% g 10% 22% 16% 54%
Itis impossible to aveid seeing harmful or offensive photos and o 5 AB 57%, London 57%,
videos if you use the internet 8% M 17% 23% ‘ 48%  tqken action 56%, visit lots of
new sites 58%
Online bullies put me off using social media 7% 21% 24% 259 36% AB43%, taken action 51%
| don’t mind if sites use information about me to decide what
Q 0, 0, (0] 0, 0
recommendations they show me Xl 12% 18% 26% 7% 34%
| don’t mind if sites use information about me to decide which
adverts they show me 10% 18% 25% 6% 31%
People should be allowed to say what they want on the internet, | . = o o = o Fondon 35%, yist lots of new
even if some people are offended 6/6 27% 24% 7% 28% sites 37% ’

Source: Ofcom-ICO Research, 2019

Question: E1) On a scale of 1 to 5, where 1 means Strongly disagree and 5 means Strongly agree, please tell me how much you agree or disagree with the following
statements.

Base: All children 12-15 (1001)
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Among adults, there is a clear link between perceived OFcom ico
level of internet confidence and most attitudes regarding meingcommunications work ®

for everyone Information Commissioner’s Office
positivity about going online and trusting websites
Online attitudes

56%

—\/ery confident —Quite confident = Neither/not confident

20%
18%
1 15%
The benefits of going  If illegal, offensive or  Websites and social | always agree to terms  Websites and social It is impossible to avoid  Online ‘trolls’ and I don’t mind if 1 don’t mind if
online outweigh the harmful material media sites have an  and conditions without media sites provide me  seeing harmful or  bullies put me off using  organisations use organisations use
risks appears on the most important role in reading them, so that|  with the tools and offensive photos and social media information about me information about me
papular and most used supporting free speech, can access the service features| need tostay videosif you use the to decide what content to decide which adverts
websites and social even where some users or content safe online internet they show me they show me
media sites | would  might find the content
trust them to remove it offensive
quickly

Source: Ofcom-ICO Research, 2019

Question: E1) On a scale of 1 to 5, where 1 means Strongly disagree and 5 means Strongly agree, please tell me how much you agree or disagree with the following
statements.

Base: All adults (2057). Very confident internet users (685), Quite confident (129), Neither/not confident (219)
Circles indicate si

hificant differences between very confident internet users and not confident internet users.
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Among children, there is a clear link between perceived Ofcom lCO
level of internet confidence and most attitudes making communications work @

for everyone Information Commissioner’s Office

Online attitudes

BSN . =\/ery confident =—=Quite confident = Neither/not confident

58% 58%
52%

40% of “very confident”
DISAGREE with this (sig
higher than other groups) 8%

Agree T&Cs without Makes childrens lives | feel safe when | go Sites provide me with If harmful (content)

Itis impossible to  Online bullies put me | don’t mind if sites | don’t mind if sites  People should be
reading better on social media the tools and

appears | would trust avoid seeing harmful off using social media use info about me  use info about me
features | needto  (sites) to remove it {content) if use
stay safe online quickly internet

allowed to say what
{recommendations) (adverts) they want on the

internet, even if
some people are
offended

Source: Ofcom-ICO Research, 2019

Question: E1) On a scale of 1 to 5, where 1 means Strongly disagree and 5 means Strongly agree, please tell me how much you agree or disagree with the following
statements.

Base: All children 12-15 (1001). Very confident internet users (447), Quite confident (491), Neither/hot confident (62*) *CAUTION LOW BASE
Circles indicate significant differences between very confident internet users and not confident internet users.
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Information Commissioner's Office

making communications work
for everyone

Internet users’ experience of potential
online harms: summary of survey research

Conducted by: Jigsaw Research

Fieldwork: January/February 2020

JGW

research
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Background and Objectives Ofcom 1CO.

making communications work
for everyone

This research was commissioned by Ofcom with advice on research design provided
by The Information Commissioner’s Office.

The main objective of the research was to quantify concerns about, reported
experiences of and potential sources of online harm in three key categories:

CONTENT that people view, read or listen to online and INTERACTIONS with
other users

DATA / PRIVACY
HACKING / SECURITY

The research also explored knowledge and opinions of the current level of
regulation that applies to online environments

Similar research was undertaken by Ofcom and the ICO during February/March 2019

2
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Contents C_)WFCﬂ 1CO.
Section 1 Concerns about using the internet

A) Spontaneous concerns

B) Prompted concerns about children and concerns from children themselves

C) Prompted concerns more generally (amongst adult internet users 16+)
Section 2 Recorded experience of potential harms

A) Incidence of experience

B) Freqguency and impact of experiences
Section 3 Sources of potential harm
Section 4 Reporting potentially harmful online experiences
Section 5 Attitudes towards regulation and internet brands
Section 6 Technical Appendix
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Methodology Ofcom 1CO

® O 2,080 face-to-face in-home interviews with internet users aged 16+
m w in the UK
1] Quotas set on age, gender, region, social grade and urbanity

Fieldwork from 3rd January to 9th February 2020
Adults (16+)

,. @) 2,001 online interviews with children aged between 12 and 15.
] Quotas set on age, gender, region and social grade

nn
Children (12-15)

Fieldwork from 7th January to 11th February 2020

There were fewer high profile controversies about social media during the 2020 fieldwork period than in 2019, with the news
focusing on the aftermath of the general election and Brexit. This contrasts with the 2019 fieldwork period, when Molly Russell's
death, the Christchurch attacks and the Facebook-Cambridge Analytica investigation were all prevalent in the news.

We think that this might have had an impact on 2020 results — for example, with the average number of concerns reducing.
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Sources of potential harm - definitions

OfFcom
L& . ]
making communications work
for everyone

ico.

Information Commissioner's Office

The Social media, instant messaging, video sharing and gaming platform ‘nets’ have been based on
usage of the following services:

SOCIAL MEDIA

Facebook
Google Hangouts
Instagram
Linkedln
Pinterest
Reddit
Snapchat
TikTok
Tumblr
Twitch
Twitter
Viber
WhatsApp

Another social media platform
(RESPONDENTS ALLOWED TO
WRITE IN OTHERS)

INSTANT MESSENGER (IM)

Discord

Facebook messenger
Google Hangouts
iMessage

Snapchat
TeamSpeak
Telegram

Viber

WhatsApp

Another instant messenger (IM)
(RESPONDENTS ALLOWED TO
WRITE IN OTHERS)

VIDEO SHARING

YouTube
Vimeo

Daily motion
LiveLeak
Mixer
Twitch
Instabib.tv

Another video sharing site
(RESPONDENTS ALLOWED TO
WRITE IN OTHERS)

GAMING

Nintendo online
PlayStation network
Steam

Xbox live

Another gaming platform
(RESPONDENTS ALLOWED TO
WRITE IN OTHERS)
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Summary — Concerns about using the internet OfFcom 1CO.

making communications work
for everyone Information Commissioner’s Office

* We first asked adults whether they had any concerns at all about the internet (including social
media, using an app, video, online games and emails). Respondents were not shown any potential
harms to choose from at first, so anything they told us was top-of-mind. In total, 81% (+3% vs. 2019)
of adult internet users have at least one unprompted concern

* We then showed adult respondents a list of potential online harms (slide 20) and asked them which,
if any, concerned them specifically in relation to children, and then which concerned them more
generally. 12-15 year old research participants were shown a similar list (slide 21), using age-
appropriate language and asked to indicate which were of concern. After prompting, the
proportion of adult internet users concerned about at least once aspect of going online increases
to 83% (unchanged) in relation to children and 86% (+2%) more generally. In comparison, 89%
(-2%) of 12-15 year old internet users have at least one concern about going online.

* However, individual adult concerns in relation to children, and more generally, have both dropped
compared to 2019 (from 8 to 7 concerns in relation to children and 7 to 6 generally). This is possibly
due to the timing of the fieldwork — i.e. immediately after the election, when the news agenda was
focussed on Brexit / during a time when there were fewer high-profile controversies on social media

* NB: It is worth noting that 2020 scores remain higher than those reported in 2018*

* Asin 2019, adults and 12-15 year olds’ highest level of concern is around children’s exposure to
bullying, abusive behaviour or threats (45% and 52% respectively). Adults with children in the
household are especially concerned about this (54%), as are female 12-15’s (59%).

*0Ofcom/ICO undertook similar research during 2018, using an omnibus approach:

https://www.ofcom.org.uk/ data/assets/pdf file/0018/120852/Internet-harm-research-2018-report.pdf
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Summary — Concerns about using the internet OfFcom 1CO.

making communications work
for everyone Information Commissioner’s Office

* Adults remain more concerned about potential online harms in relation to children than about the
internet more generally. However, when asked about the internet more generally, adults are more
concerned about their personal information being stolen (43%), scams/frauds (42%) and their
data being processed without prior consent (37%).

* Most issues cause a significant level of concern, but the issue causing the greatest concern is

material showing child sexual abuse (83% of those expressing a concern with this were very
concerned in relation to children).
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Summary — Experience of potential harms Ofcom ico,

making communications work
for everyone

Information Commissioner's Office

62% (+1% vs. 2019) of adult and 81% (+2%) of 12-15 year old internet users have had at least one
potentially harmful experience online in the past 12 months.

* Adults are most likely to have experienced spam emails* (32%), scams/fraud (22%) and fake
news (16%)
12-15 year olds are most likely to have experienced offensive language (39%), spam (31%) and
unwelcome friend requests (29%). A quarter have experienced bullying (26%) or trolling (24%)
* As expected, increased time online increases the exposure to potential harms

Going online too much is the most frequently experienced potential harm (78% of adults and 53%
of 12-15 year olds who are concerned and experienced it in the last year said it occurred at least
weekly), but less frequent experiences have the greatest impact

Theft of personal information has the most severe impact on adults (59% found it very/fairly
annoying, upsetting or frustrating), along with non-consensual use of personal data (48%)
Bullying, abusive behaviour or threats has the biggest impact on 12-15 year olds (51%), along
with viruses (46%), hate speech (42%) and content promoting self-harm (40%)

* 34% (+5%) of adult and 41% (+3%) of 12-15 year old internet users have experienced something
that impacts them (i.e. something they found very/fairly annoying, upsetting or frustrating)

*There may be some crossover with some of the other potential harms mentioned in this report. For example, spam emails may range from being just

annoying to potentially harmful (e.g. containing scams and/or offensive content).
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Summary — Sources of potential harm Ofcom 1CO.

making communications work
for everyone Information Commissioner’s Office

» Social media sites remain the most commonly cited sources of harm
*  79% of adult internet users would like websites to do more to keep them and others safe

* Only 56% of 12-15 year olds feel safe when they go on social media and 41% are put off using
social media by online bullies

* 78% of 12-15 year olds know how to change the privacy settings on social media accounts and
68% have actually done so
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Summary — Reporting of harmful experiences Ofcom ico.

making communications work
for everyone Information Commissioner’s Office

* 19% (unchanged) of adults and 29% (+4%) of 12-15 year olds have taken action to report harmful
content they have seen online
* C(Clicking on the report button (69%, +6%) is the most common action taken by adults,
followed by blocking (22%, -6%) and informing the site (15%, -5%)
* 16-34’s, females and those with children in the household are most likely to report
* 12-15 year olds are more likely to tell a parent (50%, -5%) or click on the report button (39%, -
3%), followed by blocking (25%, -4%)

* Nearly 2 in 3 adult and 12-15 year old ‘reporters’ had seen the harmful content they reported on
social media
* 57% of adults and 33% of 12-15 year olds had seen the harmful content on Facebook
* 25% of 12-15 year olds had seen the harmful content on Instagram

* Respondents thought that the harmful content was removed in almost half of cases where it was
reported (46% of adult and 12-15 year olds cases)

* 58% of adult ‘reporters’ were satisfied with the outcome of their complaint
* NB: 12-15 year olds did not answer this question
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Summary — Attitudes towards regulation Ofcom 1CO.

making communications work

for EVE?OIIE Information Commissioner’s Office

* A higher proportion of adults think regulations are now in place for the following platforms:

* SVoD - 76% (2020) vs. 68% (2019)
* Social media - 74% vs. 59%
e [M-66%vs.51%
* Video sharing sites - 62% vs. 54%

— 16-54s and those with children in the household are most likely to think regulations in

place
This is possibly due to platforms being more publicly proactive about ways to mitigate harms experienced by

users

* Although high proportions of adults think these platforms are already regulated, there is high
levels of support for increased regulation, especially for:
* Social media —66% (2020) vs. 70% (2019)
* Video sharing sites - 57% vs. 64%
* IM-56% vs. 61%
— Females with kids in the household most likely to support more regulation

* The media that adult internet users feel should have more regulation — including social media sites
and video sharing services — are generally the least trusted sites

* Overall, internet users have mixed views about going online:
* 59% (-2%) of 12-15 year old internet users agree that the internet makes children’s lives better
* 66% (+7%) of adult internet users agree that the benefits of going online outweigh the risks
— However, 47% (-3%) of adults are concerned about how their info is used by organisations
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Section 1
Concerns about the internet
A) Spontaneous Concerns

12
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Without being prompted, four fifths (81%) of UK adults express OF‘com lco
maklng communications work

a concern about the internet

Unprompted Concerns

@ 8 1% (2019 78%)

Of adults have spontaneous concerns
about the internet

2019 l2020 (29% data/

privacy
excluding
spam)

Relating to Relating to Relating to
hacking/security interaction with data/privacy
other people/content

Source: Jigsaw Research "Potential online harms" February 2020

for everyone Information Commissioner’s Office

@ 27%F (2019 22%)

Of children (12-15) have spontaneous
concerns about the internet

Of those that are concerned, spontaneously they
mentioned...

(7% data/
privacy
excluding

50% Spa
v 3% 7%A
I

Relating to Relating to Relating to
interaction with hacking/security data/privacy
other people/content

*Self-completion methodology likely explains relatively low level of
unprompted concern compared to adults.

Significantly higher/lower A VW

Question context: | am now going to ask you a few questions about your opinion on using the internet. Just to confirm, using the internet includes things like visiting a social media site or
app, looking at a website or using an app, watching a TV programme or video clip, playing online games or checking emails.

Base: All adult internet users 2020 (2080), 2019 (2057) Question: C1. Do you have any concerns about the internet ? (Responses coded into list)
Base: All Children 12-15 (2001) Question: Cla. Do you have any concerns about the internet ? (Single code response — Yes/no/dk)

Base: Children 12-15 concerned on the internet 2019 (210) 2020 (532) Question: C1b. What concerns do you have? (Open response)
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Elements related to hacking/security are top of mind for OfFcom ico
adults — particularly amongst those aged 55+ making communications work B

for everyone Information Commissioner’s Office

UNPROMPTED Concerns

What concerns do you have about the internet?

NO
16-34 35-54 55+ . ABC1 C2DE Klale KIDS
DK 1% N HH
e B1% 66% | 64% (g0, | 64% oy
No °
Concerns relating B
CO;;?/ZHS to hacking/security 61%
Stated a
; 63%
to mteractionswit sa% SO | 56% °
0, ) )
other people and 51%V 41% e e
content . I
Females 56% vs. Males 45%
Concerns relating 37%W
. 0, 0,
4 N\ todata/privacy g qq 40% 33y ' 41% _— 41%  3p0

Significant subgroup differences in % having concerns
Females 84% vs. males 79%
ABC1 84% vs. C2DE 79%
Children in HH 85% vs. no children 80%
Taken action to report content 92% vs. not taken action 78%

\ .

Data/ privacy excluding spam:  29%  25% 32% 28% 32% 25% 32% 27%

Significantly higher/lower than 2019 A ¥
Source: Jigsaw Research "Potential online harms" February 2020
Question context: | am now going to ask you a few questions about your opinion on using the internet. Just to confirm, using the internet includes things like visiting a

social media site or app, locking at a website or using an app, watching a TV programme or video clip, playing online games or checking emails.
Question: C1. Do you have any concerns about the internet ? (Responses coded into list). Base: All adult internet users 2020 (2080) 2019 (2057)
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Those aged 35-54, with kids in the HH, ABC1s and femalesare OfFcorm s
likely to have more top of mind concerns making communications work ICOo

for everyone Information Commissioner’s Office

AV

Significantly

UNPROMPTED Concerns (ranked on all adults) e

KIDS IN  NO KIDS

What concerns do you have? ALL ADULTS 16-34 35-54 55 ABC1 C2DE HH IN HH MALE  FEMALE
Personal info being stolen/hacked AS%A  42% 45% 47% 46% 43% 48% 43% 42% 48%
Scams/fraud 41% 38% 39% 45% 43% 39% 43% 40% 38% 44%
Personal info used without knowledge* | 26% V 22% 27% 27% 29% 22% 28% 24% 23% 28%
Violent/disturbing content [N 20% ¥ 21% 26% 14% 23% 17% 27% 17% 17% 24%
Sexual/pornagraphic content [N 20% W 18% 26% 15% 23% 16% 25% 17% 15% 24%
Viruses etc 20% V¥ 19% 21% 18% 23% 16% 21% 18% 21% 18%
Private info made public 19% ¥ 19% 21% 18% 21% 17% 24% 17% 19% 20%
Spam emails NN 1°% V 19% 19% 21% 22% 16% 19% 20% 19% 20%
Fake News* [N 19% 19% 22% 16% 23% 14% 20% 18% 19% 18%
Bullying/abusive behaviour/threats [N 17% Y 20% 20% 12% 20% 14% 20% 15% 15% 19%
People pretending to be another person [N 17% ¥ 21% 18% 12% 20% 14% 22% 14% 13% 20%
Child sexual abuse imagery* [N 16% ¥ 16% 22% 12% 19% 13% 22% 13% 14% 18%
Offensive videos/pictures [N 16% Y 15% 23% 12% 20% 13% 20% 14% 15% 17%
Stalking/cyberstalking [N 15%VW 17% 18% 10% 18% 11% 17% 13% 12% 17%
Collecting data about me in unclear ways... NN 13% VW 11% 15% 13% 16% 10% 15% 12% 13% 13%
Harmful/misleading advertising [N 13% W 15% 14% 10% 16% 9% 15% 11% 13% 12%
Promotion terrorism/radicalisation [N 13% W 14% 15% 10% 16% 10% 17% 11% 13% 13%
Unwelcome friend/follow requests [N 12% W 12% 15% 9% 13% 11% 15% 11% 8% 16%
Trolling [N 12% 'Y 14% 15% 7% 14% 10% 16% 10% 9% 14%
Hate speech/inciting violence [ 11% W 11% 15% 7% 13% 8% 14% 9% 11% 11%
Offensive language [ 11% W 8% 15% 8% 14% 7% 12% 10% 8% 13%
Spending too much time online NI 11% 13% 11% 10% 13% 10% 12% 10% 9% 13%
Content promoting self-harm [N 10% WY 10% 12% 7% 11% 8% 12% 9% 9% 10%
Spending too much money online** [N 8% 10% 8% 6% 8% 8% 10% 7% 6% 10%
Cyber-flashing™* [N 8% 10% 10% 4% 10% 6% 10% 7% 7% 8%
Fake images/videos™ [ 8% 8% 9% 6% 9% 5% 9% 6% 7% 8%
Government/agency surveillance [l 7% W 7% 8% 6% 8% 5% 7% 7% 9% 5%
Feeling pressure to send photos/info** [l 6% 7% 8% 4% 7% 5% 10% 4% 6% 7%

Source: Jigsaw Research "Potential online harms" February 2020

Question: C1. Do you have any concerns about the internet?

Base: All adult internet users (2080)
Highlighting denotes significant differences between subgroups
*Wording changed in 2020. **New statement added 2020
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Individual concerns are generally lower than in 2019
UNPROMPTED Concerns (ranked on largest difference)

33%
28%27% 28%27% 26%26% 759,
23%

20
19% T IANG

E \ 20%

LB 7oy
0%1900 0%20%1900
16%

13%

0
129413% 11%11%

Source: Jigsaw Research "Potential online harms" February 2020

Question: C1. Do you have any concerns about the internet?
Base: All adult internet users (2080)

Highlighting denotes significant differences between subgroups
*Wording changed in 2020. **New statement added 2020

making communications work

ico.

for everyone Information Commissioner’s Office
A% 2019 | =—2020
; '\
216 %
(6% \ 18%
(¢}
11%//. 1 1%
% 15% \
1200 110
7% 6% 8% 8% 8%
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3in 10 12-15 year olds said they had spontaneous concerns OfFcom
about using the internet — notably interactions with other making communications work
people and content

UNPROMPTED Concerns What concerns do you have?

Age Age Age Age

Do you have any concerns about the internet? 2 18 14 1

v
Concerns relating 229%
19% 20% g
to 22%

hacking/security

Not sure
15%

Yes 27%

Concerns relating
to interactions
with other people
and content

2% a7% 51% 47%

5°%|I|I

11% 10%

No 58%

Concerns relating
Significant subgroup differences in % having concerns

0, 5o
to data/privacy 7% 3% I I 5%
N [
Girls 31% vs. Boys 25%

Visited lots of new sites/apps 38% vs. only used sites/apps used before 25%
Experienced a potential harm 33% vs no harm experienced 6%

@
1CO.
Information Commissioner's Office

Male Female ABC1 C2DE
20% 24% 26%

17%

a5y, °3% 50% 49%

% 6y

Ocygo
1111

Significantly higher/lower than 2019 A ¥

Source: Jigsaw Research "Potential online harms" February 2020. Question context: You're how going to see a few questions about your opinion of using the internet.
As a reminder, using the internet includes things like: using social media sites or apps such as Facebook, Shapchat and Instagram; looking at websites or apps; watching a
TV programme or video clip on YouTube or Netflix; playing online games, including through a PlayStation or Xbox; checking emails. Question: Cla. Do you have any

concerns about the internet ? Base: All children 12-15 (2001). Clb. What concerns do you have? UNPROMPTED, open-ended and verbatim comments coded.
Base: all expressing concern n=532
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@
The most common spontaneous concerns amongst 12-15 year OFcCcorMmm lco
olds relate to bullying and personal information being stolen making communications work S Sl Sl @

for everyone

UNPROMPTED Concerns

What concerns do you have? ~ ALL AGED 12-15 YEARS ‘;gze qg; Alie Algse Male  Female ABClL  C2DE
Bullying [ 5% 29% 21% 27% 23% 25% 25% 24% 26%
Personal info being stolen 16% 15% 14% 14% 18% 15% 16% 17% 14%
People pretending to be another person [N 11% 14% 13% 12% 5% 7% 13% 10% 11%
safety concerns (generally) [N 11% 9% 11% 9% 14% 12% 10% 12% 9%
Unwelcome friend/follow [N 10% 10% 12% 8% 9% 8% 11% 12% 6%
People being mean / insulting [ 6% 7% 8% 8% 2% 5% 7% 6% 6%
Personal data processed without consent - 4% 2% 7% 5% 3% 5% 4% 5% 3%
Scams/fraud 1% 3% 2% 3% 7% 3% 4% 5% 3%
Bad/creepy/dangerous people [l 4% 4% 4% 6% 1% 3% 4% 3% 5%
Offensive videos / pictures - 4% 4% 3% 4% 3% 3% 4% 3% 4%
Private info being made public 3% 2% 4%, 4% 3% 2% 4% 4% 1%
Being watched [l 3% 1% 4% 5% 2% 3% 3% 2% 4%
People or organisations collecting data about... - 3% 1% 4%, 5% 2% 4% 3% 3% 3%
Data protection [l 2% 1% 3% 1% 4% 3% 2% 3% 2%
Trolling (a person who deliberately says... - 2% 3% 3% 0% 3% 3% 2% 2% 4%
Paedophiles [l 2% 2% 2% 4% 1% 2% 2% 2% 3%
Sexual / pornographic content [l 2% 1% 1% 5% 2% 2% 2% 3% 2%
Viruses/trojans/worms/spyware/malicious... 2% 2% 3% 1% 3% 3% 2% 3% 1%
Hate speech / inciting violence [l 2% 1% 0% 2% 3% 2% 2% 2% 0%
Offensive / inappropriate websites . 2% 2% 0% 3% 2% 2% 1% 1% 2%

Significantly higher/lower than 2019 A ¥

Source: Jigsaw Research "Potential online harms" February 2020. Question context: You’re now going to see a few questions about your opinion of using the
internet. As areminder, using the internet includes things like: using social media sites or apps such as Facebook, Shapchat and Instagram; looking at websites or apps;
watching a TV programme or video clip on YouTube or Netflix; playing online games, including through a PlayStation or Xbox; checking emails. Question: Cla. Do you

have any concerns about the internet ? Base: All children 12-15 (2001). Clb. What concerns do you have? UNPROMPTED, open-ended and verbatim comments coded.
Base: all expressing concern n=532. *NO SIG TESTING DONE VS. 2019 AS DATA |S CODED FROM OPEN ENDED SO NOT ENTIRELY COMPARING LIKE WITH LIKE

INQO00615301_0142
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A selection of concerns voiced by children Ofcom ico
T S — =

making communications work
for everyone Information Commissioner’s Office

“Bullying of other children online and when my
UNPROMPTED Concerns friends tell me they have been bullied online and “Contact from people I don’t know.

some talk about killing themselves. It makes me Mean things being said t‘? me or nasty
seel and worried aboul ther” photos or comments being posted.”

Do you have any concerns about the internet?
“Sometimes it can used to bully people
or if you have a photo taken people
can be horrible”

“I worry that people will say
something nasty about stuff I post

Not sure online or that they will know personal
15% information about me, like where | live
Yes 27% “Getting hacked. People screenshotting f :

) or go to school. | also worry that
messages. People tracking where | am. .
o . someone will approach me and say
Believing scams. Apps not accepting my ., .
, X ) something inappropriate or that they
age, so have to put higher one in. Buying i
. . & may not be who they say they are.
things by accident
“I am concerned that people online who | don't know are not
No 58% who they say they are. But also the people who | do know and

talk to in real life can be completely different on social media.
It can get very bitchy and rumours spread like lightning. You
can turn up to school one day and everyone is talking about
something that you know did not happen. Or happened

but sometimes people I don't completely differently. Or you aren't sure if it happened or
know are added to groups on not. Loads of drama happens all the time because of it.

WhatsApp” Sometimes you feel you have to be on social media just so you
can stay in the loop”

“There is always bullying and
people being mean to each
other - I am not allowed to
talk to anyone I don't know

Source: Jigsaw Research "Potential online harms" February 2020

Question: Cla. Do you have any concerns about the internet ? Base: All children 12-15 (2001)

Clb. What concerns do you have? UNPROMPTED, open-ended and verbatim comments coded.
Base: all expressing concern n=532
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Section 1 continued Concerns about the

Internet

B) Prompted concerns about children online

- Adults’ concerns about children going online
- Children's own concerns about going online

20
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Glossary of terms

List used in the Adults survey — with corresponding chart reference text
|| Full Prompted List (Adults)

Sexual\ pornographic content

Imagery or videos of child sexual exploitation or abuse*

Offensive language

Offensive videos\pictures

Violent\ disturbing content

Fake News i.e. stories that are false or made up, written deliberately to mislead™
Promotion of terrorism\ radicalisation

Content promoting self-harm e.g. cutting, anorexia, suicide

Harmful or misleading advertising

Hate speech \ inciting viclence

Unwelcome friend\follow requests/unwelcome contact or messages from strangers
Stalking/cyberstalking (harassment from other internet users)

People pretending to be another person

Bullying, abusive behaviour or threats

Trolling (a person who deliberately says something controversial in order to start arguments or cause upset)
Feeling under pressure to send photos or other information about yourself to someone**
Cyber-flashing i.e. receiving unwanted sexual or nude images or videos from another person**
Fake images/fake videos e.g. deep fake videos**

Spam emails

Government\ agency surveillance

My personal data being used without my knowledge/consent*

People or organisations collecting data about me in unclear ways for commercial reasons
My personal information being stolen/hacked

Scams/ fraud

Private information being made public (e.g. photos)

Viruses/ trojans/ worms/ spyware/ malicious software

. Spending too much time online

. Spending too much money online/spending money you did hot mean to**

Other (WRITE IN)

Source: Jigsaw Research "Potential online harms" March 2019
*Wording changed in 2020. **New statement added 2020

OfFcom
L& - I
making communications work
for everyone

ico.

Information Commissioner's Office

Short Text (In charts)
Sexual/pornographic content

child sexual abuse imagery

Offensive language

Offensive videos/pictures
Violent/disturbing content

Fake News

Content promoting terrorism/radicalisation
Content promoting self-harm
Harmful/misleading ads

Hate speech

Unwelcome friend/follow/contact from strangers
Stalking/cyberstalking/harassment
People pretending to be someone else
Bullying/abusive behaviour/threats
Trolling

Pressure to send photos/info
Cyber-flashing

Fake images/videos

Spam emails

Government surveillance
Non-consensual personal data use
Unclear data collection (commercial use)
Personal info stolen

Scams/ fraud

Private info made public

Viruses etc.

Too much time online

Too much money online

INQO00615301_0145



Glossary of terms

OfFcom
L& - I
making communications work
for everyone

ico.

Information Commissioner's Office

List used in the children survey — with corresponding chart reference text

Sexual\ pornographic content

Imagery or videos of child sexual exploitation or abuse*

Swear words or offensive language

Offensive videos\pictures

Violent\ disturbing content

Fake News i.e. stories that are false or made up, written deliberately to mislead*®
Promotion of terrorism\ radicalisation

Content promoting self-harm e.g. cutting, anorexia, suicide

Adverts that contain untrue information

Hate speech \ inciting violence

Unwelcome friend\follow requests/unwelcome contact or messages from strangers
Stalking/cyberstalking (harassment from other internet users)

People pretending to be another person

Bullying, abusive behaviour or threats

Feeling under pressure to send photos or other information about yourself to someone
Cyber-flashing, i.e. receiving sexual or nude images or videos that you have not asked for from another
person, for instance via Apple AirDrop or on messaging or social media apps**

Fake images/fake videos, e.g. deep fakes**

Spam emails

Government\ agency surveillance

My personal data being processed without my knowledge/consent

People or organisations collecting data about me in unclear ways to make money

My personal information being stolen/hacked

Scams/ fraud

Private information being made public (e.g. photos)

Viruses/ trojans/ worms/ spyware/ malicious software

. Spending too much time online

. Spending too much money online

Other (WRITE IN)

Source: Jigsaw Research "Potential online harms" March 2019
*Wording changed in 2020. **New statement added 2020

Full Prompted List (children)

Trolling (a person who deliberately says something controversial in order to start arguments or cause upset)

Short Text (In charts)

Sexual/pornographic content

child sexual abuse imagery

Offensive language

Offensive videos/pictures
Violent/disturbing content

Fake News

Content promoting terrorism/radicalisation
Content promoting self-harm
Harmful/misleading ads

Hate speech

Unwelcome friend/follow/contact from strangers
Stalking/cyberstalking/harassment

People pretending to be someone else
Bullying, abusive behaviour or threats
Trolling

Pressure to send info/photos

Cyber-flashing

Fake images/videos

Spam emails

Government surveillance
Non-consensual personal data use
Unclear data collection (commercial use)
Personal info stolen

Scams/ fraud

Private info made public

Viruses etc.

Too much time online

Too much money online
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As in 2019, 8 in 10 adults expressed a concern in relation to OFcom s
children on the internet. The majority of these are concerned  Taking communications work ICOo

for everyone Information Commissioner’s Office

about the types of content and interactions children may be exposed to online
Concerns in relation to children

Any concern (NET) 83%
Bullying/abusive behaviour/threats
Sexual/parnographic content
Violent/disturbing content 2020 =2019

People pretending to be someone else

Too much time online

Child sexual abuse imagery*

\ =76% (2019 80%)

Ave ra ge Offensive videos/pictures
Unwelcome friend/follow/contact from strangers .
num be r Of Stalking/cyberstalking/harassment Most concerned: rEIatI/ng to
. Content promoting self-harm 42% * 35-54 yearolds (88%) Content/contact
Conce rns- Trolling vv ® Those with children (92%) -th th
deamisl Traud *  Heavy internet users*** (91%) Wi others
o n * Those visited 1-2 new websites in ; ,
7 . O Pressure to send photos/info past month (87%) = 38% (2019 44%)
Harmful/misleading ads I t. X t
(2019 8_0) Cyber-flashing** re. a lng o )
Cffensive language \ ) haCklnglsecu rlty

Non-consensual personal data use*

Fake images/videos** =31% (2019 35%)
Personal info stolen .
Hate speech 33% rEIatlng to

Private info made public

data/privacy

Content promoting terrorism/radicalisation 33%
Data/ privacy —

excluding spam: 26%

Viruses etc.

Fake News™

Spam emails

Too much money online**

Unclear data collection (commercial use)
Government surveillance

Source: Jigsaw Research "Potential online harms" Feb 2020
Question: C2a) Firstly, which, if any, of the following concern you in relation to children?

Base: All adult internet users (2080), those with children in household (691), those with no children in household (1379)
*Wording changed in 2020. **New statement added 2020. ***Heavy Internet users 5+ hours weekdays AND 10+ hours weekends
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Both parents and non-parents are especially concerned about
bullying, abusive behaviour and threats. Parents generally have
more concerns about the potential harms affecting children

Concerns in relation to children

Average
number of
concerns:

No Children:

6.4

Have Children:

8.1

Any concern (NET)

Bullying/abusive behaviour/threats
Sexual/parnographic content
Violent/disturbing content

People pretending to be someone else
Too much time online

Child sexual abuse imagery*

Offensive videos/pictures

Unwelcome friend/follow/contact from strangers
Stalking/cyberstalking/harassment
Content promoting self-harm

Trolling

Scams/ fraud

Pressure to send photos/info**
Harmful/misleading ads
Cyber-flashing**

Cffensive language

Non-consensual personal data use*

Fake images/videos**

Personal info stolen

Hate speech

Private info made public

Content promoting terrorism/radicalisation
Viruses etc.

Fake News™

Spam emails

Too much money online**

Unclear data collection (commercial use)

Government surveillance

Source: Jigsaw Research "Potential online harms" Feb 2020

FEPA
45%
42%

36%
36%
32% 36%

31% 37%
30% 37%

28% 34%
27% 34%
26% 30%
25% 32%
27%

25% 30%
23% 26%

23% 28%
22% 25%

22% 25%
22% 26%
26%
21% 21% 23%
? ; 22%
19% 18% 19%
' 21%

I 20%
16% 15% 18%
16% 15% 17%
15%14% 17%

5% il

Question: C2a) Firstly, which, if any, of the following concern you in relation to children?

making communications work
for everyone

79% 92%

Base: All adult internet users (2080), those with children in household (691), those with no children in household (1379)
*Wording changed in 2020. **New statement added 2020.

@
1 c O e
Information Commissioner's Office
mm All adults
e Have no

children
= Have children

=76% (2019 80%)
relating to

Content/contact
with others

= 38% (2019 44%)
relating to
hacking/security

=31% (2019 36%)
relating to
data/privacy

Data/ privacy —
excluding spam: 26%
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As in 2019, 9in 10 12-15 year olds have at least one concern.
In particular, they’re concerned about the conduct of others,
especially bullying and people pretending to be other people

Proportion of children expressing a concern

Any concern (NET)

Bullying, abusive behaviour or threats

People pretending to be someone else

Trolling

Personal info stolen

Unwelcome friend/follow/contact from strangers
Non-consensual personal data use

Ave ra ge Viruses etc.

Scams/ fraud

num be r Of Stalking/cyberstalking/harassment
. Hate speech

Concerns . Private info made public
Violent/disturbing content

8 " 6 Offensive videos/pictures

Fake images/videos**

(2019: 8_2) Sexual/parnographic content
Content promoting self-harm
Child sexual abuse imagery*
Fake News*

Cyber-flashing**

Unclear data collection (commercial use)
Spam emails

Content promoting terrorism/radicalisation
Too much time online

Harmful/misleading ads

Pressure to send info/photos

Offensive language

Too much money online
Government surveillance

30%

Source: Jigsaw Research "Potential online harms" Feb 2020

Question: C2) Which, if any, of the following things concern you about the internet? PROMPTED

Base: All children 12-15 (2001)
*Wording changed in 2020. **New statement added 2020.

Ofcom JCO.

making communications work
for everyone Information Commissioner’s Office

(2019: 91%)

86% (2019: 87%)
relating to

Content/contact
with others

70% (2019: 73%)
relating to
hacking/security

56% (2019: 56%)

relating to
data/privacy

Data/ privacy —
excluding spam: 49%

Significantly higher/lower than 2019 A V¥
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Girls are more likely to express concerns about the internet OfFcom ico
@

than boyS, Signiﬂca ntly SO in Ma ny aredas making;mmunicationswork
for evervone Information Commissioner’s Office
Proportion of children expressing a concern
B oys —Girls

7% 5% 459

34%35%

5 32% ‘
30%40% . 39%37%373 28%
; 25%24%24%
30%30%30% 2994 504 28% - 21%20%<>20%
Q 0, &
25423%254 22%22%23%2 14%13%
18%18% o 18% o=
° o A
. D X - X, * X, * * *
I It R S & E ST F € & ST E S
K @ o : S : NS : Q& N
¢ oé‘zo © S '56 4\*& %6‘6 & e .(\Qoo er ,,\“‘\ ‘-\\cf‘\ £ § ,S{.@ 1\\’06\(&&“\ vbé\z, 'bb\' go\é NG o°¢\ °¢\Q’
4 ] :
(4

Source: Jigsaw Research "Potential online harms" Feb 2020

Question: C2) Which, if any, of the following things concern you about the internet? PROMPTED
Base: All children 12-15 (2001)

*Wording changed in 2020. **New statement added 2020.
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- - .
14 and 15 year olds are slightly more likely to express concerns OfFcom ICO
abOUt the internet, except fOF unWEIcome friend/fO”OW ;nakingcgmmunicationswork ®
Oor everyone Information Commissioner’s Office
requests

Proportion of children expressing a concern

12 13 14 15

0
38%882%

0 0

36% 34%36433%

31%

217% 2T%

Source: Jigsaw Research "Potential online harms" Feb 2020

Question: C2) Which, if any, of the following things concern you about the internet? PROMPTED
Base: All children 12-15 (2001)

*Wording changed in 2020. **New statement added 2020.
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15 year olds are significantly more concerned than 12 year olds OF‘com
abOUt data/prlvacy and haCk|ng/SeCU r|ty maklngcommunlcatlonswork lco

for everyone Information Commissioner’s Office

Proportion of children expressing a concern

92% H12 m13 m14 =15

90% 89% q o .
88% 87% ga% 85% 86%

0
/0% 689
56%  55%
Any concern (NET) Net: Concerns around Net: Concerns around data/privacy Net: Concerns around
content/contact with others hacking/security

Source: Jigsaw Research "Potential online harms" Feb 2020
Question: C2) Which, if any, of the following things concern you about the internet? PROMPTED

Base: All children 12-15 (2001)
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SEG tends not to have a big impact on how likely a user was to OFcom ico
@

eXp ress concerns making czmmunications work
for evervone Information Commissioner’s Office
Proportion of children expressing a concern
N e ABC1 C2DE
52%N
497

\."\'_,,;,_
42%A43% 0N )
0T 41% 8% \
39% X P
o, 359 \r” -
° 30%029%029%29%20% N
2

D D)
274%, *w—""-\___\l‘
20%—""19%19M1>%

Source: Jigsaw Research "Potential online harms" Feb 2020

Question: C2) Which, if any, of the following things concern you about the internet? PROMPTED
Base: All children 12-15 (2001)

*Wording changed in 2020. **New statement added 2020.
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@
Children generally express higher levels of concern for Ofcom lco
themselves compared with adults on their behalf; notable .

exceptions being too much time online, sex/pornographic content and pressure to send photos
Adult concern re children vs. children concern about themselves (ranked on adults)

e=12-15's about themselves = Adults about children

52%

43% 42%

38% 40 N\ 39%
35% —\ 34% 34%
N 29% il 28%

\ 25%

(o)
30% 29% 30% g0, 2%
27 36% 25% 25%
0 2% )39 Vv 14%
- 23%——22% 22% 21% 21% 209 6
19% 19% 19% 19% e go 9% 100 57 N
15% °©15%
9%
4 e 4 4 oo w [8) . —_
E 5 &8 §5 £ & £33 5 E & 3 E 3 8 i EEME® t 3 3 T £ L8 % ENCEEE
[J] = + = @ =5 = © L= e = o > [®] = =
= = @ = c o -~ < = E e = (= (o] £ oo O 031) 8_ ) g_ (49} wn = m £ = a g
= Do E e R =R B EE R el BER RS RS R e e 5 o B2 § SRS R
T o 2 = g E 5 3 2 3 g E 2 B = NIM c @ £ © g 5 £§ © NN
e |5 & £ 5 g ¢ zg 2 w B 3 T 2 g e ¢ = g F > 23 ¢ WS 3
= F o = b5 o= B2 B & 5| ¥ g £ w2 5 B =8 s sr £ <
£ @ ng 5 2 ® > 5§5 £ 2 3 5 = E 2 8 g £ EE £ s &
8 g £ 5 E § & Bz 3 5§ & 2 ¢ BN 5 5 o £2 5 g E
i o (o) = [T R = © 5 O @
i) o) o = 3 = ) QL = (7] e 57 — (el (&) 18 = et S =
> c = o & o o = © T © O = = o
) e_’ (] 5 = 3 [} “- o (] it = © w S =2 E £ 8 >
3 = 9 5 - £ €& 2 §F v T 2 & 2 5 pt o
= = B~ = — @ | & foy = = o) BL )
© > o = = (o) S = 3 g = ©
“ob [T o) o b 5] a c ©
= || 2 e 7 = | - g S —~
= i 5 E = =
o wy = (=
=)

Source: Jigsaw Research "Potential online harms" Feb 2020
Question: C2a. Which, if any, of the following concern you in relation to children? Base: All adult internet users (2080)

C2. Which of the following concern you about the internet ? Base: All children 12-15 (2001)
*Wording changed in 2020. **New statement added 2020

INQO00615301_0154



Adults with children in the HH are significantly more likely to OFcomm s
be concerned for children in relation to most of the potential  making communications work ICOo

. for everyone Information Commissianer’s Office
harms listed
Adults concern for children vs. children concern about themselves
PROMPTED (ranked on all adults
Bullying/abusive behaviour/threats 52% 45% 54% 41%
Sexual/pornographic content 30% 42% 49% 39%
Violent/disturbing content 33% 36% 43% 32%
People pretending to be someone else 48% 36% 45% 31%
Too much time online 19% 32% 36% 30%
Child sexual abuse imagery * 29% 31% 37% 28%
Offensive videos/pictures 33% 30% 37% 26%
Unwelcome friend/follow/contact from strangers 40% 28% 34% 25%
Stalking/cyberstalking/harassment 35% 27% 34% 24%
Content promoting self-harm 29% 26% 30% 25%
Scams/ fraud 38% 25% 27% 24%
Trolling 43% 25% 32% 21%
Pressure to send photos/info** 19% 25% 30% 22%
Harmful/misleading ads (children: contain untrue info) 19% 23% 26% 22%
Cyber-flashing** 27% 23% 28% 21%
Non-consensual personal data use* 40% 22% 25% 21%
Fake images/videos** 30% 22% 26% 20%
Offensive language (children: swearwords or offensive) 19% 22% 25% 20%
Personal info stolen 42% 21% 26% 19%
Hate speech 34% 21% 23% 21%
Private info made public 34% 20% 22% 19%
Fake News* 28% 19% 20% 19%
Content promoting terrorism/radicalisation 23% 19% 19% 18%
Viruses etc. 39% 19% 21% 18%
Too much money online** 15% 16% 17% 15%
Spam emails 23% 16% 18% 15%
Unclear data collection (commercial use) 24% 15% 17% 14%
Government surveillance 14% 9% 10% 8%

Source: Jigsaw Research "Potential online harms" February 2020
Question: Which, if any, of the following concern you in relation to children? Base: All adult internet users (2080)

C2. Which of the following concern you about the internet ? Base: All children 12-15 (2001)
*Wording changed in 2020. **New statement added 2020
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At a total level, bullying is of concern for more than half of both OF‘com lco
adults and children. Data misuse (personal info stolen, scams, ;ggke'ggr;gr;gwmcat'°"swwk
fraud) is of greater concern to adults

* ;
Total concerns Adults Children aged 12-15
Any concern (NET) I /% A Any I °0%
Personal info stolen 65% Bulling / abusive behaviour / threats [N 53%

I 48%
Personal info stolen 43%
Trolling NN 43%
Unwelcome friend / follow / contact... I 41%
Non-consensual personal datause [N 40%

Scams / fraud 64% People pretending to be someone else

Non-consensual personal data use [N 549V
Bullying / abusive behaviour / threats [N 53%V
Sexual / pornographic content N 50% Y
People pretending to be someone else [N 48%VY

Violent / disturbing content [N 43%Y = 5 T Viruses etc. 39% o . o
Child sexual abuse imagery NN 41%VY 85% (2019 86/’) Scams / fraud 38% 86% (2019' 87/’)
Too much time online NN 41%VY relating to stalking / cyberstalking /harassment [ 35% relating to
Offensive videos / pictures [N 40%VY Hate speech [ 35%
A & Content/contact Private info made public 34% Content/contact
Unwelcome friend / follow / contact... [N 33%'Y With Othe rs Violent / disturbing content [ 33% With Others
Private info made public 38%' Offensive videos or pictures [N 33%
Viruses etc. 36%' — o/ { Yol Sexual/pornographic content [ 30% 0 N o/
Stalking / cyberstalking / harassment [N 36%'VY 81,6 (2019 80/’) Fake images/fake videos [N 30% 7OA (20-19. 74/,)
Fake News [N 35% rE|at|ng to Content promoting self-harm [ 29% 'V rEIatlng to
Harmful / misleading ads [N 35% . . Child sexual abuse imagery [N 29% . .
Content promoting self-harm [N 33%'v haCklnglsecurlty Fake News [N 28% haCk"\.glsecurlty
Troling [N 33% VY Cyber-flashing N 27%
Unclear data C0||9Ctiogt£:0m-melrda| use) [N ;;Z:; = 68% (2019 71%) Unclear data collection écommerci.zlal... . ;;1*)//,‘ 56% (2019: 56%)
ensive language [N ) . pam emails N 23% :
Hate speech [N 31% VW rEIatlng to Content promoting terrorism /... I 23% rEIatlng to
Fake images/fake videos [N 30% . Too much time online I 19% .
Content promoting terrorism /... NN 30%W data/prlvacy Harmful/misleading ads [ 19% data/prlvacy
Cyber-flashing [N 30% Data/ privacy — Pressure to send photos/info [ 19% Data/ privacy —
Pressure to send photos/info [N 29% 2 . o Offensive language I 19% . . &
Too much money online | 25% eXCIUdmg SRallx 60% Too much money online M 15% eXCIUdmg SRArT: 49%
Government surveillance [ 19%V Government surveillance [ 14%

Source: Jigsaw Research "Potential online harms" Feb 2020
Question: C1. Do you have any concerns about the internet ? (Responses coded into list). C2a/b Which of the following concern you in relation to children/more

generally. C4. Which if any of the following things have you come across on the internet in the last year?
Base: All adult internet users 2020. *TOTAL CONCERNS IS ANY UNPROMPTED, PROMPTED IN RELATION TO CHILDREN OR GENERALLY
Base: All children 12-15 2020. *TOTAL CONCERNS IS ANY UNPROMPTED OR PROMPTED IN RELATION TO THEMSELVES

Significantly higher/lower than 2019 A V¥
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Adults are most concerned about bullying and sexual/ OFcom -
pornographic Content in re|ati0n tO Children - fO”OWEd by making communications work lco.

for everyone Information Commissioner’s Office

violent/disturbing content and people pretending to be someone else
Level of concern (amongst total adult sample) in relation to children

% concerned (rating 4-5)

Not concerned Mild (1-3) Quite (4) H Very (5) 2020
Bullying/abusive behaviour/threats 55% 3% 10% 2% Y
Sexual/pornographic content 58% 2% 7% 39% Y
Violent/disturbing content 65% 3% 7% 32% Y
People pretending to be someone else 65% 3% 8% 32% Y
Child sexual abuse imagery* 69% 2%4% 29% Y
Offensive videos/pictures 70% 2% 7% 27% V¥
Too much time online 68% 5% 9% 26% Y
Content promoting self-harm 74% 194% 25% Y
Unwelcome friend/follow/contact from strangers 73% 3% 6% 25% Y
Stalking/cyberstalking/harassment 73% 2% 6% 24% Y
Pressure to send photos/info** 76% 3% 6% 22%
Cyber-flashing** 77% 1%4% 21%
Trolling 75% 3% 5% 21% Y
Scams/ fraud 75% 4% 7% 21% ¥
Non-consensual personal data use* 78% 2% 5% 20% v
Harmful/misleading ads 77% 4% 7% 19% Y
Personal info stolen 79% 2%4% 19% Y
Hate speech 79% 2% 5% 19% Y
Fake images/videos** 78% 3% 5% 19%
Private info made public 80% 1%5% 19% Y
Offensive language 78% 4% 5% 17% Y
Content promoting terrorism/radicalisation 81% 1% 7 17% Y
Viruses etc. 82% 3% 4% 16% Y
Fake News* 81% 4% 4% 15%
Too much money online** 84% 3% 4% 13%
Unclear data collection (commercial use) 85% 2%4% 13% Y
Spam emails 84% 1% 4% BN 12% Y Significantly
Government surveillance 92% 22V 7% Y higher/lower
Anything else 97% (013729 3% than 2019

AV

Source: Jigsaw Research "Potential online harms" Feb 2020

Question: C3a) | am now going to read out the areas you are concerned about in relation to children. | would like you to tell me on a scale of 1 to 5, where 1 means

Mildly concerned and 5 means Very Concerned, how concerned you are about each.
Base: All adult internet users (2080).
*Wording changed in 2020. **New statement added 2020
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Notable that children have less strong concerns for themselves OfFcCcorMrm ico
O

vs. adult concerns about children. They are most concerned makingeammunigations wark

for everyone Information Commissioner’s Office

about bullying, people pretending to be someone else and personal information theft
Level of concern (amongst all children 12-15)

% concerned (rating 4-5)

Not concerned Mild (1-3) Quite (4) H Very (5) 2020
Bullying, abusive behaviour or threats 48% 11% 20% 41%
People pretending to be someone else 53% 14% 18% 34%
Personal info stolen 58% 8% 15% 34%
Non-cansensual personal data use 61% 8% 16% 32%
Trolling 58% 11% 18% 31%
Viruses etc. 62% 11% 14% 27%
Scams/ fraud 63% 10% 14% 27%
Unwelcome friend/follow/contact from strangers 60% 13% 16% 27%
Stalking/cyberstalking/harassment 66% 8% 13% 26%
Private info made public 67% 8% 13% 26%
Hate speech 66% 8% 13% 26%
Violent/disturbing content 67% 8% 12% 25%
Offensive videos/pictures 68% 8% 13% 24%
Child sexual abuse imagery* 72% 5% 9% 24%
Sexual/pornographic content 71% 7% 10% 23%
Content promoting self-harm 72% 6% 9% 22%
Cyber-flashing** 74% 5% 10% 21%
Fake images/videos** 71% 10% 11% 20%
Fake News* 73% 10% 10% 17%
Content promating terrorism/radicalisation 78% 5% 8% 17%
Unclear data collection {commercial use) 77% 6% 9% 17% A
Pressure to send info/photos 81% 5% 7% 13%
Spam emails 77% 10% 8% 13%
Offensive language 81% 6% 7% 12%
Harmful/misleading ads 81% 8% 7% 11%
Too much time online 81% 8% 7% 11% I

; Significantly

Government surveillance 86% 4% 5% 10% higher /lower

Too much money online 86% 5% 6% 9% than 2019

AV

Source: Jigsaw Research "Potential online harms" Feb 2020

Question: C3) | am now going to read out the areas you are concerned about. | would like you to tell me on a scale of 1 to 5, where 1 means Mildly concerned and 5

means Very Concerned, how concerhed you are about each.
Base: All children 12-15 (2001)
*Wording changed in 2020. **New statement added 2020
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Most issues highlighted cause a significant level of concern. OFcom ico
e O

In particular, adults are concerned about child sexual abuse making commurications work
. . ] Or everyone Information Commissioner’s qmce_ ]
images, sexual/ pornographic content and content promoting self harm lgnificantly
igher/lower
Level of concern (amongst those concerned about each) in relation to children tha”i°$
DK H Mildly concerned 2 3 4 B Very concerned 9% concerned (rating 4-5)
child sexual abuse imagery (1=006)* A% 14% 95%
Sexual / pornographic content... JI4% 18% 94%
Content promoting self-harm... |i5% 14% 94%
Private info made public (n-669) ~[JINI5% 22% 93%
Bullying / abusive behaviour/... JII5% 23% 93%
Cyber-flashing (n=408)** |69 19% 93%
Content promoting terrorism /... [IIT6% 13% 92%
Offensive videos / pictures (n=641) [IN7% 22% 92%
Violent / disturbing content (n=503)  |IIE% 21% 91%
stalking / cyberstalking /... 7% 24% 90%
People pretending to be someone... [RITIT% 22% 90% Niasignificant
Unwelcome firiend / follow... JRII8% 23% 90% changes vs.
My personal information being... JINB% 17% 90% 2019
Non-consensual personal data use... |IIINB% 22% 89%
Hate speech (n=561)  [NIINZ% 22% 89%
Pressure to send photos/info... || 8% 24% 89%
Fake images/videos (n=532)**  |NIINL1% 23% 86%
Trolling (n=502)  [NIII0% 18% 86%
Unclear data collection... | 12% 26% 86%
Viruses etc. (n=213) IIIINIO% 22% 85%
Scams / fraud (n=488) [INL2% 26% 84%
Harmful or misleading ads (1=340) [ 13% 30% 83%
Too much time online (1=493)** [ 14% 29% 82%
Too much money online (n=546) i 15% 24% 81%
Offensive language (n=457) [l 15% 22% 80%
Fake News (n=414)* | 15% 23% 80%
Government / surveillance (n=704) [l 12% 19% 78%
spam emails (n-381) [ 16% 23% 73%

Source: Jigsaw Research "Potential online harms" February 2020

Question: C3a) | am now going to read out the areas you are concerned about in relation to children. | would like you to tell me on a scale of 1 to 5, where 1 means

Mildly concerned and 5 means Very Concerned, how concerned you are about each.
Base: All adult internet users (2080) who are concerned about each element (bases as shown)
*Wording changed in 2020. **New statement added 2020
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Levels of concern tend to be lower amongst 12-15 year olds

(compared to the adults). They are most concerned about

images of child sexual abuse and content promoting self-harm

Level of concern (amongst those concerned about each) children about themselves

DK

Child sexual abuse imagery (n=595)*
Non-consensual personal data use (n=574)
Persanal info stolen (n=379)

Bullying / abusive behaviour / threats (n=657)
(n=661)
Sexual/pornographic content (n=557)

Content promoting self-harm

Private info made public (n=457)
Cyber-flashing (n=576)**

Content promoting terrorism / radicalisation (n=388)
Stalking / cyberstalking / harassment (n=690)
Violent/disturbing content (n=808)

Hate speech (n=688)

Offensive videos / pictures (n=963)

Trolling (n=1049)

Scams / fraud/ (n=852)

Unclear data collection (commercial use) (n=386)
Viruses etc. (n=538)

People pretending to be someone else (n=602)
Government surveillance (n=466)

Pressure to send photos/info (n=279)
Unwelcome friend / follow / contact (n=799)
Fake images/ videos (n=474)**

Offensive language (n=848)

Fake News (n=759)*

Too much money online (n=678)
Harmful/misleading ads (n=775)

Too much time online (n=389)

Spam emails (n=297)

2

31%

31%

mA little

4%  12%
B% 16%

13% 15%

13% 17%

13% 17%

04% 17%

14% 18%

B% 17%
Ba% 18%

3% 19%

14% 19%

14% 20%

13% 21%

13% 22%

I 5% 20%

| 6% 21%

| 4% 23%

B 4% 23%

I 5% 21%

B 4% 23%

B 5% 25%

B 7% 24%
B % 25%
B % 29%
B 7% 28%
B 8% 30%
m 5% 31%
I 10%

Source: Jigsaw Research "Potential online harms" February 2020

QF‘com

making communications work

for everyone

3 4 mVery
40%
36%
37%
33%
33%
37%
36%
34%
38%
36%
37%
40%
42%
37%
37%
36%
37%
36%
35%
40%
37%
36%
37%
38%
35%
36%
33%

ico.

Information Commissioner's Office

% concerned (rating 4-5)

82%
80%
79%
78%
77%
77%
76%
76%
76%
75%
75%
74%
74%
72%
72%
71%
71%
70%
70%
69%
67%
66%
65%
63%
62%
58%
57%
56%

No significant
differences
since 2019

Significantly
higher/lower
than 2019

AV

Question: C3) | am now going to read out the areas you are concerned about. | would like you to tell me on a scale of 1 to 5, where 1 means Mildly concerned and 5
means Very Concerned, how concerhed you are about each.

Base: All children 12-15 (2001) who are concerned about each element (bases as shown)

*Wording changed in 2020. **New statement added 2020
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Section 1

Concerns about using the internet

C) Prompted concerns more generally
(amongst adult internet users 16+)

37
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As in 2019, adults have a higher level of concerninrelationto  OfFcorm s

the protection of their personal data, as well as scams /frauds. oo ommmeaion wor lco.
However, the average no. of concerns and most levels of concern™ "
have fallen, likely because of the different news environment at the time of fieldwork

Concerns generally Any concern (NET)
Personal info stolen

Scams/ fraud
Non-consensual personal data use*

Spam emails

86%

Sexual/pornographic content =64% (2019 59%)
Violent/disturbing content 7 e
Ave ra ge Bullying/abusive behaviour/threats . 2020 r%latlng to :
Private info made public 2019 haCklnglsecurltv

n U m be r Of Viruses etc.
. Child sexual abuse imagery™*
concerns: Unclear data collection (commercial use)

People pretending to be someone else
5 " 6 Harmful/misleading ads

Fake images/videos**

(2019: 6_7) Hate speech
Content promoting terrorism/radicalisation

Fake News*

Offensive videos/pictures

Too much time online

Unwelcome friend/follow/contact from strangers
Stalking/cyberstalking/harassment

Content promoting self-harm

Trolling

Cyber-flashing**

Offensive language

19%

=62% (2019 68%)
relating to
Content/contact
with others

= 53% (2019 57%)
relating to
data/privacy

Data/ privacy —
excluding spam: 46%

. Significantly

Government surveillance 14% higher/lower
Pressure to send photos/info** than 2019
Too much money online** AV

Source: Jigsaw Research "Potential online harms" February 2020

Question: C2b) Which, if any, of the following aspects of the internet concern you more generally?

Base: All adult internet users 2020 (2080), 2019 (2057)
*Wording changed in 2020. **New statement added 2020
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Females are more concerned about hacking/security and OFcom - CO
interactions with other people. 35+ are more concerned about making communications work 1 @

5 . . . for everyone Information Commissianer’s Office
hacking/security and data/privacy issues

Concerns generally HEsvy
MALE FEMALE 16-34 35-54 55+ ABC1 C2DE KlailN NIZII:ISS White \A|\/|}'c:‘|rt]_e internet
user*
60% 7% o 0% 66% 61% 63% 66% gy 65% bR
A 54%

Concerns relating
to hacking/security

64%V

67% 69% 70% 70%
Concerns relating 57% g 61% 6% 65% 59% 58% ' 61% 63%
to interactions with
0
other people and 62%V
content
Concerns relating 52% 54% 46% 55% 56% ' 53y 53% . 52% 53% | 54% 54%
(o) (] 0,
to data/privacy 53% I I I I I I I I I 44% I
Data/ privacy excluding spam: 46% 45%  47% 39% 50%  48% 47% 45% 46% 46% 47%  40%  50%

Significantly higher/lower than 2019 A V¥

Source: Jigsaw Research "Potential online harms" February 2020
Question: C2b) Which, if any, of the following aspects of the internet concern you more generally?
Base: All adult internet users 2020 (2080), 2019 (2057)

*Heavy internet user 5+ hours weekdays AND 10+ hours weekends
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Adults are more concerned about most potential online harms  OfFcorm

in re|ati0n tO Children, ESDECia“y bU”y|ng and the SU|tab|||ty Of ;nakingcgmmunicationswork lco.
. . or evervone Information Commissioner’s Office
online content. They are more concerned about data protection

and scams/fraud in relation to themselves
Concern re children vs. general concern {(any concern)

45%
—General 42%
= Children 36%

i o 32%

25%
21% 2%22f 1%
23%23% N\l 579 Vo —
19 20% 21%20% , ., T —
16% 15% 18%17%17%17%17%16%

15%15%15%15%15%149% 1 30,

9% 10%10%

Source: Jigsaw Research "Potential online harms" February 2020

Question: C2a) Firstly, which, if any, of the following concern you in relation to children? C2b) And which, if any, of the following aspects of the internet concern you
more generally?

Base: All adult internet users 2020 (2080) 2019 (2057)
*Wording changed in 2020. **New statement added 2020
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As noted in 2019, if an issue has been selected as a concern,
then adults are very/quite concerned about it

QF‘com

making communications work

ico.

for evervone Information Commissioner’s Office
Level of concern (amongst total sample) generally
% concerned (rating 4-5)
Not concerned Mild (1-3) Quite (4) H Very (5) 2020
Personal info stolen 57% 3% 8% 40%
Scams/ fraud 59% 4%  10% 37%
Non-consensual personal data use* 63% 3% 9% 34%
Sexual/pornographic content 77% 3% 5% 20% ¥
Violent/disturbing content 78% 2% 7% 20% Y
Bullying/abusive behaviour/threats 78% 2% 6% 20 Y
Child sexual abuse imagery* 79% 12 20% Y
Private info made public 78% 3% 6% 19% Y
Viruses etc. 78% 3% 5% 19% ¥
Unclear data collection (commercial use) 79% 3% 6% 18% Y
Spam emails 75% 7% 8% 18%
People pretending to be someone else 80% 3% 5% 17% V¥
Hate speech 83% 1% 4% 15% Y
Content promoting terrorism/radicalisation 83% 2%4% 15% Y
Fake images/videos** 83% 2% 5% 14%
Harmful/misleading ads 82% 4% 6% 14%
Offensive videos/pictures 84% 2% 5% 14% V¥
Content promoting self-harm 85% 18 %I 13% Y
Fake News* 83% 3% 6% 13% Y
Stalking/cyberstalking/harassment 85% 1%4% 13% ¥
Trolling 85% 2%4% 13% Y
Cyber-flashing** 86% 293% IEF 12%
Too much time online 85% 4% 4% 12%
Unwelcome friend/follow/contact from... 85% 3% 4% 12% ¥
Offensive language 87% 2% 4% 11%
Government surveillance 89% 2%3% INEA 10%
Pressure to send phatos/info** 90% 2%3% I 8% Significantly
Too much money online** 91% 2%3% 574 7% higher/lower
Anything else 99% o 1% than 2019
AV

Source: Jigsaw Research "Potential online harms" Feb 2020
Question: C3b) | am now going to read out the areas you are generally concerned about. | would like you to tell me on a scale of 1 to 5, where 1 means Mildly

concerned and 5 means Very Concerned, how concerned you are about each

Base: All adult internet users (2080)
*Wording changed in 2020. **New statement added 2020
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Despite a reduction since 2019, almost all of those who said theyopcom ICO
are concerned by child sexual abuse material on the internet are making communications work

VERY concerned by it rorveriene Significantly

higher/lower
Level of concern (amongst those concerned about each) generally than 2019

% concerned (rating 4-5)

DK E Mildly 2 3 4 H Very
Child sexual abuse imagery (n=484)* [1%4% 10% 3%V
Persanal info stalen (n=851) 1% 5% 19% 93%
Non-consensual personal data use... I2% 5% 24% 92%
Bullying / abusive behaviour /... 3% 5% 28% 91%
Hate speech (n=360) B% 6% 25% 91%
Content promoting self-harm... B% 7% 17% 90%
Violent / disturbing content (n=446) B% 7% 31% 90%
Content promoting terrorism /..1% 8% 24% 90%
Stalking / cyberstalking...1%79% 25% 89%
Scams / fraud (n=868) [|3%INT7% 25% 89%
Private info made public (n=427) [4% 9% 26% 88%
Sexual / pornographic content... 4% 8% 20% 88% ¥
Offensive videos / pictures (n=354) R%  10% 29% 87%
Trolling (n=307) 2% 111% 26% 87%
Unclear data collection... IB%I119% 26% 86%
Fake images/fake videos (n=325)** 3%  10% 31% 85%
Government surveillance (n=235) [3% 11% 27% 85%
People pretending to be someone... 2% 11% 26% 85%
Viruses etc. (n=473) 3% 12% 24% 85% ¥
Cyber-flashing (n=298)**  [|2%1112% 20% 84%
Offensive language (n=279) 3% 12% 28% 82%
Harmful / misleading ads (n=373) 2% 17% 33% 80%
Fake News (n=335)* [I5% 14% 34% 79%
Pressure to send photos/info... 3% 13% 29% 78%
Unwelcome friend / follow /... [I6% 15% 30% 78%
Too much money online (n=216)**  [IIll6% 12% 28% 78%
Too much time online (n=330) |[l3% 18% 26% 76%
Spam emails (n=537) |IIN6% 21% 31% 69% ¥

Source: Jigsaw Research "Potential online harms" February 2020
Question: C3b) | am now going to read out the areas you are generally concerned about. | would like you to tell me on a scale of 1 to 5, where 1 means Mildly

concerned and 5 means Very Concerned, how concerned you are about each

Base: All adult internet users (2080) who are concerned about each element (bases as shown)
*Wording changed in 2020. **New statement added 2020
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Section 2
Reported experience of potential harms
A) Incidence of experiences

43
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As in 2019, 3 in 5 adults and 4 in 5 12-15 year olds say they
have had potentially harmful experiences online in the last 12

OfFcom
L& . ]
making communications work
for everyone

months. Experiences relating to interactions with other people
or content remain much higher amongst children

Experienced potential online harm

62% (61% 2019)

Of adults have had
potentially harmful
online experiences in
the last 12 months

8 1% (79% 2019)

Of children (12-15) had
potentially harmful
online experiences in
the last 12 months

Source: Jigsaw Research "Potential online harms" March 2019
Question: C4) Which, if any, of the following things have you come across on the internet in the last year? PROMPTED

B Adults
Children

o/ M
Relating to interaction with 43 /0

other people/content 74%

Excl. spam:
37% L
Relating to data/privacy

399 1%

Relating to hacking/security

27%

Significantly higher/lower than 2019 A V¥

Base: All adult internet users 2020 (2080) 2019 (2057) All children 12-15 2020 (2001), 2019 (1002)

ico.

Information Commissioner's Office

(47% 2019)

(71% 2019)

(39% 2019)

(39% 2019)

(30% 2019)
(26% 2019)
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. . .
Spam emails, scams/fraud and fake news are the most likely to be OFCOMM lco
experienced by adults. Potential online harms experienced are I seriimsfi
'or evervone Information Commissioner's Office

generally lower in relation to the interactions with other people/content compared to last year
Potential online harm experienced

NET: Any [PX7 61%
NET: Data/privacy 37% %

Spam emails 329 4%
Unclear data collection {commercial use)
Non-consensual personal data use*
Government surveillance
NET: Hacking/Security
Scams/ fraud
Viruses etc.
Personal info stolen
Private info made public
NET: Content/Contact with others
Fake News*
Offensive language
Violent/disturbing content
Unwelcome friend/follow/cantact from strangers
Harmful/misleading ads
Fake images/videos**
Offensive videos/pictures

G)unger people, those spending more time
30% online (weekday time spent online), those
with children and ABC1 are most likely to
have experienced potential online harms:

16-34 35-54 55+
kg ANY 69% 67% 51%

(]

2 hours 5 hours 10 hours
of less ofless of less
ANY 53% 68% 75%

People pretending to be someaone else . . No
. H Childrenin . .
ate speec childrenin
Trolling HH HH
Sexual/pornographic content o =
Bullying/abusive behaviour/threats ANY 70% 58%
Content promoting self-harm
Cyber-flashing** ABC1 C2DE
Content promoting terrorism/radicalisation 3%' 5% = =
Stalking/cyberstalking/harassment 3V 4% k ANY 65% 58% )
Child sexual abuse imagery* 3% 2%

Pressure to send photos/info*™ | 2%

Too much time online 9%
Tao much money online**

Significantly higher/lower than 2019 A V¥

Source: Jigsaw Research "Potential online harms" February 2020
Question: C4) Which, if any, of the following things have you come across on the internet in the last year? PROMPTED

Base: All adult internet users 2020 (2080) 2019 (2057).
*Wording changed in 2020. **New statement added 2020
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16-54s, ABC1’s and those with children in their household OF‘com lCO
are more likely to have experienced potential harms making communications work

for everyone Information Commissioner’s Office

Potential online harm experienced

KIDSIN NOKIDS ; Non-
MALE FEMALE 16-34  35-54 55+ ABC1 C2DE HH IN HH White wlfiie

37% 37% i38% 4% . 1 41% 0 143%  gog 138%

32%
Concerns relating 5
to data/privacy 37% I I
Data/ privacy excluding spam: 13%
0,
: 27%
to hacking/security
0, 0,
Concerns relating 44% 23%  49% 44% S 5%
41% ° o

to interactions with
other people and
content

41% 37% 41%
o I I 1 I I

Significantly higher/lower than 2019 A V¥

Source: Jigsaw Research "Potential online harms" February 2020
Question: C4) Which, if any, of the following things have you come across on the internet in the last year? PROMPTED

Base: All adult internet users 2020 (2080) 2019 (2057)
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As in 2019, spam emails are the only potential harm where
respondents have experienced them more than they are
concerned about them

Ofcom
Experience vs. general concern (prompted)

@
making communications work 1 c 0 e
for everyone
86%

Information Commissioner's Office

64% 62%

62

Concerned (General)

= Experienced

23% 23% 22% 22% 22% 21% 21% 0%
7% 18% 17% 17%
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Source: Jigsaw Research "Potential online harms" February 2020

the internet in the last 12 months? PROMPTED

Question: C2b) Which, if any, of the following aspects of the internet concern you more generally? C4) Which, if any, of the following things have you come across on
Base: All adult internet users 2020 (2080), 2019 (2057)
*Wording changed in 2020. **New statement added 2020
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. . o
Relatively few adults have experienced the key concerns of OfFcom lco
personal information being stolen and non-consensual data use making communications work =

for everyone Information Commissioner’s Office

Relationship between concern (general) and actual experience of potential harm

C2b — Concerned about potential harm (general)

5% 10% 15% 20% 25% 30% 35% 40% 45%
Low concern, Spam emails @ High concern,
30% high experience high experience
—
©
< |1 25%
=&
o
8 Scams/ fraud @
) 0,
= [ 20%
= Fake N
- ake News
Q ®
© [15%
Q
— Unwelcome friend/follow ) )
8_ Offensive language @ Harmful/ misleading ads @ Violent/disturbing content
x| 10% TOO(;;JeCnhsit\gsigg:/e ic:ures [ s .
o Fake imagpes/videos L V'. Peoplte pretending
| . ® Hits Speeérhusesf “ @ @ sexual/pornographic Personal info stolen

8 Trolling ®¢ollecting data (commercial) ® Bullying ® ®

5% @ Spending too much money online i Privae i radepubie Non-consensual personal data use

Cyber-flashing @ Self-harm .
Government surveillance @ o ® . | _.. Child sexual...
, .t ; Stalking/cyberstalkingTerrorlsm/ radicalisation
ressure to sen
0%

photos/infa
Low concern,
low experience

High concern,
low experience

Source: Jigsaw Research "Potential online harms" Feb 2020
Question: C2b) | am now going to read out the areas you are generally concerned about. | would like you to tell me on a scale of 1 to 5, where 1 means Mildly

conhcerned and 5 means Very Concerned, how concerned you are about each PROMPTED C4) Which, if any, of the following things have you come across on the
internet in the last 12 months? PROMPTED
Base: All adult internet users (2080)
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Offensive language remains the most common potential harm OFcorm ico
e ®

experienced by 12-15 year olds, followed by spam emails, making communications work

for el[el'vone Information Commissioner’s Office
unwelcome friend requests and fake news. Just over a quarter have come across bullying
Potential online harm experienced
NET: Any potential harm o= mnh There is generally a correlation between being

NET: Data =kl more confident internet users, visiting more
Spam emails 31% different sites and the likelihood to have
Unclear data collection (commercial use) % A experienced a potential harm
Non-consensual personal data use 6%
Government surveillance 4% 2020
27% Boys experienced more than girls:
Scams/ fraud “13% 2019 *  Offensive language —42% vs. 37%
Viruses etc. ) 12% *  Spend too much money online —12% vs. 7%
Private info made public 8%
Personal info stolen 6% . .
NET: Content/Contact with others === " )" Girls experienced more than boys:
Offensive language 399, *  Unwelcome friend/follow —34% vs. 25%
Unwelcome friend/follow/contact from strangers 29% . Bullying —28% vs. 23%
Fake News* g 27%
Bullying, abusive behaviour or threats 26% .
Trolling 24% A ABCls experienced more than C2DEs
Fake images/videos** 21% *  NET data/privacy — 43% vs. 34%
Offensive videos/pictures , 20% *  Spam emails — 34% vs. 28%
Hate speech ‘ 19%A
People pretending to be someone else 19% .
marrfulmisisading ads 17%0 C2DEs experienced more than ABCls
Violent/disturbing content 16% *  Hate speech—22% vs. 17%
Sexual/parnographic content 12%
Sta”"gg/ Ctyb‘i“talk'”tg_/ haralsfshme”t 9109% DEs experienced more than average
ontent promating self-harm A ;
Pressure to send info/photos 9% * Bullying — 30% vs. 26%
Cyber-flashing** 9%
Child sexual abuse imagery* 5%
Content promoting terrorism/radicalisation 5%

Too much time online IR 2 6%
Too much money online [IIE~9%

17% answered “none of these”. 2% answered ‘don’t know’.
Significantly higher/lower than 2019 A V¥

Source: Jigsaw Research "Potential online harms" Feb 2020
Question: C4) Which, if any, of the following things have you experienced or seen on the internet in the last year? PROMPTED

Base: All children 12-15 (2001).
*Wording changed in 2020. **New statement added 2020
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Although girls tend to be more concerned than boys about potentlaIOF‘com ico
online harms, there is less of a gap around (most) experiences. aking communications work

for everyone Information Commissioner’s Office

Notable exceptions include follow requests from strangers and bullying, which are more likely to

be experienced by girls and offensive language which is more likely to be experienced by boys
Potential online harm experienced
42%

=———=Boys =—Girls

21%21% 219
©21%21% 20%

14% .
12%11%11% A 12%

Source: Jigsaw Research "Potential online harms" Feb 2020

Question: C4) Which, if any, of the following things have you experienced or seen on the internet in the last year? PROMPTED
Base: All children 12-15 (2001)

*Wording changed in 2020. **New statement added 2020

INQO00615301_0174



As in 2019, 4 in 10 children have experienced offensive language OF‘com ICO

online in the last 12 months, significantly more than the ;naklngcommunlcatlonswork
'or evervone Information Commissioner’s Office
proportion that are concerned about it
Experience vs. concern (prompted)
89% - Experienced
= Concerned

38% 39%
39%

27%

27%
26% 19% 24% : o
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Source: Jigsaw Research "Potential online harms" Feb 2020

Question: C2) Which, if any, of the following things concern you about the internet? PROMPTED C4) Which, if any, of the following things have you come across on the
internet in the last 12 months? PROMPTED

Base: All children 12-15 (2001)
*Wording changed in 2020. **New statement added 2020
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Unwelcome friend requests, bullying and trolling are all relatively OfFcormrm ico
akine communications work O

frequently experienced and are of high concern amongst 12-15 ;ggfgg&ir;gwnicaﬁfﬁnswork
year olds

Relationship between concern and actual experience of potential harm
C2b — Concerned about potential harm

10% 15% 20% 25% 30% 35% 40% 45% 50% 55%
40% Offensive language @
Low concern, High concern,
35% high experience high experience

. Spam emails @
30% Unwelcome friend/foflow @

Fake News @
25% ® Too much time online Trolling Bullying @
®
Offensive videos / pictures
20% Fake images/videos @ ®
o @® Hate speech ° People pretending to be another
person

® Harmful/ misleading ads
@ Violent / disturbing content
15%

Scams/ fraud @

sexual / pornographic content @ ® Viruses etc.

C4 — Experienced potential harm

10% Too much monezonline Content promoting self-harm ® stalking/cyberstalking
: 2 @ Pressure to send photos/info @
Unclear data collection (commercial use) ® G ber g W S TR Mass EUblE
. . ® ® Personal info stolen
5% @® Child sexual abuse imagery
° ® Personal data processed
Government surveillance Terrorism/radicalisation
o .
0% High concern,

Low concern,

low experience low experience

Source: Jigsaw Research "Potential online harms" Feb 2020
Question: C2) Which, if any, of the following things concern you about the internet? PROMPTED C4) Which, if any, of the following things have you come across on the

internet in the last 12 months? PROMPTED
Base: All children 12-15 (2001)
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® o 9o
. : . . : ®
Bullying and spending too much time online are relatively Of‘com lco
frequently experienced by children and are of high concern ;ggkeiggrir;gwnicaﬁfﬁnswork il
amongst adults
Relationship between concern (adults) and actual experience of potential harm by children
C2a — Adults concerned about potential harm to children

5% 10% 15% 20% 25% 30% 35% 40% 45%
)
40% Low concern Gliensive language W High concern
a—
vy 4 /)
ﬂ high experience high experience
1 0,
& |35%
|
o
£ o Spam emails @
E 30% Unwelcome friend/follow @
f Fake News @
'.g 25% Trolling ® Too much time online Bullying @
ac.) ®
45 Offensive videos / pictures
o | 20% Fake images/videos @ ®
Ee) ® Hate speech ° People pretending to be another
8 ® Harmful/ misleading ads person
- 15% ® Violent/ disturbing content
) (&
E . Scams/ fraud @
o q honl ® Viruses etc. Sexual / pornographic content @
b4 Spend too much online : :
w | 10% ) __Content promoting self-harm L Stalkmg/cyberst.alkmg
| Unclear data collection (commercial Private |nf9 Cyber—fﬂashing @ Pressure to send photos/info
= use) made public® i
i ® Personal data processed . .
O 5% Government surveillance Personal 'n.fo stolen # ® Child sexual abuse imagery
- Terrorism/radicalisation
0% Low concern, High concern,
low experience low experience

Source: Jigsaw Research "Potential online harms" Feb 2020
Question: ADULTS: C2a) Which, if any, of the following things concern you about the internet? PROMPTED

CHILDREN: C4) Which, if any, of the following things have you come across on the internet in the last 12 months? PROMPTED
Base: All children 12-15 (2001) All adults (2080)
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12-15 year olds are significantly more likely to have experienced OF‘com

a potential harm than adults, especially in relation to offensive ;naklngcommunlcatlonswork lco
or evervone Information Commissioner’s Office
language. Adults are more likely to have experienced scams

Potential harms Experienced — Adults vs children

12-15 years old
81%

e —Adults

62

39% 39%

319%
29%
27% 6% 26%
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Source: Jigsaw Research "Potential online harms" Feb 2020

Question: C4) Which, if any, of the following things have you come across on the internet in the last 12 months? PROMPTED.
Base: All adult internet users (2080) All children 12-15 (2001)

*Wording changed in 2020. **New statement added 2020
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12-15 year olds are significantly more likely to have OFcomm -
experienced a potential harm than adults. The incidence of making communications work ICOo

for everyone Information Commissioner’s Office

experiencing potential harm quickly drops after the age of 54
(as the audience becomes less confident online)

Experienced any potential harm in the last year
83%

_ 81% 81% I
s
|
|
|
|
|
|
12-15s overall l Adults overall

| %

81% : 62% e
|
|

12 13 14 15 : 16-24 25-34 35-44 45-54 55-64 65-74 75+

Source: Jigsaw Research "Potential online harms" Feb 2020
Question: C4) Which, if any, of the following things have you come across on the internet in the last 12 months? PROMPTED.

Base: All adult internet users (2080) All children 12-15 (2001)
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Those using new sites/apps are significantly more likely to have OF‘com
experienced a potential harm — across both 12-15 year olds and  making communications work lco

for everyone Information Commissioner’s Offic
adults
Experienced any potential harm in the last year
88%
84%

|

76% |
| 71%
I 67% e
|
|
| 55%
|
|

12-15s overall I Adults overall
|
81% : 62%
|
|
Sites/apps used 1-2 new sites/apps  Lots new sites/apps I Sites/apps used 1-2 new sites/apps Lots new sites/apps
before | before

Source: Jigsaw Research "Potential online harms" Feb 2020
Question: C4) Which, if any, of the following things have you come across on the internet in the last 12 months? PROMPTED.

Base: All adult internet users (2080) All children 12-15 (2001)
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Increased time online increases the exposure to potential harm, OF‘com CO
n0tab|y for Ch||d ren maklngcommunlcatlons work 1

for everyone Information Commissioner’s Office

Experienced any potential harm in the last year

- —\Neekend
86% ' Weekday
/ |
|
80% |
I 69% ‘
e | ‘N
|
I 64%
55%
|
|
12-15s overall ! Adults overall
|
0
81% : 62%
|
Time spent online ! Time spent online
2hoursorless 5hoursorless 10hoursorless More than ten I 2 hoursorless 5 hoursorless 10 hoursorless Morethan ten
hours | hours

Source: Jigsaw Research "Potential online harms" Feb 2020
Question: C4) Which, if any, of the following things have you come across on the internet in the last 12 months? PROMPTED.

Base: All adult internet users (2080) All children 12-15 (2001)
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- « eg. A . .
As would be expect'ed, undertaking activities online increases OfFcom ICO
exposure tO pOtentIa| ha m makingcgmmunicationswork @
for everyone Information Commissioner’s Office

Experienced any potential harm in the last year

89%

6% 85% 6% K ids Adults

83% 82% 83% 8'%/
\_/—\ L —

12-15s overall 81%

Adults overall 62%

Things done online in the last week

Source: Jigsaw Research "Potential online harms" Feb 2020

Question: C4) Which, if any, of the following things have you come across on the internet in the last 12 months? PROMPTED.
B5d) Which of these things have you done online in the last week?

Base: All adult internet users (2080) All children 12-15 (2001)
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Section 2
Reported experience of potential harms
B) Frequency and impact of experiences

59
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. . @
Scams and spam are the most likely to have been experienced OfFcorm lco
making communications work @

and for adults to be concerned about

for everyone Information Commissioner’s Office

Incidence of experiencing/being concerned about potential online harms

Not concerned and not experienced B Concerned but not experienced M Experienced harm + not concerned | M Experienced harm + concerned

Scams/ fraud

Spam emails

Fake News*

Violent/disturbing content

Viruses etc.

Hate speech

Offensive videos/pictures
Harmful/misleading ads

Unwelcome friend/follow/contact from strangers
Unclear data collection (commercial use)
Sexual/parnographic content
Non-consensual personal data use*
Offensive language

People pretending to be someaone else
Too much time online

Personal info stolen

Bullying/abusive behaviour/threats

Fake images/videos**

Trolling

Private info made public
Cyber-flashing**

Too much money online**

Content promoting self-harm

Content promoting terrorism/radicalisation
Pressure to send photos/info**
Government surveillance
Stalking/cyberstalking/harassment

Child sexual abuse imagery*

Source: Jigsaw Research "Potential online harms" February 2020

51%
57%
75%
73%
75%
80%
79%
77%
80%
76%
74%
62%
80%
77%
80%
56%
76%
79%

81%

77%

85%
88%
84%
82%

87%
84%

77%

1000 .t t

e 02l o I
;
13% 4% 4% I 4
12% — 6% 4%/
1300 'l ‘u v
10% 6% 4% 4

18% 3% 4%

B0 :u ‘u

15% 4% 4%

38% OeA%
18% 3%3 %I 4

5% 3%

15% A
Significantly
130 118 higher/lower
19% oy than 2019

AV

Question: C2b) | am now going to read out the areas you are generally concerned about. | would like you to tell me on a scale of 1 to 5, where 1 means Mildly

concerned and 5 means Very Concerned, how concerned you are about each. C4) Which, if any, of the following things have you come across on the internet in the last
12 months? Base: All adult internet users 2020 (2080) 2019 (2057)
*Wording changed in 2020. **New statement added 2020
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Going online too much is the most frequently reported type of AOF(:OI‘TI lco
potential harm followed by spam. Theft of personal information making communications work

for everyone Information Commissioner’s Office

is, for example, experienced relatively infrequently e
P than 2019
How often do you experience (xxx) when using the internet? (Base all experienced & concerned)  %atleast o ¢ ,easf ¥
(All experienced & concerned) m DK/REF m Less often m Monthly/most months = Weekly/most weeks m Daily/most days weekly monthly
4% Too much time online (96) 571 16% 34% 78% 94%
13% Spam emails {294) 14% 26% 64% 77%
4% Offensive language (84) 13% 16% 47% 60% V¥
4% Harmful/misleading ads (82) 15% 21% 46% 60%
2% Too much money online** (L646) | 6 8% 24% 44% 52%
3% Trolling (68) EELZ N 14% 24% 43% 57%
3% Fake images/videos** (81) 14% 15% 38% 52%
7% Fake News* (137) O 30% | 23% 16% 38% ¥ 61% ¥
4% Unclear data collection (commercial use) (76) 14% 13% 34% 47%
4% Offensive videos/pictures (99) 17% 22% 33% 50%
6% Violent/disturbing content {124) a5 15% 22% 32% 47% 'V
4% Sexual/pornographic content (76) 14% 21% 29% 43%
1% Government surveillance (25) 43% 14% 9% 26% 41%
4% Non-consensual personal data use* (88) 8% 16% 26% 34%
4% Unwelcome friend/follow/contact from strangers (105) (7NN 33% 19% 25% 58%
4% Hate speech (80) A% 16% 17% 7% 23% 39%
2% Content promoting self-harm (35) 24% 12% 22% 46%
3% Bullying/abusive behaviour/threats (73) 0 M% ] 21% 11% 22% 43%
13% Scams/ fraud (317) 15% 13% 22% 37%
2% Content promoting terrorism/radicalisation (37) 12% 9% 21% 33%
4% Viruses etc. (96) 7 13% 6% 19% 31%
1% Stalking/cyberstalking/harassment (33) 24% 9% [EA 16% 40%
2% Cyber-flashing** (35) 16% iby 11% | 14% 31%
4% People pretending to be someone else (88) 20% 11% ERA 14% 34%
3% Private info made public (56) 10% 277 12% 22%
4% Personal info stolen (91) TN 5% 27 10% A 15% A
1% Child Sexual Abuse Imagery (28) 12% 7% 3% 3% 10%

Source: Jigsaw Research "Potential online harms" Feb 2020
Question: C4) Which, if any, of the following things have you come across on the internet in the last 12 months? PROMPTED. C5. How often do you experience [INSERT
CODE FROM C4] when using the internet?

Base: All adult internet users who have experienced and are concerned about X (bases on in brackets above). Warning — low base sizes (see individual bases).
“Pressure to send photos info” statement not shown as base too low. *Wording changed in 2020. **New statement added 2020.
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However, theft of personal information has the most severe OFcom ico
impact when experienced, along with non-consensual use of  Taking communications work @

. for everyone Information Commissioner's Office
personal data and then bullying ignifieantly
igher/lower
Level of impact experiences have had (amongst all experienced and concerned) tha”i°$
(All experienced % high impact
& concerned) DK/Refused M Noimpact ®Mildly annoying/upsetting/frustrating 2 3 4  mVery annoying/upsetting/frustrating  (rating 4-5)
4% Personal info stolen (n=91) ZRER% 7% 14% 73% 87%
4% Non-consensual personal data use (n=88)** [VEAEFA 5% 5% 19% 64% 83%
3% Bullying / abusive behaviour / threats (n=73) EAEE3% 8% 20% 60% 81% A
3% Private info made public (n=56) EFZJISANEY0: 8% 22% 78% A
13% Scams / fraud (n=317) [ZEANT/M 4% 9% 18% 75% A
4% Sexual / pornographic content (n=76) 11% 8% 23% 73%
4% Viruses etc. (n=96) [E&Z 4% 13% 13% 73%
6% Violent / disturbing content (n=124) /ST 4% 14% 25% 73%
2% Promotion of terrorism / radicalisation (n=37*) 8% 10% 2/ 72%
1% Child sexual abuse imagery (n=28%)** 9% 2%
2% Content promoting self-harm (n=35*) [ 9% 18% 71%
2% Cyber-flashing {n=35%)*** [ /ET/ 06 17% 29% 71%
4% Hate speech (n=80) [ 7% 12% 18% 71%
3% Fake images/fake videos (n=81)*** E/ANEA 6% 12% 26% 70%
13% Spam emails (n=294) 73 8% 12% 26% 70%
4% Unwelcome friend / follow contact (n=105) 7% 11% 21% 69% A
4% Unclear data collection (commercial use) (n=76) 7% 025 0ES 15% 18% 69%
4% Offensive videos / pictures (n=99) 6% 13% 29% 67%
1% Stalking / cyberstalking / harassment {(n=33%) % 6% 14% 16% 66%
4% Harmful / misleading ads (n=82) TR 10% 19% 25% 65%
3% Trolling (n=68) G A7 % 23% 17% 62%
7% Fake News (n=137)** 10% 16% 24% 62%
1% Government surveillance (n=25%) 15% 0% 13% 70 bi 9% 60%
4% People pretending to be someone else (n=88) 7% 5% 15% 17% 60%
4% Offensive language (n=84) 10% 21% 22% 58%
2% Too much money online (n=46%)*** 6% 32% 19% 52%
4% Too much time online {n=96) 15% 35% 13% 42%
1% Pressure to send photos/info (BASE TOO LOW)

Source: Jigsaw Research "Potential online harms” February 2020
Question: C4) Which, if any, of the following things have you come across on the internet in the last 12 months? PROMPTED. C6) Thinking about all of the times that
you have experienced [INSERT CODE FROM C4] in the last 12 months, what impact has this had on you? Please use a scale of 1 to 5, where 1 means Mildly annoying or

upsetting or frustrating and 5 means Very annoying or upsetting or frustrating. Base: All adult internet users who have experienced and are concerned about X (bases
oh chart) *Warning — low base sizes (see individual bases). “Pressure to send photos info” statement nhot shown as base too low.
**Wording changed in 2020. ***New statement added 2020
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However, theft of personal information has the most severe OFcom ico
impact when experienced, along with non-consensual use of  Taking communications work @

. . . . . for everyone Information Commissioner’s Office
personal data and content promoting terrorism/radicalisation Seniianly
Level of impact experiences have had (amongst those who have experienced) tha"j°$

B Experienced but B DK/Refused M Noimpact HMildly annoying/ 2 3 4 HEVery annoying/ % high impact
not concerned upsetting/frustrating upsetting/frustrating (rating 4-5)
Personal info stolen {151) 5%  10% 59%
Non-consensual personal data use* {147) 3% 11% 48%
Content promoting terrorism/radicalisation (65) 6% 1 =7 44%
Scams/ fraud (519) 5% 10% 43%
Private info made public {110) 4% 12% 43%
Bullying/abusive behaviour/threats (134) 4%  11% 43%
Viruses etc. {170) 8% 7% 42%
Sexual/pornographic content (149) 4% 12% 39%
Violent/disturbing content {245) 7% 13% 37%
Unclear data collection (commercial use) {159) 8% 10% 36%
Content promoting self-harm (78) 4% 9% 35%
Hate speech {155) 6% 9% 35%
Stalking/cyberstalking/harassment (60) 7% 8% 33%
Cyber-flashing** (78) 8% 13% 33%
People pretending to be someone else {205) 8% 8% 30%
Fake images/videos** {206) 5%  10% 28%
Offensive videos/pictures {226) 5% 12% 27%
Spam emails {753) 5%  10% 27%
Child Sexual Abuse Imagery* (65) [ N - 7 27% 'V
Unwelcome friend/follow/contact from strangers (281) 4% 8% 26%
Harmful/misleading ads {215) 8% 10% 26%
Fake News* (337) 6% 10% 25%
Government surveillance (57) 5% 4% 25%
Trolling {157) 9% 6% 24%
Offensive language (272) 7% 7% 19%
Too much money online** {127) 1% 6% 17%
Too much time online (232) 14% 5% 16%

Source: Jigsaw Research "Potential online harms" February 2020

Question: C4) Which, if any, of the following things have you come across on the internet in the last 12 months? PROMPTED. C6) Thinking about all of the times that
you have experienced [INSERT CODE FROM C4] in the last 12 months, what impact has this had on you? Please use a scale of 1 to 5, where 1 means Mildly annoying or
upsetting or frustrating and 5 means Very annoying or upsetting or frustrating

Base: All adult internet users who have experienced X (bases shown in brackets above). *Wording changed in 2020. **New statement added 2020
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Potential harms with the highest levels of concern tend to have OfFcormm ico
e

the greatest impact upon those who have experienced them making communications work

for everyone Information Commissioner’s Office

Impact vs. Incidence of concern raised

C2b — Concerned about potential harm (Total sample)

5% 10% 15% 20% 25% 30% 35%
60%

45%

Persanal info stolen @
Low concern,
high impact

High concern,
high impact

(Hp]
< 50%
— Personal data processed @
E o
Q
Z O ism/radicalisati
— C Temsnismicadivalisatian W Bullying @ Private info made public Scams/ fraud @
- QU ® \Viruses etc.
Q = 0,
-
8 (D] 40% Sexual / pornographic content @
= % Unclear data collection (commercial ® @ Violent / disturbing content
: i-’ Content promoting self-harm @ us% Hate speech
o Cyber-flashing ® @ )
T o 30% stalking/cyberstalking ° People pretending to be another
(s
G>J 8 Fake imag.es / videos person
Offensive vj i e i
—l e Unwelcomeen?lr\lleen\gyli%?l%wl%ures ® Harmful/ @ Child sexual ® SPam e
| GEvarnmsHit survemance @ FakeNews misleading abuse imagery
8 Trolling ads
20%

Offensive language @
L Prgess%re to send photos/info

Spend too much online @ ® Too much time online

10% Low concern, High concern,
low impact low impact

Source: Jigsaw Research "Potential online harms" Feb 2020
Question: C2b) Which, if any, of the following aspects of the internet concern you more generally? Base: All adult internet users (2080)

C6) Thinking about all of the times that you have experienced [INSERT CODE FROM C4] in the last 12 months, what impact has this had on you? Please use a scale of 1
to 5, where 1 means Mildly annoying or upsetting or frustrating and 5 means Very annoying or upsetting or frustrating.
Base: All adult internet users who have experienced X (bases vary)
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Despite the high frequency of spending too much time online  OFcoMm ico
and receiving spam emails, the level of impact is lower than the nsknscommunications work -

for everyone Information Commissioner’s Office
other potential harms

Impact vs. Frequenc
: a d C5 — Frequency of experience (at least weekly)

0% . 20% 30% 40% 50% 60% 70% 80%

60%

Personal info stolen @

Low frequency, High frequency,
. high impact high impact
Lo
#
- :6‘ Personal data processed
= O Terrorism/radicalisatioy
— C Private info made public @ ® @ 5éms/fraud
46 v Viruses etc. @ ’
S
(4] 9 " . .
o 8_ 40% Sexuak#Pornographic content @ Violent / disturbing content
E c|>f) ® Unclear data collection (commercial
HC—) — Content promoting self-harm @@ Hate speech use)
_ © Cyber-flashing @ @ Stalking/cyberstalking
v O o People pretending to be another
G>J 8 30% person : ;
S a8 PP . Fake |mag.es/V|deos .
| ®  (hild sexual Unwelcome friend}?oIF("J']\/‘?JNE.VI €05/ pictures & ® Harmful/ ® Spam emails
¥ . & %
8 ARUSE ImREET Government surveillance Fake News [ sl eading
Trolling ads
0
20/3 Offensive language @ i i
Too much time online
Too much money online @® ®
Low frequency, High frequency,
10% low impact low impact

Source: Jigsaw Research "Potential online harms" Feb 2020

Question: C5. How often do you experience [INSERT CODE FROM C4] when using the internet? Base: All adult internet users who have experienced and are concerned
about X (bases vary). C6) Thinking about all of the times that you have experienced [INSERT CODE FROM C4] in the last 12 months, what impact has this had on you?

Please use a scale of 1 to 5, where 1 means Mildly annoying or upsetting or frustrating and 5 means Very annoying or upsetting or frustrating. Base: All adult internet
users who have experienced X (bases vary)
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Despite the low frequency, personal info being stolen and data OF‘com ico
e

processing without consent are both be very upsetting. The maldng communications work e el el @

for everyone

same is true for promoting terrorism, viruses, scams and bullying

High Impact vs. Frequenc
: 5 Y C5 — Frequency of experience (at least weekly)

0% 10% 20% 30% 40% 50% 60% 70% 80%
)
50% Personal info stolen @
(eT0] ;
k= ., Low frequency, High frequency,
= A5% g w o g
© high impact ) o high impact
: Terrorism/radicalisation @
(7))
S |40%
L'_ ——— |
~ O
téD (D) Personal data processed @
Q
'-E CICJ 35% @® Viruses etc.
G(/J) = Scamsé fraud
a S ) ullying
Private inf d blic @
3 % 30% rivate info made public
ao (3] Sexual / parnographic content
c = R Unclear data collection {commercial
= © Content promoting self-harm @® Hate speec use)
3 ) 25% n ] ) .g @® Violent / disturbing content
g 8 Child sexual Stalklrzg/%boepretapl#(gt]gnd|ng to be another
o 2 abuse... person @® Government surveillance
120%
c 8 Cyber-flashin& ® . . .
O nwelcome friend/follow @ Fake |mag.es / videos
> Trollin ) - ® Spam emails
. . . ¢ @ Harmful/misleading ads
0 Offensive videos / pictures @
UID 15% /e Fake News
Too much time online
o ® Offensive language ®
10% Spend too much online @
Low frequency, High frequency,
low impact low impact

Source: Jigsaw Research "Potential online harms" Feb 2020
Question: C5. How often do you experience [INSERT CODE FROM C4] when using the internet? Base: All adult internet users who have experienced and are concerned
about X (bases vary). C6) Thinking about all of the times that you have experienced [INSERT CODE FROM C4] in the last 12 months, what impact has this had on you?

Please use a scale of 1 to 5, where 1 means Mildly annoying or upsetting or frustrating and 5 means Very annoying or upsetting or frustrating. Base: All adult internet
users who have experienced X (bases vary)
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@
Despite the low frequency, personal info being stolen and data OFcoMm ICOo

processing without knowledge both have a high level of impact. foreeyone """ Hemsocmsonson:
The same is true for promoting terrorism, private info being made public and bullying

Impact vs. Experienced in last year C5 — Frequency of experience (in the last year)

0% 5% 10% 15% 20% 25% 30% 35%
609
% Personal info stolen @
Low frequency, High frequency,
high impact high impact
ot 50%
< | Personal data processed @
o
— T Private info made public
E 8 Terrorism/radicalisation @ ® ° . Scams/ fraud ®
46 O . Bullying @ Viruses etc.
8 qL_) 40% Sexual / pornographic content @
o ® Violent / disturbing content
E x Content promoting self-harm ® Unclear data collection (commercial use
= v ® ® Hate speech
w— peec
o ®® Cyber-flashing )
T o 30% Stalking/cyberstalking ° People pretending to be another
> n ] 9er.sdpn
e Offensive videosF/al;iectlumrzgﬁes. P ® il
_|I 8‘-“"d sexual abuse imagery @ ®®Harmful/misleading ads SFmCElE
) Gavarrmant surveﬁance ® Unwelcome friend/follow Fake News
(@) Trolling
0
20% . ® Offensive language
® Pressure to send photos/info
Spend too much online @ P
Too much time online
. Low frequency, High frequency,
10% 1o impact low impact

Source: Jigsaw Research "Potential online harms" Feb 2020
Question: C4. Which of the following things have you come across on the internet in the last 12 months? Base: All adult internet users (2080)

C6) Thinking about all of the times that you have experienced [INSERT CODE FROM C4] in the last 12 months, what impact has this had on you? Please use a scale of 1
to 5, where 1 means Mildly annoying or upsetting or frustrating and 5 means Very annoying or upsetting or frustrating.
Base: All adult internet users who have experienced X (bases vary)
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Bullying, unwelcome friend/follow requests and trolling are the OFcorm ico
» e

most likely to have been experienced by and of concern to 12-15mating communications work

fﬂr el[el'vone Information Commissioner’ssqfflce.f. tl

ignificantly

year O|dS ' ' ) ) ) higher/lower
Incidence of experiencing/being concerned about potential online harms thaniO$

Not concerned and not experienced B Concerned but not experienced B Experienced harm + not concerned | B Experienced harm + concerned

Bullying, abusive behaviour or threats 43% 1% /% 19%
Unwelcome friend/follow 51% 20% 12% 70
Trolling 51%
People pretending to be someone else 49%
Fake News* 59%
Spam emails 60% 9% 20% 11%
Hate speech 60% 21% 8% 11% A
Offensive videos/pictures 59%
Fake images/videos** 62%
Offensive language 52% 3% 31% 9%
Too much time online 66% 9% 17% 8%
Scams/ fraud 60%
Violent/disturbing content 61%
Viruses etc. 59% 29% 5% 1%
Harmful/misleading ads 72%
stalking/cyberstalking 63%
Sexual/pornographic 66% 22% 6% 6%
Content promoting self-harm 69% 22% 4% 70
Cyber-flashing** 71%
Pressure to send info/photos 78% 14% o 4%
Too much money online 31% 10% 6% 4%
Private info made public 64%
Non-consensual personal data use 59% 35% %0 3%
Unclear data collection (commercial use) 74% 18% 4% 3%
Personal info stolen 57%
Child sexual abuse imagery* 70% 24% 3% 3%
Content promoting terrorism/radicalisation 76% 19% 3 %2 %
Government surveillance 85% 11% /.9

Source: Jigsaw Research "Potential online harms" Feb 2020

Question: C2b) | am now going to read out the areas you are generally concerned about. | would like you to tell me on a scale of 1 to 5, where 1 means Mildly

concerned and 5 means Very Concerned, how concerned you are about each. C4) Which, if any, of the following things have you come across on the internet in the last
12 months?

Base: All children 12-15 (2001). *Wording changed in 2020. **New statement added 2020
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Frequency of experiencing potential harms is generally lower

amongst 12-15 year olds than adults. Too much time
online is the most commonly reported issue
How often do you experience (xxx) when using the internet? (Base all experienced & concerned)

OfFcom
L& . ]
making communications work
for everyone

(All experienced & concerned) DK B Only ever once Less often Monthly Weekly m Daily
8% Too much time online (n=172) TAZA 13% 26% 31%
11% Spam emails (n=228) 16% 20% 26%
9% Offensive language (n=172) 23% 16% 35%
12% Fake News* (n=238) 24% 26% 27%
6% Harmful/misleading ads (n=125) 20% 24% 24%
15% Trolling (n=309) 26% 27% 21%
19% Bullying, abusive behaviour or threats (n=377) 27% 29% 17%
10% Offensive videos/pictures (n=209) 31% 27% 18%
10% Fake images/videos** (n=199) 32% 22% 19%
11% Hate speech (n=223) FZIEEE 35% 27% 16%
3% Unclear data collection (commercial use) (n=64) 24% 14% 15%
8% Violent/disturbing content (n=152) [EZ 35% 20% 21% D%
3% Non-consensual personal data use (n=64) 17% 24% 15%
8% Scams/ fraud (n=156) 26% 22% 14%
17% Unwelcome friend/follow/contact (n=345) 42% 24% 16% E
5% Content promoting self-harm (n=103) 33% 21% 18% D%
3% Private info made public (n=67) 3% | 18% 16% 17%
6% Stalking/cyberstalking/harassment (n=118) &7 28% 26% 11% 2
1% Government surveillance (n=27) | 22%  FB¥A 17% 7%
2%  Content promoting terrorism/radicalisation (n=41) 18% 22% 18% 13%
4% Too much money online (n=72) 33% 13% 18%
3% Child sexual abuse imagery* (n=54) 27% 25% 6%
6% Sexual/pornographic content (n=117) % 39% 19% 14% B2
3% Personal info stolen (n=61) 18% 13% 18% 12%
12% People pretending to be someone else (n=240) 35% 18% 13%
4% Pressure to send info/photos (n=81) 32% 19% 9%
5% Cyber-flashing** (n=96) 30% 17% 9%
7% Viruses etc. (n=152) 38% 12% 5%

Source: Jigsaw Research "Potential online harms" Feb 2020

ico.

Information Commissioner's Office

Significantly
higher/lower
than 2019
% at least % at least AV
weekly monthly
53% 79%
55% 75%
54% 70%
37% 63%
36% 60%
29% 56%
23% 52% A
22% 49%
26% 18%
21% 18%
31% 45%
23% 43%
19% 43%
20% 42%
17% A1%
20% A1%
23% 39%
13% 39%
22% 39%
21% 38%
25% 38%
11% 36%
16% 36% W
17% 35%
17% A 35%
14% 33%
13% 30%
11% V¥ 2%V

Question: C4) Which, if any, of the following things have you come across on the internet in the last 12 months? PROMPTED. C5. How often do you experience [INSERT

CODE FROM C4] when using the internet?

Base: All children 12-15 who have experienced and are concerned about X (bases on chart)
*Wording changed in 2020. **New statement added 2020
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. . @
However, viruses, hate speech and content promoting OFcomm ].CO
self-harm have the most severe impact when experienced, ;n_akingcom_municationswork @
. . . . 'or evervone Information Commissioner's C?Iflce. .
along with the theft of personal info, bullying and cyber flashing Significantly
higher/lower
Level of impact experiences have had (Base all experienced and concerned) thanioe
(All experienced % high impact
& concerned) DK/Refused/No impact  m Mildly annoying/upsetting/frustrating 2 3 4 W \Very annoying/upsetting/frustrating (rating 4-5)
7% Viruses etc. (n=152) T/ NEAM3% 14% 22% 52% 74%
11% Hate speech (n=223) [AE/M 6% 15% 22% 51% 73%
5% Content promoting self-harm (n=103) A5 4% 18% 25% 72%
39 Personal info stolen (n=61) [EFZ 5% 18% 20% 70%
19% Bullying / abusive behaviour / threats (n=377) /S 8% 16% 21% 69%
5% Cyber-flashing (n=96)*** 9% 6% 12% 24% 69%
8% Violent/disturbing content (n=152) M 9% 16% 27% 66%
4% Pressure to send photos/info (n=81) 2/l 11% 16% 24% 66%
6% Stalking / cyberstalking / harassment (n=118) Z7JEEA 6% 17% 21% 65%
6% Sexual/pornographic content (n=117) EZEEZAM 7% 18% 25% 64%
10% Offensive videos / pictures (n=209) I 8% 22% 29% 64%
3% Child sexual abuse imagery {(n=54)** [/ 4% 19% 15% 62% V¥
129 People pretending to be someone else (n=240) E7/IIEZN 13% 16% 26% 61%
3% Non-consensual personal data use (n=64) 14% 17% 17% 59%
15% Trolling (n=309) /NS  13% 22% 25% 59% A
12% Fake News (n=238)** 1787 15% 20% 35% 58% A
3% Private info made public (n=67) 7% 8% 18% 23% 58%
8% Scams / fraud (n=156) [EZ 11% 17% 19% 58%
5% Content promoting terrorism / radicalisation... /I  10% 22% 15% 55%
1% Government surveillance (n=27%) 11% 3% 19% 14% 54%
39 Unclear data collection (commercial use)... Ef 8% 30% 22% 54%
10% Fake images/fake videos (n=199)*** % 11% 22% 28% 53%
4% Too much money online (n=72) 7% 16% 21% 33% 53%
1% Spam emails (n=228) /N 15% 22% 24% 52%
99 Offensive language (n=172) 7 IEAN 13% 26% 30% 52%
17% Unwelcome friend / follow requests /... ElZIIES 15% 23% 25% 51%
6% Harmful/misleading ads (n=125) [EI7 11% 25% 25% 49%
8% Too much time online (n=172) W7 20% 27% 22% 33%

Source: Jigsaw Research "Potential online harms" February 2020
Question: C4) Which, if any, of the following things have you come across on the internet in the last 12 months? PROMPTED. C6) Thinking about all of the times that
you have experienced [INSERT CODE FROM C4] in the last 12 months, what impact has this had on you? Please use a scale of 1 to 5, where 1 means Mildly annoying or

upsetting or frustrating and 5 means Very anncying or upsetting or frustrating
Base: All children 12-15 who have experienced and are concerned about X (bases on chart) * Warning — low base size. **Wording changed in 2020. ***New statement 70
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Girls are more likely to find their experiences more upsetting OFcom -
than boys in general. Boys are more likely to find pressure to making communications work ICOo

& " . for everyone Information Commissioner’s Office

send info/photos and government surveillance more upsetting
Level of impact experiences have had (4-5) (Base all experienced & concerned)

77% 76% 75% 75% - 77%| —T—Boys T—Girls

pe—— (s} (s} 70% 69% 71% 00 00 B i
O8% O8HI6% 653% 64% o, 615 5% < o —
’ . % 60% o oy 59%
66% 89 -~ | TR e 7% 2" 56%

52% 50

44%

Source: Jigsaw Research "Potential online harms" Feb 2020
C6) Thinking about all of the times that you have experienced [INSERT CODE FROM C4] in the last 12 months, what impact has this had on you? Please use a scale of 1
to 5, where 1 means Mildly annoying or upsetting or frustrating and 5 means Very annoying or upsetting or frustrating

Base: All children 12-15 who have experienced and are concerned about X

*Wording changed in 2020. **New statement added 2020
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Bullying is the potential harm that impacts 12-15 year olds the
most, along with viruses, hate speech and content promoting

self-harm

Level of impact experiences have had (Base those who have experienced)

B Experienced but
not concerned

Bullying, abusive behaviour or threats (n=514
Viruses etc. (n=241

Hate speech (n=382

Content promoting self-harm (n=186

People pretending to be someone else (n=373
Stalking/cyberstalking/harassment (n=201
Trolling {(n=475

Cyber-flashing** (n=171

Scams/ fraud (n=263

Personal info stolen (n=127

Offensive videos/pictures (n=408
Sexual/pornographic content (n=232
Violent/disturbing content (n=320

Child sexual abuse imagery* (n=109
Non-consensual personal data use (n=123
Unwelcome friend/follow/contact from strangers (n=589
Pressure to send info/photos (n=173

Fake images/videos** (n=411

Fake News* (n=548

Content promoting terrorism/radicalisation (n=94
Private info made public (n=154

Unclear data collection (commercial use) (n=152
Too much money online (n=188

Government surveillance (n=73

Spam emails (n=622

Harmful/misleading ads (n=347

Offensive language (n=790

Too much time online (n=512

e T e e i it et e e et et i ot it et it et i et et et it et it it et et

OfFcom

ico.

 ______§ .|
making communications work
fﬂr evervone Information Commissioner’s Office
Significantly
higher/lower
than 2019
% high impact AY
W DK/ No impact H Mildly annoying/ 2 3 4 H Very annoying/ .
upsetting/frustrating upsetting/frustrating [roting -5}
6% 12% 15% 51%
7 N 9% 14% 46%
L A1%  EMIRI 13% 42%
I = S ©;10% 14% 40%
8% 10% 17% 39%
I 7 - [10% 12% 38%
8% 14% 16% 38% A
L 46% BV 13% 38%
7% 10% 11% 34%
5% | SN 9% 34%
I 77 S 4 [11% 15% 32%
L 50% . [V 13% 32%
L 52%  EVRC 13% 32%
L 51% ¥ 7% 31 ¥
7% 9% 9% 30%
9% 13% 15% 30% A
[ 55% VAN 11% 30%
5% IN11% 14% 26%
6% [118% 15% 25% A
I T A 5; [10% T 6% 24%
I 0 8% 10% 24%
L 58% . EXINE 9% 22%
6% [118% 12% 20%
L 64% . AR 20%
5% [118% 9% 19%
6%  ESONI 9% 17%
I - S o6 6% 6% 11%
7% [119% 7% 11%

Source: Jigsaw Research "Potential online harms" Feb 2020
Question: C4) Which, if any, of the following things have you come across on the internet in the last 12 months? PROMPTED. C6) Thinking about all of the times that

you have experienced [INSERT CODE FROM C4] in the last 12 months, what impact has this had on you? Please use a scale of 1 to 5, where 1 means Mildly annoying or
upsetting or frustrating and 5 means Very annoying or upsetting or frustrating

Base: All children 12-15 who have experienced X (bases in brackets above). *Wording changed in 2020. **New statement added 2020
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Again, potential harms with the highest levels of concern tend OfFcorm ico
e —r ®

to have the greatest impact on those who have experienced ;naking&gmmunicationswork
Oor everyone Information Commissioner’s Office
them

Impact vs. Incidence of concern raised

C2 — Concerned about potential harm (Total sample)

10% 15% 20% 25% 30% 35% 40% 459 55%

55%
Bullying, abusive behaviour or threats @
50% ying

Low concern,
45% high impact

High concern,
high impact

Viruses etc.

Hate speech @
40% Content promoting self-harm
Stalking/ cyberstalking/ harassment @
Cyber-flashing

Trolling @ People pretending to be someane else

L
# ——— |
-
T
=Z O
—
+— QO
O = o
o 8_ 35% Offensive videos/pictures ® @ Personsl ot dialan
g c|>f) Sexual/pornographic content @ e Scams/ fraud
HC_) — 30% Pressure to send info/photos @ Child sexual abuse content @ Violent/disturbing content @ gNon-consensual personal gata Use
— i i . Unwelcome friend/follow/contact from
0 @ Content promoting Fake images/videos strangers
G>J 8 25% terrorism/radicalisation g ® ®
—l e Unclear data collection (commercial ° Fake News Private info made public
| use)
w0 20% ® ® Too much money online ® Spam emails
© Government surveillance ® Harmful/misleading ads
15%
10% Offensive language @g 156 mych time online
Low concern, High concern,
low impact low impact

Source: Jigsaw Research "Potential online harms" Feb 2020
Question: C2) Which, if any, of the following things concern you about the internet? PROMPTED Base: All children 12-15 (2001)

C6) Thinking about all of the times that you have experienced [INSERT CODE FROM C4] in the last 12 months, what impact has this had on you? Please use a scale of 1
to 5, where 1 means Mildly annoying or upsetting or frustrating and 5 means Very annoying or upsetting or frustrating. Base: All children 12-15 who have experienced
and are concerned about X (bases vary)

73
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Despite the high frequency of spending too much time online, OFcoMmM ico
exposure to offensive language and receiving spam emails, the  makingcommunications work ®

for everyone Information Commissioner’s Office
level of impact is lower than the other potential harms

Impact vs. Frequency
C5 — Frequency of experience (at least weekly)

0% 10% 40% 50% 60%
55%
° low frequency, High frequency,
50% h/gh impact Bullying, abusive behaviour ¢r threats @ hlgh impact
()
45% Viruses etc. @
40% Peaple pretending to be someane else

® @\ Content promoting

Stalking/cyberstalking/harassment ‘ self-harm ® Trolling

Cyber-flashin
35% ! X

Personal info stolen @ fraud : . :
Qffensive videos/pictures

Sexual/pornographic content @ * o iolent/disturbing content

Child :exual ab:se co(;]t.e?t .h : ® ® Non-consensual Pagsonal data use
ressure to send info/photos Unwelcome friend/ follow/

contact from strangers ® Fake images/videos
0, .
25% Contentpromoting @ @ Private info made public ® Fake News

terrorism/radicalisation

® Sca

C6 — Level of impact (NET 4-5)
(base all experienced)
]
X

®
; Unclear data collection
20% Too much money onllne. )
(s e (commercial use)

. ® Spam emails
Government surveillance

® Harmful/misleading ads

15%

10% Offensive language @ .Too much time online
Low frequency, High frequency,
low impact low impact

Source: Jigsaw Research "Potential online harms" Feb 2020
Question: C5. How often do you experience [INSERT CODE FROM C4] when using the internet? Base: All children 12-15 who have experienced and are concerned about
X (bases vary). C6) Thinking about all of the times that you have experienced [INSERT CODE FROM C4] in the last 12 months, what impact has this had on you? Please

use a scale of 1 to 5, where 1 means Mildly annoying or upsetting or frustrating and 5 means Very annoying or upsetting or frustrating. Base: All children 12-15 who
have experienced X (bases vary)
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Despite the relatively low frequency, online bullying, viruses
and material promoting hate speech are the most annoying/

OfFcom

making communications work

ico.

for evervone Information Commissioner’s Office
upsetting potential harms
High Impact vs. Frequency
40%
%D 35% L(_)Wf_requency’ Bullying, abusive behaviour or threats @ ngh ‘_frequency’
= ® high impact high impact
g Viruses etc. @ Hate
o) speech
S5 30% °
o
S
\ . -
%D S Stalklng/cyberstalklng/hara;;r:;s:;l » ® Content promoting
'-E o Cyber-flashing ¢ ® self-harm
L Child sexual abuse content ® Scams/ fraud
2, People pretending to be someone else ® ® Trolling
o o Non-consensual personal data use
> 20% Sexual/pornographic content @
?D Pressure to send info/photos @ o ® Violent/disturbing content
= Content promoting terrorism/radicalisation ® @ Offensive videos/pictures
; o Unwelcome friend/ follow/ contact from strangers
o 15% ° @ ® Private info made public I EE Al
po Government surveillance @ -nclearda a.co ection
% e {commercial use)
g 10% Falke [inages/viiens ® Fake News ® Spam emails
GJ Too much money online ® Harmful/misleading ads
= ®
|
(o) 5% Offensive language @
o ® Too much time online
Low frequency, High frequency,
) g .
0% jow impact low impact
0% 10% 20% 30% 40% 50% 60%

C5 — Frequency of experience (at least weekly)

Source: Jigsaw Research "Potential online harms" Feb 2020
Question: C5. How often do you experience [INSERT CODE FROM C4] when using the internet? Base: All children 12-15 who have experienced and are concerned about
X (bases vary).

C6) Thinking about all of the times that you have experienced [INSERT CODE FROM C4] in the last 12 months, what impact has this had on you? Please

use a scale of 1 to 5, where 1 means Mildly annoying or upsetting or frustrating and 5 means Very annoying or upsetting or frustrating. Base: All children 12-15 who

have experienced X (bases vary)
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Online bullying has the greatest impact and was also OfFcom ico
experienced by more than a quarter of 12-15 year olds in the  makingcommunications work ®

for evervone Information Commissioner’s Office
past year
Impact vs. Experienced in last year
60%
Low concern, High concern,
50% h/gh Impact Bullying, abusive behaviour or threats @ h’gh Impact
Lfn Viruses etc. @
Ii Hate speech @
) )
W 40% Content promoting self-harm @ i ) ® People pretending to be someone else
E Cyber-flashing** @ ® Stalking/cyberstalking/harassment ® Trolling
F)
8 Personal info stolen @ Scams/ fraud @ Offensive videos/pictures
o 30% Child sexual abuse content*g . :exual/pomﬂgraphic content .Violent/distu tbing content & Unwelcome friend/follow/contact from strangers
g Non-consensual personal data use  pressyre to send info/photos
o Content promoting @ Private info made public Ffake images/videos @ @ Fake News*
—_— terrorism/radicalisation . :
a ® Unclear data collection (commercial use)
> 0 )
il') 20% ® ® Too much maney online Spam il i
| Government surveillance ® Harmful/misleading ads
S
10% ® Too much time online Offensive language @
Low concern, High concern,
0% low impact low impact
0% 5% 10% 15% 20% 25% 30% 35% 40%

C4 — Experienced in the last year

Source: Jigsaw Research "Potential online harms" Feb 2020
Question: C4) Which, if any, of the following things have you come across on the internet in the last 12 months? PROMPTED. Base: All children 12-15 (2001)

C6) Thinking about all of the times that you have experienced [INSERT CODE FROM C4] in the last 12 months, what impact has this had on you? Please use a scale of 1

to 5, where 1 means Mildly annoying or upsetting or frustrating and 5 means Very annoying or upsetting or frustrating. Base: All children 12-15 who have experienced 76
X (bases vary)
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Section 3
Sources of potential online harm
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Across adults and 12-15 year olds, social media sites are the Ofcom ico
most commonly cited sources of potential online harm. 12-15  paking communications work -

for everyone Information Commissioner’s Office

year olds have experienced more harms on social media than last year
Sources of potential online harm

62%

Of adults have experienced
potential online harms

81%

Of children (12-15) experienced
potential online harms

in the last 12 months in the last 12 months
. . e 30% A
i ' e
e 13%
ErriaflSTte/Anp 16% Email/Site/App
22% 12y/o
. 12% 29% 13 y/o
Search Engine AV Instant Messenger 33% 14 y/o
8% 34% 15 y/o
o " % % 0
Instant Messenger Video Sharing Site/App
§ 3% 2020
. . . 5% 2020 Search Engine
Video Sharing Site/App . g 39
o E m 2019
. 3% Gamin 3%
News Site/App - 8
6%
Gaming G 2% News Site/App l 1%

Significantly higher/lower than 2019 A V¥
Source: Jigsaw Research "Potential online harms" March 2019
Question: C4) Which, if any, of the following things have you come across on the internet in the last 12 months? PROMPTED

C7 Which site or service were you using when you came across your most recent experience of (XXX)?
Base: All adult internet users (2057) All 12-15s (1001)
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Adults experience potential online harms on a range of sites/ OfFcorm ico
apps, but social media is most commonly identified for most making communications work @

for everyone Information Commissioner’s Office
types of potential harms. IM comes through strongly as a source !
for sexual/pornographic content, cyber-flashing and bullying

Places where potential online harm was experienced (types of source*).

*smaller “other” sources and DK not shown
m Social Media  mInstant Messenger Search Engine  mVideo Sharing mVOD mNews mGaming Email/other

Unwelcome friend/follow/contact from strangers 3B 9%
Bullying/abusive behaviour/threats 84% 26% % b/
Trolling T10% 3R 1%
Offensive language 11%
Offensive videos/pictures [AS%RE %
Fake News* AN 15%
Stalking/cyberstalking/harassment 0% 73
Sexual/pornographic content 13%
Hate speech 6
Harmful/misleading ads 12%
People pretending to be someone else 28E011%
Private info made public 0%12%
Too much time online ' 26%
Violent/disturbing content
Fake images/videos** - e %NEE: 10%
Content promoting self-harm 14% 23
Cyber-flashing** i 13%
Child sexual abuse imagery*
Content promoting terrorism/radicalisation 8% W%
Non-consensual personal data use* 6%ED 25%
Personal info stolen X 22%
Unclear data collection {commercial use) 1% 27%
Scams/ fraud ) %) 46%
Government surveillance (0) 7% 7SV
Viruses etc. : 30%
Too much money online** ; 055 | 37%
Spam emails o1 3 60%
0%

No significance testing due to

changes in the questionnaire in 2020

Source: Jigsaw Research "Potential online harms" Feb 2020
Question: C7 Which site or service were you using when you came across your most recent experience of (XXX)?

Base: All adult internet users who have experienced and are concerned about X (bases 35-317)
*Wording changed in 2020. **New statement added 2020
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The same is true for 12-15 year olds, with social media being the OFfFcorm ico
e

most common source for most potential harms. IM comes
through strongly for bullying, pressure to send photos and
cyber-flashing

Places where potential online harm was experienced (types of source*).

*smaller “other” sources and DK not shown

HSocial Media B Instant Messenger Search Engine M Video Sharing B News

L BEEE |
making communications work
for everyone

Information Commissioner's Office

Unwelcome friend/follow/contact from... 63% 11% 0% 4% 73
People pretending to be someone else 55% 0%:0% 4% 78
Bullying/abusive behaviour/threats 48% 0%:0% 5% 7
Stalking/cyberstalking/harassment 48% 0%::0%3% 78
Private info made public L Ok
Hate speech
Trolling

Pressure to send photos/info
%

Content promoting self-harm
Fake News**
Fake images/videas***

Offensive videos/pictures 36% 8% 0%
Harmful/misleading ads 34% 1%2% o4 1088
Offensive language 33% 16% 0%
Violent/disturbing content T %
Non-consensual personal data use NN 7 O ZIAPEA 8%
Too much time online :
Sexual/pornographic content EZaN 2%
Content promoting... 22% 5% 0% 3% @
Child sexual abuse imagery** 21% 3%0% P4 4%
Cyber-flashing*** a7
Personal info stalen B8 0% 9% VS
Scams/ fraud 13%
Unclear data collection (commercial use) % 0 8%
Spam emails : i 0% 43%
Viruses etc. ) 5%
Too much money online ; 14%

Government surveillance* [3%0%

Source: Jigsaw Research "Potential online harms" February 2020

Question: C7 Which site or service were you using when you came across your most recent experience of (XXX)?

Base: All children 12-15 who have experienced and are concerned about X (bases 27*-377)
*CAUTION LOW BASE (<50). **Wording changed in 2020. ***New statement added 2020

0% 5% BA

No significance testing due to
changes in the questionnaire in 2020
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Social media is most associated with unwelcome friend/follow OFcorm lco
ST—— @

mmunications work

requests, bullying and trolling for those who are concerned and ?&?ﬁﬂE&%m e

experienced. Search is most associated with harmful ads,
whilst IM is linked to sexual/pornographic content and cyber-flashing

Leading potential harms associated with source types

M Social Media M Instant Messenger Search Engine M Video Sharing

Too much time online - 23%

friend/ch)JIrI]c\JN\;/lf:Z?tzct from _ 85% Too much time online - 34% Harmful/misleading ads 34%
bzt:llzla\\//lir;gu/ra/kt)f?rsels\;is _ 849 Sexual/pornographic content - 339% Too much time online 31% Violent/disturbing content . 18%
Trolling _ 77% Cyber-flashing** - 299% Sexual/pornographic content 29% Fake images/videos** . 16%
. Bullying/abusive - Unclear data collection . .
o 0 0 0
Offensive language _ 75% behaviour/threats 26% (commercial use) 26% Offensive language 15%
Offensive videos/pictures _ 74% Child sexual abuse imagery* - 26% Fake News* 22%  Sexual/pornographic content . 15%
Fake News* _ 72% iy - 25% Child sexual abuse imagery* 21% Offensive videos/pictures . 159%
friend/follow/contact from... o o o
Stalklng/cyb:qres:ilklng/harass _ 72% Offensive language . 22% Cyber-flashing** 20% Harmful/misleading ads . 14%
. . . . Content promoting
0 ) 0 * 0
Sexual/pornographic content _ 69% Private info made public . 22% erroitem rdlealisare 20% Fake News l 11%
Hate speech _ 69% Content promoting self-harm . 20% Content promoting self-harm 19% Trolling I 10%
Harmful/misleading ads - 66% Sta|k|ng/cyb:qr;:]ilkmg/harass . 20% Too much money online** 18% Viruses etc. I 10%
People pretending to be 8 1 . ; . & : . Bullying/abusive I &
comeone else - 66% Violent/disturbing content 18% Viruses etc. 16% behaviour/threats 9%
. . . . . . . Content promoting I
) 0 0 0
Private info made public - 64% Offensive videos/pictures . 17% Offensive language 15% TR 8%
No significance testing due to changes in the questionnaire in 2020

Source: Jigsaw Research "Potential online harms" Feb 2020
Question: C7 Which site or service were you using when you came across your most recent experience of (XXX)?

Base: All adult internet users who have experienced and are concerned about X (bases 35-317)
*Wording changed in 2020. **New statement added 2020
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12-15’s are less likely to experience potential harms on social OfFcCcoMrm lco
= o

I
Information Commissioner's Office

making communications work

media than adults, but 63% of those who are concerned and
experienced unwelcome friend/follow requests cite social media as the source

Leading potential harms associated with source types (Top 12)

M Social Media

Unwelcome

0,
friend/follow/contact... - 63%

o rrans oo R oo
s R 4
Stalkini/rz\f::;ilkmg/h - 48%
Private info made public - 48%
Hate speech - 47%

Trolling - 46%
st [ ez
Content phr:rr:wnoting self- - 40%
Fake News* - 39%

Fake images/videas** - 39%

Offensive
0
videos/pictures - 36%

M Instant Messenger

Bullying/abusive

0,

behaviour/threats - 20%
Pressure to send

0

phatos/info - 20%

Offensive language - 16%

Cyber-flashing** - 15%

Stalking/cyberstalking/h
g/cy g/ - 14%

arassment

Private info made public . 13%

Peaple pretending to be
ple p g . 12%

someone else

Trolling . 12%
Unwelcome
0,
friend/follow/contact.... 11%
Violent/disturbing . 5
content 10%
B
N =

Hate speech

Content promoting self-
harm

Source: Jigsaw Research "Potential online harms" February 2020
Question: C7 Which site or service were you using when you came across your most recent experience of (XXX)?

Offensive language

Violent/disturbing
content

Too much time online

Offensive
videos/pictures

Fake images/videos**
Harmful/misleading ads
Hate speech

Fake News*

Content promoting self-
harm

Content promoting
terrorism/radicalisatio

Sexual/parnographic
content

for everyone

m Video Sharing

B 21%
B 16%
B 13%
B 9%

B 9%

B 9%

B 8%

N 8%

N 7%

N 6%

Private info made public I 5%

Base: All children 12-15 who have experienced and are concerned about X (bases 27*-377)
*Wording changed in 2020. **New statement added 2020

No significance testing due to changes in the questionnaire in 2020

Too much money online
Personal info stolen

Offensive language
Bullying/abusive
behaviour/threats

People pretending to be
someone else

Unwelcome

friend/follow/contact..

Too much time online

Trolling

Stalking/cyberstalking/h
arassment

Scams/ fraud

Non-consensual
personal data use

Vialent/disturbing
content

INQO00615301_0206

B Gaming

B s
| B
| B2
s
B 2%
1
| 3%
| 3%
| 3%
| 2%
| 2%

| 1%




. . . @
Potentially negative experiences are encountered onarange OfcCcom lco
of sites and platforms, with social media sites being most pnakigesmmuriigations wark -

for everyone Information Commissioner’s Office
commonly mentioned

Places where potential online harm was experienced (specific source*). *smaller “other” sources and DK
not shown

W Facebook mFacebook Messenger mInstagram m WhatsApp Google ®mYouTube mTwitter Snapchat TikTok mSwitch

Unwelcome friend/follow/contact from strangers | - =77 S 27 o B oA -
Bullying/abusive behaviour/threats 74% 16% 8% e 9% | 13% EAA%s
el  69% 3% . 1%P 10% | 12% i
Fake News* 65% 7% 6% 21% 7% i
Harmful/misleading ads 27% | 14% 2%
Hate speech 7 7% | 6% ¢
Offensive language 60% 14% [l 9% 11% | 5% W& oo %4
Stalking/cyberstalking/harassment 6% 13% g
Fake images/videos** 10% I 7
Offensive videos/pictures 58% 10% YW 10% 13% Y 6%
People pretending to be someone else I, NN ST 7T
Too much time online 57% 19% 16% 26% 19% EZ  11% B
Private info made public 56% CEAEITA 6% 6%
Violent/disturbing content 54% 5% 7% 11% 7%
Content promaoting self-harm 52% 7% 29 19% 8%
Content promoting terrorism/radicalisation 49% 10% 5% 15% | 7% | 6% K34
Cyber-flashing** 40% 10% 12% 20% 13%
Non-consensual personal data use* 10% IBEE:
Sexual/pornographic content 37% 5% 12% 27% 20% D
Unclear data collection (commercial use) 35% 8% 4% 24%
Personal info stolen 34% 3% ITA 6% T+
child sexual abuse imagery* 30% 12% 19 16% 14 15% §
Scams/ fraud 27% [AAeY.  11% B
Government surveillance 10% 0%

Viruses etc. 15% Loyt 12% 10% 0%
Toa much money online** 17% w
Spam emails EPATY 6% &)
No significance testing due to changes in the questionnaire in 2020
Source: Jigsaw Research "Potential online harms" Feb 2020

Question: C7 Which site or service were you using when you came across your most recent experience of (XXX)?

Base: All adult internet users who have experienced and are concerned about X (bases between 25 and 317)
*Wording changed in 2020. **New statement added 2020
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The proportion of users who come across potentially negative
experiences varies by platform

% Experienced potential harm on a platform they use

% Users
Google Facebook  WhatsApp
1% | 69% | 63%
28%
10%
8%

YouTube

54%

10%

Instagram

32%

16%

Source: Jigsaw Research "Potential online harms" March 2019

BBC News

31%

W 2019

1% 1%

SnapChat

22%

2020

7% 7%

Twitter

19%

12%

Question: C7 Which site or service were you using when you came across your most recent experience of (XXX)?
Base: All adult internet users of X (bases 101-1443)

E4. Which, if any, of the following sites or apps do you use nhowadays? Base: All adult internet users (2005)

Qgcom

making communications work
for everyone

Sky News

12%

2%

Daily Mail

8%

7%

H%

Significantly higher/lower than 2019 A V¥

ico.

Information Commissioner's Office

Guardian

5%

5%

TikTok

4%

9%
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1 in 3 of those that experienced stalking/cyberstalking knew OfFcom ico
the person ha raSSing them making communications work @

for everyone Information Commissioner’s Office

Individual responsible for potential harm experienced

DK

B Wasn't sent to

me
M Know
81%
personally
51%
. o 47% 46% 45% o
Q
personally e 30% 24%
° o 17%
(¢}
g ., ® 3 5§ g2 g =4 2 = o % % - E ® 3 g
= © z O S ] = 46 [=% T = ] = = el ) B = o)
28 = o 3= = g e o 25 25 < & = ol 38 g .
Exc 25 - = = S k& g e o £ c o P & 59 - E 3 T o
= v o = = S Lg c a o u v =~ - S = o i L o o
S F 5 g == o 3 o =g S 2 & 3 @ o < £ « o< o x B
LU = 0 o ~ @ c O - = o c O @ O @ [ > = O T = Q
BQE o 3 = = = c o o 0O = ® 3 = c O ‘E§ »w £
£ 5§ S g ‘€ 5 8 L @ =° c < > = 2 g 2 =
258 £ ° o E 2o c o T e = = 5 :
G o = - g 2 = S S 5 £ S
g7 %2 = © 3 & ° g

No significance testing due to changes in the questionnaire in 2020

Source: Jigsaw Research "Potential online harms" Feb 2020

Question: C4) Which, if any, of the following things have you come across on the internet in the last 12 months? C8) And was your most recent experience of [INSERT
CODE FROM C4] sent to you by someone you know personally or someone you don’t know personally?

Base: All adult internet users who have experienced and are concerned about X (bases between 28-137)
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Potentially negative experiences are commonly encountered on OfFcorm ico
P B e e

social media sites

making communications work
for everyone Information Commissioner’s Office

Places where potential online harm was experienced (specific source®™).
*smaller “other” sources and DK not shown

MW Facebook

Unwelcome friend/follow/contact from strangers
People pretending to be someone else
Fake News*

Hate speech

Harmful/misleading ads

Trolling

Fake images/videos**

Bullying/abusive behaviour/threats
Offensive language

Violent/disturbing content
Stalking/cyberstalking/harassment
Private info made public

Offensive videos / pictures

Persanal info stolen

Pressure toa send photos/info

Content promoting terrorism / radicalisation
Content promoting self-harm

Child sexual abuse imagery*
Non-consensual personal data use
Sexual/parnographic content

Scams / fraud

Too much time online

Cyber-flashing**

Unclear data callection {commercial use)
Viruses etc.

Spam emails

Too much money online

Government surveillance

® Facebook Messenger Instagram  ®YouTube Snapchat m WhatsApp TikTok  m Twitter

20% 5 6% 2%
29% 1% 14% T 8%
26% 0% 7% R %)
26% i, 8% 5% BN
[ 5% 0% 8% 0%
23% 1% 12% 4%
VA 9% VDA 5% |
14% 10%
5% 6% 1%
4% 4% BRVERA
16% E 8% @D
| 19%  OfERS 11%
7% 7% B
| 16%  O%MA
[ 15% 1% Y 15%
| 14% 3% EPA 7%  28% 5% |
14% 19 16% 4% 1
13% 2% 4% 2%

[ 13% ___ O%VO% 6% |

[ 12% 198V 6% EEVD 4%3% |

[ 9% 190D %ikz 399864

7% OWWINN  13% _ JEONDY%
7% 6%

[ 5% 0%t
5% 1498
PO

Source: Jigsaw Research "Potential online harms" February 2020

No significance testing due to changes in the questionnaire in 2020

Question: C7 Which site or service were you using when you came across your most recent experience of (XXX)?

Base: All children 12-15 who have experienced and are concerned about X (bases 27*-377)
*Wording changed in 2020. **New statement added 2020
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The proportion of users who come across potentially negative OfFcorm ico
e o e p—— @

experiences varies by platform making communications work
for el[ervone Information Commissioner’s Office
% Experienced potential harm on a platform they use
% Users
YouTube WhatsApp Instagram SnapChat Facebook TikTok Twitter BBC News Twitch Google Daily Mail

719% 2% 64% S57% 49% 37% 25% 15% 11% 6% 6%

m 2015 m 2020

30%

17%

11% 10%
7% 8%

6% 6%

Q 0, 0,
o | 33| P g |

1%

0%

Source: Jigsaw Research "Potential online harms" March 2019
Question: C7 Which site or service were you using when you came across your most recent experience of (XXX)?

B6. Which, if any, of the following sites or apps do you use nowadays? Base: All children 12-15 (1001)
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2 in 5 of those that experienced stalking/cyberstalking or OfFcom ico
bullying knew the person that was harassing/bullying them making communications work '

for everyone Information Commissioner’s Office

Individual responsible for potential harm experienced

DK

B Wasn't sent to

me
H Know
personally 74%
509
: £ a6% 4
Don't know ° 38% 37% 37% 33%  32% 31% .
personally ° o 30% 29% 26% 5% 3% 20%
(o]
g g E 3 % g B g $ g g 2 £ og £ £
L e % [TEe) 2 ] = o = 2 < Q o S = T = Z o b= o
5 € 2 £ 2 n = 2 = o © 2= 2 z > & s} 8 e = @© =
Eggjo =i 2= = = = = o = £ .0 » 3] o 2 E E v ow as o 2 €
o % < S 2 o 8 S & 5 e < c © ] B S o= o £ o > w o ©
SEgE 25 S 2 2 & w =0 C my = £ £ 3 5 & <3 W 3 £ 2 =
= [Z} 2 © v = > S c o 5 & e 2 - e T s .2 >~ © = e
g = o s n £ = S O w g @ 2 c o = = =] £
28 e 2. = =S o 2 = O c 5 =2 Q » o © =& = o
= o 3 e = @ = 9 C > b= S 5 < £ ©
2% 2 S o = = = S = s = o o9 = =
(] g2 o & S5 © o =
;E o wy et [7)

Source: Jigsaw Research "Potential online harms" February 2020
Question: C4) Which, if any, of the following things have you come across on the internet in the last 12 months? C8) And was your most recent experience of [INSERT

CODE FROM C4] sent to you by someohe you know personally or someone you don’t know personally?**

Base: All children 12-15 who have experienced and are concerned about X (bases 27*-377)
*CAUTION LOW BASE
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Section 4
Reporting potentially harmful online
experiences

89
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As in 2019, 1 in 5 (19%) adults have taken action to report Ofcom ico
M aking communications work [

potentially harmful content they have seen online. 16-34’s, making communications work

for everyone Information Commissioner’s Office

females, those with children in the household, confident and heavy
internet users are more likely to take action

Ever reported anything seen online you thought was offensive, disturbing or harmful

% All adults % by demographics, internet confidence

25% 26% 25%
22% 22%
16% 16% 17%
12%
7%
¢ e ™ D x O >N SR S
& Qz@’b & °§"¢) < S @&Q é\b?’ (g@?' ,\s\'\\b@
Yes, reported online harm & @° & R &é
idn’ : * ) & & &
m No, didn't report online harm & @ N 3\0
R &
*Including 3% “Don’t know”, 1% refused (}\\ e‘b\ Q@’b

Significantly higher/lower than 2019 A Y

Source: Jigsaw Research "Potential online harms" February 2020 & March 2019

Question: D1) Have you ever taken action to report anything you have seen on the internet that you thought was offensive, disturbing or harmful?
Base: All adult internet users 2020 (2080) 2019 (2057)

*Heavy internet users 5+ hours at weekdays AND 10+ hours at weekends (n=82)
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A third (33%) of those who didn’t report say they hadn't Ofcom ico
Thaking communications work O

seen anything to report, while 1 in 7 ‘couldn’t be bothered’ and  making communications work

for everyone

Information Commissioner's Office

a further 1in 12 ‘didn’t think it would help’. 1 in 10 who unfollowed/blocked thought they

hadn’t taken action to protect themselves, when they actually had.

Ever reported anything seen online you thought was offensive, disturbing or harmful

% All adults Why not?

I e——— E2

Couldn't be bothered _1%_‘3%

Unfollowed/blocked q%O%A

Didn't think it would help - 8:%.)!/3

T Bl 3%
Didn’t know what to do 9%
Thought site would remove it W 5%
dn't have time A%V
Didn't have time é&o

81% Thought someone else would report u %%

Thought might make it worse I 1%
Yes, reported online harm

m No, didn't report online harm*

0%
Asked someone else to report kA

*Including 3% “Don’t know”, 1% refused

Source: Jigsaw Research "Potential online harms" February 2020 & March 2019

40%

m 2020
2019

Significantly higher/lower than 2019 A Y

Question: D1) Have you ever taken action to report anything you have seen on the internet that you thought was offensive, disturbing or harmful? D3) What were the

reasons for not reporting something you’ve seen on the internet that you thought was offensive, disturbing or harmful?

Base: All adult internet users 2020 (2080) 2019 (2057), those who reported 2020 (475) 2019 (376), those who have not reported

2020 (1551) 2019 (1631)
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Clicking on the report button has increased and remains the
most common action taken (69%), followed by unfollowing/

unfriending/ blocking (22%) and informing the site (15%)

@
OfFcom lc 0
. ]
making communications work @

for everyone

Information Commissioner's Office

Ever reported anything seen online you thought was offensive, disturbing or harmful

% All adults

Click report button
Unfollow/unfriend/block
Inform web/social media site
Told friend/family

Inform police

Inform ISP

Inform Ofcom

Inform other regulator

Yes, reported online harm

m No, didn't report online harm* Other
*Including 3% “Don’t know”, 1% refused Can't remember details

Source: Jigsaw Research "Potential online harms" February 2020 & March 2019

Actions taken

69%
63%
22%Y
28%

15%

8%

20%

6%V
1%

2%
4%
1%V

7%
1%
1%

8%

9%
3%
3%

2020

2019

Higher amongst 16-34s
(82%), and those with
children (82%)

Significantly higher/lower than 2019 A Y

Question: D1) Have you ever taken action to report anything you have seen on the internet that you thought was offensive, disturbing or harmful? D2) What did you

do?

Base: All adult internet users 2020 (2080) 2019 (2057), those who reported 2020 (475) 2019 (376), those who have not reported 2020 (1551) 2019 (1631)
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@
Nearly 7 in 10 of the people who reported an online harm fFcom lco
o ineg ®

t making communications work

experienced it on social media. AImost half thought the content paingconr
was removed but significant proportions remain unaware of what happened as a

result of their reporting

Ever reported anything seen online you thought was offensive, disturbing or harmful
Perception of what happened next?**

% All adults Site/App seen on
Facebook 57% Site removed content 46%
Email 17%
Instagram 8% Nothing - content not 12%
Facebook Messenger 6% removed 2
You Tube 6% ,
Fagfbban 5% Don't know 38%
WhatsApp 4%
Snapchat 3% Something else 4%
Google 2%
Facetime 2%
Y h 0, . . .
oo I 2% Complaint resolved to satisfaction?**
NET Social Media 68% 75%
NET Email/other 18% Yes 58% amongst
NET Instant messenger 11% 55+
NET Video sharing 6%
Yes, reported online harm NET Search engine 1 4% No 15%
o . * NET Games 2%
m No, didn't report online harm NET News | 1%
. ) o , e Not sure 27%
Including 3% “Don’t know”, 1% refused Social media and instant
*¥**NEW questions messaging significantly
higher amongst 16-34s

Source: Jigsaw Research "Potential online harms" February 2020 & March 2019
Question: D1) Have you ever taken action to report anything you have seen on the internet that you thought was offensive, disturbing or harmful?

Base: All adult internet users 2020 (2080) 2019 (2057).
D1b) On which site(s) or app(s) did you see the offensive, disturbing or harmful content that you reported? D2b. What happened when you reported? D2c. Was your

complaint resolved to your satisfaction? Base: those who reported 2020 (475)
INQO00615301_0217




Instant messaging websites/apps were most likely to have OfFcom lco
e

removed content and these were the types of websites/apps  makingcommunications work

for el[el'vone Information Commissioner’s Office
with the highest levels of complaint resolution
Complaint resolution by website/app or type of website/app
What happened next?
B Something else e 35% 20% 0
Don't know 44%
13%
. 12%
W Nothing - content not removed
. 8 73%
Site removed content 37% 0

46% 50% 38%

Total Sample Email NET Social Media NET Instant Messaging NET Email/other
Complaint resolved to satisfaction?
% 13% %
Don't know 27% 22% 26% . 2%
H No
84%

Yes 58% 58% 57% 58%

Total Sample Email NET Social Media NET Instant Messaging NET Email/other

Source: Jigsaw Research "Potential online harms" February 2020 & March 2019
D1b) On which site(s) or app(s) did you see the offensive, disturbing or harmful content that you reported? D2h. What happened when you reported? D2c. Was your

complaint resolved to your satisfaction? Base: those who reported 2020 (475) content seen on
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Almost 1 in 3 12-15’s have now taken action to report OfFcom ico
potentially harmful online content. C2DE’s and those who have  making communications work d

for everyone Information Commissioner’s Office

visited lots of new sites in the past month are more likely to
take action

Ever reported anything seen online you thought was offensive, disturbing or harmful

% All children % by age group, SEG and sites visited in past month
41%
Q Q
W% 31% oo o 31% 9%
25%
Vv > Vg ") v & @ o ]
N N N N vg,(l (}Q éo \QQQ \'bQQ
(2} <) A\
& & &
N L &
Yes, reported online harm \\‘;i@ N3
» [] - \
m No, didn't report online harm* ot

*Including 4% “Don’t know”

Source: Jigsaw Research "Potential online harms" February 2020 & March 2019
Question: D1) Have you ever taken action to report anything you have seen on the internet that you thought was offensive, disturbing or harmful? D2) What did you
do? D3) Why haven’t you reported anything that you have seen on the internet that you thought was offensive, disturbing or harmful?

Base: All children 12-15 2020 (2001), 2019 (1001)
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A quarter of those who didn’t report harm say they hadn't seen OF‘com lco
anything to report, while 1 in 7 ‘didn’t think it would help’ and  making commurications work

for everyone Information Commissioner’s Office

1in 8 didn’t know what to do. 1 in 7 who unfollowed/blocked thought they hadn’t taken
action to protect themselves, when they actually had

Ever reported anything seen online you thought was offensive, disturbing or harmful

% All children

-

Yes, reported online harm
m No, didn't report online harm*

*Including 4% “Don’t know”

Why not?

| haven’t seen anything

Didn't think it was bad enough
Unfollowed/blocked

Didn't think it would help

Didn’t know what to do

Couldn't be bothered

Thought someone else would report
Thought site would remove it
Thought might make it worse**

Didn't have time

Source: Jigsaw Research "Potential online harms" February 2020 & March 2019
Question: D1) Have you ever taken action to report anything you have seen on the internet that you thought was offensive, disturbing or harmful? D3) What were the
reasons for not reporting something you’ve seen on the internet that you thought was offensive, disturbing or harmful?

Base: All children 12-15 2020 (2001), 2019 (1001), those who have not reported 2020 (1340) 2019 (728)
**NEW STATEMENT ADDED 2020

I 0 5%

27%
I 1%
16%
I 1%
17%
I 14%
16%
1%
14%
I 117
10%
B S0
9%
1 787}, m 2020

7% 2019

W 4%
4%

Significantly higher/lower than 2019 A Y
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Telling a parent (50%), then clicking on the report button (39%) Of<cCcorm
are the most common actions taken, followed by
unfollowing/blocking (25%)

@
making communications work lc 0 e

for everyone Information Commissioner’s Office

Ever reported anything seen online you thought was offensive, disturbing or harmful

% All children

Yes, reported online harm
m No, didn't report online harm*

*Including 4% “Don’t know”

Actions taken

Told parent/guardian
Clicked 'report' button
Unfollowed/blocked

Told other family member
Informed the website
Told friend

Told teacher

Told other trusted person
Told charity worker/volunteer
Told police

Told Ofcom

Told ICO

Can't remember details

Source: Jigsaw Research "Potential online harms" February 2020 & March 2019
Question: D1) Have you ever taken action to report anything you have seen on the internet that you thought was offensive, disturbing or harmful? D2) What did you

do?
Base: All children 12-15 2020 (2001), 2019 (1001), those who have reported 2020 (578) 2019 (247)

224

Sh{
1997
17%,

10%V
A
%A
¥
3
3
e

0,
0%
3492";}/'0 Higher amongst 14 year old girls (52%)

R

Higher amongst 15 year old boys (32%)
Higher amongst 15 year girls (31%) and “very confident’
internet users (21%)

2020

2019

Significantly higher/lower than 2019 A Y
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happened on social media. Content was removed in almost e W= ol
half of cases but significant proportions remain unaware of what
happened as a result of their reporting

Almost 2 in 3 12-15s who reported online harm said the incident OfFCcorMrm ico
O

Ever reported anything seen online you thought was offensive, disturbing or harmful
Site/App seen on

Facebook 33%
% All children Instagram 25% ' Sk *
% All childre e E Perception of what happened next:
You Tube 11%
Email 8% )
Twitter 8% Site removed content 46%
Facebook Messenger 7%
WhatsApp 7% Nothing - content not 5
Xbox live 6% removed 18%
Ask.com 6%
TikTok 6% Don't k -
BBC website/app 6% ontKnow 36%
CNN B 4%

Discord 4%

Playstation network 1%
Bing/MSN 4%

Aggregator News apps 4%

Google 4%
Several others under 4%
. NET Social Media 63%
Yes, reported online harm B TIAE e teseees 58%

m No, didn't report online harm* NET Video sharing 19%
NET News 15%
*Including 4% “Don’t know” NET Search engine 14%
**NEW question NET Games 13%
NET Email/other 12%

Significantly higher/lower A W

Source: Jigsaw Research "Potential online harms" February 2020 & March 2019
Question: D1) Have you ever taken action to report anything you have seen on the internet that you thought was offensive, disturbing or harmful?

Base: All children 12-15 2020 (2001), 2019 (1001).
D1b) On which site(s) or app(s) did you see the offensive, disturbing or harmful content that you reported? Base: those who reported 2020 (578). D2b. What happened

when you reported? D2c. Base: those who reported via report button/informing website/police/Ofcom/ICO or charity worker 2020 (337).
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remove or not remove the content (fewer children did e = -
not know what happened in these situations)

News sites/apps and search engines most likely to either OfFcom ico
e

Complaint resolution by website/app or type of website/app

What happened next?

10%

B Something else

30% 27%

36% 35%

36%
Don't know
W Nothing - content not

removed 63%
57% 519

46% 43% 45% 44%

Site removed content

Total NET - Video NET - Search NET - Social NET - Instant  NET - News Site  NET - Playing
Sharing Site or Engine Media Site or Messenger or App games on a site
App App orapp

Source: Jigsaw Research "Potential online harms" February 2020 & March 2019
D1b) On which site(s) or app(s) did you see the offensive, disturbing or harmful content that you reported? D2h. What happened when you reported?

Base: All children 12-15 2020 who have reported something that they saw on NET Video (62), NET Search Engine (58), NET Social Media (221), NET Instant Messaging
(91), NET News (54), NET Playing Games (60)
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The proportions reporting potential harms is largely consistent OF‘com
across 12-15 year olds. The incidence of adults reporting

reduces significantly with age

1CO.

Information Commissioner's Office

maklng communications work
for everyone

Ever reported something seen online that you thought was offensive, disturbing or harmful?

Children overall
29% (25% 2019)

28%

29% o 28%
A
\d
27%
12 13 14 15

Source: Jigsaw Research "Potential online harms" Feb 2020

16-24

—2020

2019
Adults overall

19% (19% 2019)

21%

23%

25-34

22% 17%
12%

\
5%

35-44 45-54 55-64 65-74 75+

Question: D1 Have you ever reported something you have seen online that you thought was offensive, disturbing or harmful? This could include telling a person, using

a ‘report’ button or emailing/messaging a website or social media site. Base: All adult internet users (2080), All children 12-15 (2001)
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Section 5
Attitudes towards regulation and internet
brands

101
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More adults think there are regulations for SVOD, social media, OFcom s
IM and video sharing sites than in 2019. This is possibly due t0 e commancations work ICOo

for everyone Information Commissianer’s Office
media coverage about something needing to be done and people now % Some fan-of
thinking something is being done rules/regs
Perceived regulation of different types of media
2020 2019 2018

Subscription video on demand services 17% 6% 19% 19% 76%‘ 68% 65%
Social Media sites 14% 25% 24%

Instant Messenger services 18% 22% 22% 66%A 51% 44%

Video sharing websites 19% 24% 19% 62%A 54% 58%
Blogs and blogging websites 33% 15% 12% 38% 38% *48%

Don’t know mThere are no restrictions  Each company sets own rules (T&Cs) = Companies worked together set up industry body m Watchdog or regulator with legal powers

74%A  59% 61%

Significantly higher/lower A VW

Source: Jigsaw Research "Potential online harms" February 2020

Question: E2) I'm now going to read out different types of media and for each please tell me which one statement best describes your understanding of the level of

regulation in the UK?
Base: All adult internet users 2020 (2080) 2019 (2057)
*2018 wording for “Blog and blogging websites” was “Independently owned websites and blogs”
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16-54s, with children in household and non-white respondents OfFcorm -
are more likely to feel there is some form of regulation in place making communications work ICOo

for evervone Information Commissioner’s Office
% think there is some form of regulation for...
g MALE FEMALE ' 16-34 35-54 55+ ABC1 C2DE KIDEIH N K0S White No.n-
HH IN HH white
77% 75% @ 83% 81% 66% 78% 74% 82% 74% 74% 88%
Subscription video o

E EEERRERER
73% 75% | 83% 7% ., 1 75% 72% (80% 19 1729 82%
Social Media Sites 74% I I I I I I I I I I
0, o, 0 0, 83%

Instant messenger 64% 67% 3% 71% 559% 67% 64% s 62% ' 63%
AHERERNERR
Video sharing 64% 159y 68% 67% 529% 65% g5go 63% 58%  60% %
o EHEREEBERERER
Blogs and blogging 389 39% 38%  43% 38% 36% 41% 36% | 42% 37% 39% 37%

0

websites

Significantly higher/lower than 2019 A V¥
Source: Jigsaw Research "Potential online harms" February 2020

Question: E2) I'm now going to read out different types of media (for example TV, internet sites, newspapers etc.) and for each please tell me which one statement

best describes your understanding of the level of regulation in the UK?
Base: All adult internet users 2020 (2080) 2019 (2057)
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There is a high level of support for increased regulation across QF‘com ico
social media, video sharing and IM — although the level of gk RS e
support is lower than that observed at the start of 2019

(NB: more people now think there is already requlation in this space)

Should Should Should
be more be more  be more

Desired regulation of different types of media

Don’t know mShould be less regulation Same amount M Should be more regulation 2020 2019 2018
Video sharing websites 10% 28% 57%' 64% 46%
Instant Messenger services 10% 31% _ 56% VY 61% 40%
Blogs and blogging websites 21% % 23% _ 55% 57% *44%
Subscriptio:e\;ivdi(casson demand 10% 46% 39% A 34% 26%

Significantly higher/lower A W

Source: Jigsaw Research "Potential online harms" February 2020
Question: E3) And for each type of media, do you think that there should be more, less or about the same amount of regulation as there is today?

Base: All adult internet users 2020 (2080) 2019 (2057)
*2018 wording for “Blog and blogging websites” was “Independently owned websites and blogs”
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Females and those with children in household are generally OFcom s
more likely to want more regulation. Younger age groups are making communications work ICOO

- . for el[el'vone Information Commissioner’s Office
generally less likely to want more regulation.
Should be more re [
- gU|at|0n Of MALE FEMALE ' 16-34  35-54 55+ ABC1 C2DE KIPSIN MO KIDS White No.n-
HH IN HH white

63% 68% g19% 69% 66%  65% 66%  70% 64% @ 66% 2%

Social Media Sites

9% 9% 60% 57% ' 57% 56% 57% 56% @ 58%
Video sharing 24% 51% ’ ’ ° ° ° 46%
websites I I I I I I I I I I I
Instant messenger 52% o 53% ©°7% 58% 54y 58% 60% 549  57% 51%
services I I I I I I I I I I I
58% 59% 56%  57% o | 60% o 58%
Blogs and blogging 53% 49% ° ° 54% 53% | 5%
websites I I I I I I I I
iption vi 42% 39% % 39% 39%  38% 39% @ 40%
Subscription video 36% 30% (] o o 38% o o S5
d d o
on deman . . = =

Significantly higher/lower than 2019 A V¥

Source: Jigsaw Research "Potential online harms" February 2020
Question: E3) And for each type of media, do you think that there should be more, less or about the same amount of regulation as there is today?

Base: All adult internet users 2020 (2080) 2019 (2057)
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News sites tend to be most trusted, whereas Social media and OfFcorm ico
video sharing sites are least trusted making communications work s WP o

for everyone

% agreeing they trust (Top 2 box) brand for...
For all users answering about each brand

Protecting you from
disturbing/dangerous/violent* content

Not providing misleading information Using your data responsibly/protecting

your personal data

= V)
Guardian 75% BBC News 68% BBC News 67%
BBC News 72% Sky News 64% Sky News 65%
Sky News 69% Guardian 61% Guardian 63%
Amazon 62%V Skype 58% Amazon 56%V
WhatsApp 56% Amazon 55% WhatsApp 54%
Skype 56% WhatsApp 559 Google Hangouts 53%
Daily Mail Online 51% Google Hangouts 54% Skype 52%
Instagram 49% A Daily Mail Online 47% Instagram 47%
Google Hangouts 48% Instagram 45% A Snapchat 45%
Snapchat 47% Snapchat 43% Twitter 45%
Google 46%V Google 2%V Google 43%V
Twitter 45% Facebook Messenger 42% Wikipedia 43%
Wikipedia 43%V Twitter 40% Daily Mail Online 42%
Facebook Messenger 40% Wikipedia 35% Facebook Messenger 40%
TikTok 38% TikTok 34% Facebook 35%
Facebook 34% YouTube 29% YouTube 33%
YouTube 32% Facebook 28% TikTok 32%

Trust is lowest amongst Light internet users (2 hours or less online, weekday or weekend), Low confidence online, 55+ years old, C2DE
Significantly higher/lower than 2019 A Y

Source: Jigsaw Research "Potential online harms" February 2020. Question: E5) Using a scale of 1 to 5, where 1 means you “do not trust it at all” and 5 means you
“trust it a great deal”, please tell me how much you trust (brand) when it comes to...Base: all adults randomly selected to answer about brand and using that brand:
Facebook (1192), Instagram (490), Wikipedia (272), Snapchat (312), Google (1131), BBC News (475), Amazon (788), Sky News (138), Twitter (257), Mail Online (167),

Guardian (73), YouTube (817), WhatsApp (1032), TikTok (59), Skype (174), Google Hangouts (44*), Facebook Messenger (762).
*Statement wording changed in 2020. Question asked differently in 2020 (random allocation of users. 2019 was asked regardless of usage)
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Social media and video sharing sites are also least trusted OFcom -
among 12'155 making communications work lco.

for everyone Information Commissioner’s Office

% agreeing they trust (Top 2 box) brand for...
For all users answering about each brand

Protecting you from Not providing misleading information Using your data responsibly/protecting
disturbing/dangerous/violent* content your personal data
o
BBC News 73% BBC News 72% BBC News 69%
Google Hangouts 57% WhatsApp 59% Google Hangouts 57%
WhatsApp 55% Google Hangouts 58% WhatsApp 56%V
Twitch 51% Twitch 51% YouTube 47%
Twitter 49% Twitter 46%V Instagram 47%
Instagram 48% Instagram A44% Twitter 17%V
Facebook 48% Snapchat 43% Twitch 47%
YouTube 43% YouTube 42% TikTok 43%
Snapchat 42% TikTok 41% Snapchat 42%
TikTok 40% Facebook 40% Facebook 42%

“Google” changed to “Google Hangouts” in 2020 Significantly higher/lower than 2019 A Y

Source: Jigsaw Research "Potential online harms" February 2020
Question: E5) Using a scale of 1 to 5, where 1 means you “do not trust it at all” and 5 means you “trust it a great deal”, please tell me how much you trust {(brand) when

it comes to...Base: all children randomly selected to answer about brand and using that brand: Facebook (962), Instagram (1148), Twitch (224), Snapchat (1075),
Twitter (500), TikTok (746), You Tube (1153), WhatsApp (1151), Google Hangouts (125), BBC News (304).
*Statement wording changed in 2020. Question asked differently in 2020 (random allocation of users. 2019 was asked regardless of usage)
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@
Although two-thirds of adults feel the benefits of going online OFcoMmM lco
outweigh the risks, almost 8 in 10 would like websites el communications wark il
to do more to keep them and others safe

Online attitudes % agree 2015
Don't know/Refused B 1 -Strongly Disagree 2 3 4 B 5 - Strongly Agree (top 2 box)

I would like the most UEZ:F:N;ZS::; Z::esrzzi:fleTidia sites to do more to 395% 14% 10, 709% -
The benefits of going online outweigh the risks 5‘%&6% 21% ) 5 66% A 599

sopulr veet stes/soial media st 1 ould st vt remove .. CVORER 12%  21% 27% 54% A 47%
e O amseeess e s or comtent+— - 1 R Sk S 53% A 47%
e specch, v hers <oms ceers might fnlhe content ofiensive OCRQ 8% 29% ' 53% A 47%

| feel | have a good unders:::;jr:?og:kl;)g:i: rt11c';\>/;\/*websites and social media A 14% 14% 21% ‘ 16% n/a
Websites and social medri]ae::e; zgjig;:jn\ﬁ:: the tools and features | 11% EEA 10% 28% 1 459% A 40%
It is impossible to avoid se;ci)rl:guf;aer{:l?ilnc;re?:znsive photos and videos if 6% 17% 259 ’ 34% 359

Online ‘trolls’ and bullies put me off using social media 4 19% 17% 6 11% 26% 24%
I would find it difficult to leave a website or social media site** 5 15% 16% o 11% 25% n/a

I don’t mind if organisations use information about me to decide which
adverts they show me 49 30% 18% 25% 10% 24% A 18%

| don’t mind if organisations use information about me to decide what
content they show me

4% 30% 17% 25% 11% 24% A 17%

Significantly higher/lower than 2019 A Y

Source: Jigsaw Research "Potential online harms" February 2020
Question: E1) On a scale of 1 to 5, where 1 means Strongly disagree and 5 means Strongly agree, please tell me how much you agree or disagree with the following

statements.
Base: All adult internet users 2020 (2080) 2019 (2057)
**New statement for 2020
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Those aged 55+, without children in the household and certain OfFcoMrm ico
T — [

1 1 1 making communications work
regions are less likely to agree with the statements Taldngeomy
T c
2 o
- ° < = + E -g
Online attitudes g2 5 8§ 2 % S <
™ L o] = < o - o} T a ©
! ' + > ¢ t X 5 3 = 5 3
L N c O O (=] 3] = - a 8
= =™ in < = zZ = & 0o =z =2 &
| would like the most used sites to do more** 79% 76% 80% 79% 81% 77% 73% 80% 74% 81% 73% 81% 83%
The benefits of going online outweigh the risks 66% A  73% 66% 61% 67% 65% 60% 66% 67% 62% 60% 67% 72%
| would trust the most used sites to remove material quickly 54% A 58% 58% 48% 62% 51% 59% 44% 47% 63% 58% 67% 58%
sl OOl g S e o M SIAA G S M SO SN e N S 6 S S o
| always agree to Ts&Cs without reading them 53% A 61% 52% 47% 55% 52% 41% 43% 57% 48% 58% 62% 54%
| have a good understanding about how sites use ;rllofool:T;telzz 46% A S6% A7% 38% 519  449% 36% 55% 49% 32% A43% 51% 55%
Sit id ith the tools / feat I d to st f
Tes prauide me withthe toals./ features I need fos ac‘)’nsl?nz 45% 53% 45% 39%  47% 44%  A2% A4% 42% 62% 38% 51% 45%
It s impossicle to aveld 2 ie(;nvgi dZerr?Rlo/uO:Zeenti:\SnptZ?:IZi 34% 39% 37% 28%  40% 32%  23% 24% 20% 59% 42% 39% 37%
Online ‘trolls’ and bullies put me off using social media 26% 25% 30% 22% 28% 24% 12% 14% 22% 60% 21% 24% 23%
would find it difficult to leave a Wek.)5|te.or social media 259 38% 26% 15% 39% 22% 30% 20% 17% 34% 6% 29% 5%
sites if | wanted to** 2
| don’t mind if organisations use information about me to 5 . " 0 " 5 ; . - ; . 5 .
decide which adverts they show me 2% A 33% 22% 19% 26% 24% 28% 30% 16% 21% 26% 19% 32%
| don’t mind if organisations use information about me to
24%‘ 33% 23% 18% 25% 24% 23% 30% 10% 25% 29% 21% 34%

decide what content they show me
% agree (top 2 box)
Significantly higher/lower than 2019 A Y

Source: Jigsaw Research "Potential online harms" February 2020

Question: E1) On a scale of 1 to 5, where 1 means Strongly disagree and 5 means Strongly agree, please tell me how much you agree or disagree with the following

statements.

Base: All adult internet users 2020 (2080) 2019 (2057)
**New statement for 2020
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There is a clear link between the perceived level of internet

OFcom 13
confidence and most attitudes T — ICOo

making communications work
for everyone

Information Commissioner's Office

Online attitudes
81%

0,
e —\/ery confident

== (Quite confident - Neither/not confident

I'd like the most  The benefits of If illegal, offensive Sites have an 1 always agreeto | have a good

Sites provide me It's impossible to Online ‘trolls’ and I'd find it difficult I don’t mind if 1 don’t mind if
used sitestodo  going online or harmful important rolein  Ts&Cs without  understanding  with the tools avoid seeing  bullies put me off to leave asite if | orgs. useinfo.  orgs. use info.
mare to keep me  outweigh the material appears supporting free  readingthem  about how sites and features | harmful / using social wanted to** about me to about me to
and others safe** risks onh the most speech use info. about need to stay safe offensive photos media decide what decide which
popular / used me to decide online and videos if you content they adverts they
sites | would trust which adverts / use the internet show me show me
them to remove cantent to show

it quickly me**

Source: Jigsaw Research "Potential online harms" Feb 2020

Question: E1) On a scale of 1 to 5, where 1 means Strongly disagree and 5 means Strongly agree, please tell me how much you agree or disagree with the following
statements.

Base: All adults (2080). Very confident internet users (751), Quite confident (457), Neither/not confident (163)
**New statement for 2020
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3in 5 12-15 year olds believe the internet makes children’s lives (OQfFcCcorm ico
better — however, only half (56%) feel safe to go on social media Jaingcommunications work < "w "wl® @
and 2 in 5 are put off using social media by online bullies

Online attitudes

% agree 2019

Don't know/Refused W 1 -Strongly Disagree 2 3 4 W5 - Strongly Agree (t°p 2 bOX)
| mostly agree to terms acr;i Zc;:jsi’;i?;: \s/\;i;c\fllic;zt reading them, so that | 5%M7% 17% . 67% 69%
The internet makes childrens lives better 4%2 7% 26% ‘ 59% 61%
Websites and social medrilae:;ci; r;;:\\//i;:l;;n;n\;\i/;t: the tools and features | 7%9 8% 239 - 59% A 559
popularjused stes/socil macia s would s than o remove 1. IS AU /% 56% 54%
| feel I have a good undersl;c:\;;jr:?f:ss:l: r:t;v:*websites and social media 7%§ 9% 249 56% n/a
| feel safe when | go on social media | 9% 97% 26% 56% 57%
It is impossible to avoid se\/e;zguk;zrtthuilni;:)::e;nsive photos and videos if 7% 16% 23% o 49% 48%
Online bullies put me off using social media 7% 20% 22% 25% 41% A 36%
Rl - [ECTINET oA
| don’t mind if WeZii:;és\,c\),ﬁiilhn;ZSZ:Sitf;el\J/S:higx:nrr;ation about me to 7% 1% 3% . 36% A 31%
People should be aIIowSect):in;cz :Z\g;\.;zi‘tr’;hséev\;zr:don the internet, even if 4 24% 24% ’ 30% 28%

Significantly higher/lower than 2019 A Y

Source: Jigsaw Research "Potential online harms" February 2020
Question: E1) On a scale of 1 to 5, where 1 means Strongly disagree and 5 means Strongly agree, please tell me how much you agree or disagree with the following

statements.

Base: All children 12-15 2020 (2001), 2019 (1001)
*Wording changed in 2020. **New statement added 2020
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L J
12 year olds and ABC1s are more likely to agree that the Ofcom lco
internet makes children’s lives better. There is a clear link iz mmanigations mark -

for evervone Information Commissioner’s Office
between the perceived level of internet confidence and most
attitudes .
- ° = o
Online attitudes g 3 &
= T 2.
8 8 TG
— w 2 @ 2
= = 38§ 3 £ 3%
8 3 3 & 2 © < O > g =z 8
| mostly agree to terms and conditions without reading 67%
them, so that | can access the service 2 67% 65% 69% 69% 68% 67% 69% 65% 71% 67% 47%
The internet makes children's lives better 59% 63% 58% 59% 57% 61% 58% 63% 54% 66% 56% 34%
Websites and social media sites provide me with the tools ”
and features | need to stay safe online 59% A 56% 61% 55% 63% 58% 61% 58% 60% 63% 58% 38%
If dangerous, violent or disturbing material appears on the
most popular/used sites/social media sites | would trust 56% 57% 56% 56% 53% 55% 56% 55% 56% 61% 52% 41%
them to remove it quickly*
| feel | have a good understanding about how websites and 56% 52% 55% 58% 60% 56% 57% 57% 56% 66% 51% 30%
social media use info about me**
B — 56% 51% 54% 59% 59% 56% 56% 56% 56% 64% 51% 41%
It is impossible to avoid seeing harmful / offensive photos 49% 48% 49% 51% 50% 51% 48% 48% 52% 53% 47% 36%
and videos if you use the internet
0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0,
Online bullies put me off using social media 41% A ok M S SES S R R Rl i <la S
| don’t mind if organisations use information about me to 38%A 40% 36% 37% 40% 41% 36% 0% 36% 4% 34% 28%
decide which recommendations they show me*
| don’t mind if organisations use information about me to 36%A 35% 34% 36% 38% 37% 34% 36% 35% 0% 32% 30%
decide what adverts they show me
People should be allowed to say what they want on the 30% 32% 26% 30% 32% 33% 28% 30% 30% 35% 27% 19%

internet, even if some people are offended

% agree (top 2 box)
Significantly higher/lower than 2019 A Y

Source: Jigsaw Research "Potential online harms" February 2020

Question: E1) On a scale of 1 to 5, where 1 means Strongly disagree and 5 means Strongly agree, please tell me how much you agree or disagree with the following

statements.
Base: All children 12-15 2020 (2001), 2019 (1001)
*Wording changed in 2020. **New statement added 2020
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There is a clear link between the perceived level of internet OFcom -
confidence and most attitudes making communications work ICOo

for everyone Information Commissianer's Office
Online attitudes
—\/ery confident == (Quite confident - Neither/not confident
6 = 61%
56%

58% \51% 51% 52%

| mostly agree to Websites and social The internet makes | feel safe when | |feel | have a good  If dangerous, Itis impossible to  Online bullies put 1 don’t mind if Idon’t mind if  People should be
terms and media sites provide children'slives  go on social media understanding violent or avoid seeing me off using social organisations use organisations use  allowed to say
conditions without me with the tools better about how disturbing material harmful / offensive media information about information about what they want on
reading them, so and features | need websites and social appears onthe photos and videos me to decide which me to decide what the internet, even
that I can access to stay safe online media use info  most popularfused  if you use the recommendations adverts they show if some people are
the service about me** sites/social media internet they show me* me offended

sites | would trust
them to remave it
quickly*

Source: Jigsaw Research "Potential online harms" February 2020

Question: E1) On a scale of 1 to 5, where 1 means Strongly disagree and 5 means Strongly agree, please tell me how much you agree or disagree with the following
statements.

Base: All children 12-15 (2001). Very confident internet users (907), Fairly confident (982), Neither/not confident (104)
*Wording changed in 2020. **New statement added 2020
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More than three quarters of children (78%) know how to change Of corm lco
the privacy settings on social media accounts. This is correlated  paingcommunications work e

for el[el'vone Information Commissioner’s Office
with increasing age and higher levels of internet confidence
Know how to change the privacy settings on social media account?
% All children % by age group & internet confidence
. 78% 84% 83% ~
21% 76% 8% 75%
58%
v e ™ » X X X
N N N N -\b°° .\be}\ \bé‘
S 3 S
& & &
o &) \‘(.:
Yes, know how to change privacy settings Azd Q,sxﬂ\A (\¢°
m No/don't know* .a\t‘,s‘?’
e@

*Including 2% “don’t use social media”

Source: Jigsaw Research "Potential online harms" February 2020
Question: E2. Do you know how to change the privacy settings on your social media account?
Base: All children 12-15 using social media 2020 (1758)

Significantly higher/lower than 2019 A Y
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. ’ @
More than two thirds of children (68%) have actually changed @OfFcorm lco
the privacy settings on social media accounts. Again, this is gk RS e
correlated with increasing age and higher levels of internet

confidence. Girls are more likely than boys to have changed
their privacy settings.

Ever changed privacy settings on social media account

% All children % by age group, gender & internet confidence
o  12% 719 73%
65% 65% 0% " 65% A " 65%
A 48%
™ X X X
oo v s & s'\\bé\ @zo s'\\b?'(\
& N &
C (&) &0
Yes, have changed privacy settings Q@":\ Q#\* &\Q°
m No/don't know .{ES‘Q
é@

Notably 15 year old girls (78%)

Significantly higher/lower than 2019 A Y

Source: Jigsaw Research "Potential online harms" February 2020
Question: E1b And have you changed the privacy settings on your social media accounts to make them more private?

Base: All children 12-15 using social media 2020 (1758)
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84% of those who know how to change their privacy settings OfFcom ico
O

on their social media account have done so making communications work

for everyone Information Commissioner’s Office

Know how to change the privacy settings on social media account?
% All children

Ever changed privacy settings
on social media account

Q
know

H No

Yes

Yes, know how to change privacy settings
m No/don't know*

*Including 2% “don’t use social media”

Significantly higher/lower A W

Source: Jigsaw Research "Potential online harms" February 2020
Question: E2. Do you know how to change the privacy settings on your social media account?
Base: All children 12-15 using social media 2020 (1758), Know how to change (1353)
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Section 6
Bad news stories about sites/apps
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More than a third (36%) of adults have seen at least one bad OfFcom ico
M aking communications work e

making communications work

news stories about any of the listed websites/apps in the past  pakingeom
year.

% seen any bad news stories about...

Fake news/stories - 15%

F?::q::z: .?% 255 . Data harvesting/mishandling - 9%
Twitter ] 6% Hacking/details stolen - 9%
YouTube W 6% Leaking/misusing data - 8%
YY]:::;:: : ;5://: Inappropriate content/pornography . 7%
Snapchat | 5% - Bullying/ trolling / attacking people . 7%
Google [ 4% Issues with Facebook/Mark Zuckerberg . 6%
TikTok I 4% Inappropriate for children l 4%

BBS News website/app || 3%

Wikipedia | 2% Lack data protection/security l 4%

Daily Mail Online | 2% Propaganda/biased info l 4%
H 0,

Sky News website/app | 1% ) Child grooming/paedophilia l 4%
Guardian Online 0%

None of these 64% Election fraud l 4%

*Several “other” mentions under 4% response not shown here

Source: Jigsaw Research "Potential online harms" February 2020
Question: E6a. Have you seen any bad news stories about any of these sites or apps during the past 12 months? Base: All adult internet users 2020 (2080)

E6b. What bad hews story (or stories) have you seen about (website/app)? Base: All answering, randomly selected from a brand chosen at E6a (open ended n=785

answering).
NEW QUESTIONS FOR 2020
INQO00615301_0242




Most of the sites we asked about were associated with stories OFcom ico
i ®

rEIatEd tO fa ke news making communications work
for evervone Information Commissioner’s Office
Top “bad news” cited for individual websites/apps
Facebook YouTube Instagram TikTok
Fake neglzall of the- t;lme:s bi’ng “MOMO hacking into system and “More people saying posts are too Irea:’ ;n t’;: P af eI:.il;‘Zat P ;Jedop ?;,Ies
reporte u.t espectaily .W en tie terrorising children” sexual and body images” u.s Sk te a.rac Eniarey .o HEe e
recent election was taking place” site by saying they are children but
they are adults”
Fake news/stories I 15% I iat ;
¢ Inappropriate ros conterrmeonrate o [ 18% o cooia R+
content/pornography 0 p graphy grooming/paedophilia
Data 15% Bullying / trolling / i
harvesting/misuse ° eOTlgy VCE l 17% Inappropriate 19%
e attacking people content/pornography
Leaking/misuse of I 12% Inapp;c?lzrlate or 19% i —_
data ° chiidren Fake news/stories I 15% DEppraprdie for 0
° children 15%
Issues with I )
11% Encouraging self- o Violent images /
Fapebisolitask... Momo I 10% harm/suicide 1% animal torture I 2%
Hacking/details stolen I 10% Focus on 10% Issues with Facebook / 0
celebrities/royalty ° Mark Zuckerberg 5%
. ; Fake news/stories 9% .
BuIIymg / trolling / I 9% I Inappropriate for 8% Lack data protection / .
attacking people ehildras ° security 5%
Lack data I . . ki risas _
_ _ 6% Violent images / o eaking/misusing I 8% Fake profiles / 0
protection/security animal torture 7% data ? catfishing %

Source: Jigsaw Research "Potential online harms" February 2020
Question: E6a. Have you seen any bad news stories about any of these sites or apps during the past 12 months? Base: All adult internet users 2020 (2080)

E6b. What bad nhews story (or stories) have you seen about (website/app)? Base: All answering, randomly selected from a brand chosen at E6a (open ended).
Facebook (359), YouTube (59), Instagram (34%*), TikTok (48). NEW QUESTIONS FOR 2020. *CAUTION LOW BASE

NEW QUESTIONS FOR 2020
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Stories about inappropriate content and the conduct of other OFfFcorm .
users also came out strongly making communications work ICOo

for everyone Information Commissioner’s Office

Top “bad news” cited for individual websites/apps

SnapChat WhatsApp Twitter Amazon
“Young people sending sexual “Disturbing images being sent from “It targets celebrities saying abusive '.'ACCOUI’)IS B e ke Bilawing
images to each other” unknown contacts” things about their looks and their VeI 108 BEURATDY SOMEBNE Eise,
bodies” it was on Rip off Britain”
Inappropriate Inappropriate Fake news / stories - 9 Problems with
content/pornography . 16% contenf/i)oriography I L / 2% Amazon/false contact . 29%
) Focus on o ) )
Data harvesting/ . 16% calebrifiesfroyalty . 21% Hacking / details . 21%
mishandling ? Hacking / details stolen I 14% : . stolen ’
Bullying / trolling / . 16%
attacking people °

Inappropriate for Tax avoidance
pprop I 12% / . 19%

children Data harvesting/ 10% Inappropriate I i evasion
) ) mishandling content/pornography ° )
Violent images / 8% Poor working 15%
animal torture 0 _ _ Too long to remove I 6% conditions/pay °
V|ol_entl|mages/ 8% inappropriate content g
Bullying / trolling / 5 animal torture _
: S fraud 9
A 7% Controversial I s cams / frau 14%
comments
. : Momo 6% Data harvesting /
Hacking/details stolen I 6% I Propaganda / bias I 5% misuse 8%
. Hacking / details
Terroism videos I 6% Technical problems I 6% sholen I 5% Fake news / stories I 7%

Source: Jigsaw Research "Potential online harms" February 2020
Question: E6a. Have you seen any bad news stories about any of these sites or apps during the past 12 months? Base: All adult internet users 2020 (2080)

E6b. What bad nhews story (or stories) have you seen about (website/app)? Base: All answering, randomly selected from a brand chosen at E6a (open ended).
Shapchat (30%), WhatsApp (63), Twitter (42), Amazon (59), NEW QUESTIONS FOR 2020. *CAUTION LOW BASE

NEW QUESTIONS FOR 2020
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More than two thirds (43%) of children claim to have seen at least OfFCoOrmM ico
e ®

making communications work

one bad news story about the listed sites/apps in the past year. raldng carmn
Note: Some might have misunderstood this question as bad news stories they saw on sites/apps rather than about sites/apps

% seen any bad news stories about...

Bullying/trolling/attacking people . 6%

Facebook - e Current news stories e.g. Australian fires . 5%
YouTube . 13% Leaking/data misuse . 5%
Instagram . 12% Child grooming/paedophilia I 4%

TikTok . 11% Fake news/stories I 4%

Snapchat . 10% L Fake profiles/catfishing I 4%
WhatsApp . 9% Inappropriate content e.g. pornography I 3%

Twitter I 7% Data harvesting/mishandling I 3%

BBC News web/app I 6% Hacking/details stolen I 2%
Toclieh I 3%, Encouraging self-harm/suicide I 2%

Taking too long to remove offensive content I 2%

Google Hangouts I 3% s
Don't know/can't remember _ 50%

None of these 57%

*Several “other” mentions under 2% response not shown here

Source: Jigsaw Research "Potential online harms" February 2020
Question: E6a. Have you seen any bad news stories about any of these sites or apps during the past 12 months? Base: All children 12-15 (2001)

E6b. What bad nhews story (or stories) have you seen about (website/app)? Base: All answering, randomly selected from a brand chosen at E6a (open ended h=853).

NEW QUESTIONS FOR 2020
INQO00615301_0245




Stories about content/conduct harms come through more strongly OFcom s
among 12-15s than adults, but stories around fake news are less making communications work ICOo

8 for everyone Information Commissioner’s Office
prominent
Top “bad news” cited for individual websites/apps
Facebook YouTube Instagram TikTok
“The misuse of people’s personal “In general you can see a lot of bad “About a young girl who committed
information and the whole things on you tube because people suicide after finding an account “Weird people using it to lure
Cambridge Analytica scandal” can film things easily” which helped her” children”
. Encouraging self- Child
Leaking/data misuse 17% Innapropriate . I 14% : - 26%
I content/pornography | 47 harmy sulside grooming/paedophilia °
Current news stories I
Current news stories N 10% Fake 0
e nesltore I o e.g. Australian fires I o @ Australian fires profiles/catfishing 1805
Bullying/trolling/attack 7% Data
Terrsrsm vdeps I 4% ing people 0 harvesting/mishandlin I 8%
Hacking/details stolen I 7% g
Bullying/trolling/attack 4% Leaking/misusing data I A% Innapropriate I 8%
Taking too long to ing people ° sontent/pornograpiny
remove offensive I 6% Innappropriate . -
content Violet images/animal 3% content e.g. | 3% BuIImg/ trolling/ 6%
Yorbure pornography attacking people
Bullying/trolling/attack 6% Filters on photos/body 39
ing people Faka FEwe o | 3% insecurity 0 Hacking/details stolen | 2%

Source: Jigsaw Research "Potential online harms" February 2020
Question: E6a. Have you seen any bad news stories about any of these sites or apps during the past 12 months? Base: All children 12-15 (2001)

E6b. What bad hews story (or stories) have you seen about (website/app)? Base: All answering, randomly selected from a brand chosen at E6a (open ended).
Facebook (170), Instagram (84), YouTube (87), TikTok (93). NEW QUESTIONS FOR 2020

NEW QUESTIONS FOR 2020
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Stories around bullying/trolling/abusive behaviour come through OFcom ico
e e —— ®

more Strongly a mong 12_155 tha n ad U |ts makingcommunications work
for evervone Information Commissioner’s Office
Top “bad news” cited for individual websites/apps
SnapChat WhatsApp Twitter Twitch
“People in general saying they have “People stealing other peoples “People been nasty about other “The guy who went on a racist and
been hacked, bullied or other things”  \WhatsApp identities and using it to peoples private lives” homophobic rant and got kicked off”
scam other people”
Bullying/trolling/attack . Current news stories I 5% Bullying/ Trolling/ 17% Scamsffrand | 22
ing pesple 12% e.g. Australian fires ° attacking people 0

Fake 2%
°

Inappropriate profiles/catfishing

|

Child
0 content/pornography ; .
AR ——r I 10% Current news stgnes 6% Innapropriate content .
e.g. Australian fires e.g. pornography 2%
People being Leaking/data misuse I 3%
tracked/monitored/sta I 6% Fake news/stories | 2%
lked ’
Hacking/details stolen I 3% Fake news/stories § 4% ) _
. Bullying/trolling/attack
Current news stories 49 e beoble 2%
e.g. Australian fires ? Data 6 Bper
harvesting/mishandli... 3% Focus on I 4% Hate speech 29%
: - lebriti It °
Fake profiles/catfishing I A% Enicouraging self: . celebrities/royalty |
hares 3% Encouraging self- 29%
Messages/requests harm/suicide
from people don't | 3% Lack data 5 Fake profiles/catfishing | 3% _ _
A ° protection/security 3% Leaking/data misuse | 2%

Source: Jigsaw Research "Potential online harms" February 2020
Question: E6a. Have you seen any bad news stories about any of these sites or apps during the past 12 months? Base: All children 12-15 (2001)

E6b. What bad news story (or stories) have you seen about (website/app)? Base: All answering, randomly selected from a brand chosen at E6a (open ended).
Snapchat (83), WhatsApp (81), Twitter (79), Twitch (53). NEW QUESTIONS FOR 2020

NEW QUESTIONS FOR 2020
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Adult sample profile QF‘CE ico
- ®

Jigsaw employed a random location quota sampling approach, with quotas set to be representative of ;23'235 cc;r::wunications work R
the UK adult population based on 2018 ONS/NOMIS population estimates and, for SEG, 2011 Census data. i
All participants were internet users.

Gender Household composition Social grade
AB
® 2.1 31% 9%
e O . =
T adults have children
49% (16 yrs+) <16 yrs in HH

Working status
16-24 13% Full-time paid work Annual household income
25-34 15% Part-time paid work 14% &_ <£13.5k Ky Q
35-44 18% Unemployed ~

: £13.5k - <£25k
(seeking work)
45-54 17% .

Not working

55 - 64 15% (not seeking work) B £25k - <£40k  [EELZ

In full time education £40k+ 16%

65-74 12%

75+ 10% Retired Refused

oq
[

=» = =k

1%
El
T

o
R

Source: Jigsaw Research "Potential online harms" Feb 2020
Question: A2, A3, A5, F1, F2, F5, F10

Base: All adult internet users (2080)
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Adult sample profile chﬂ ico
O

making communications work

for evervone Information Commissioner's Office
Region Ethnic origin Religion
i — Whte “seotand/reand NN -
North West [N 11% Scotland/Ireland :
Yorks/Humber |[IIIIGIGN 3% Asian I 49 Catholic . 9%
West Midlands || %
East Midlands [ 7% Black I 8% Other Christian . 7%
East of England || o% w + Q 6%
south West [ % Mixed I 2% @ Muslim I 3%
South East |GGG 14% G@
Hindu 0%
Greater London [N 13%
Northern Ireland || 3% Ditherreligion I 2%
Wales [ 5%
Scotland | 3% Refused . 6%
Urban/Rural

89% 1%
urban rural

Source: Jigsaw Research "Potential online harms" Feb 2020
Question: A7, F6, F7

Base: All adult internet users (2080)
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12-15 year old sample profile Ofcom ico
= O

Jigsaw employed a quota sampling approach, with quotas set to be broadly representative of UK 12-15 gilgsgr;%r:g‘””icaﬁms work R
year olds. All participants were internet users.

Gender Region Social grade (HH)
North East [l 4% DE
North West || NG 11% 21% AB

29%

Yorks/Humber || NG °%
West Midlands ||| 2%
East Midlands || 7%
East of England || o%
South West || 7%
South East || NG 13%

(o]
[¢°]
I i 10

Greater London _ % .
Male 12 13 1% Annual household income
Northern Ireland [JJi] 3%
Female 12 12%
Wales | 5% <£13.5k [REA Q
Wil 1 12% Scotland [N 3% 4

Female 13 12% £13.5k - <£25k 20%

Male 14 12% £25k - <€40k 31%
Urban/Rural
£40k+ 35%

& 9 1% 9%
urban rural Refused

Female 14 13

Male 15 13

X

Female 15

HI

R

Source: Jigsaw Research "Potential online harms" February 2020
Question:

Base: All children 12-15 (2001), region (1905)
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Two fifths of UK adults feel as though they are confident OFcomm ico
O

making communications work

Internet users (same as last year) for everyone

All adult internet users

Devices used personally @E Confidence as Internet user
MO T (A A ) Not very/at all
Laptop or netbook computer #6&% 3%

ELIE======——r s Neither
Smart TV e/ A B

Smart Speaker (2020) iy 2019 .
Streaming media player e.g. Apple TV pamobife m 2020 co:;’d/;nt
Games console pudfife (2019 83%)
Personal Assistant (2019) F14% Fairly
Wearable technology (e.g. Apple watch) -'3;/? A 34%

Other devices that connect to Internet .?,B/A

Very confident internet users are more likely to be male,
younger, ABC1, with children in HH and not class themselves as
having a disability.

Males more likely than females to use streaming media player,
games console, wearable technology. Females more likely
than males to use smartphone, tablet

They are more likely to have visited lots of new sites/apps and

Most devices associated with younger profiles (<55), higher to have ever reported onfine harm

social grades (ABC1), the presence of children in the HH and
being very confident online.

Significantly higher/lower than 2019 A Y

Source: Jigsaw Research "Potential online harms" February 2020 & March 2019
Question: B1) Do you use any of the following devices? B2) Overall, how confident are you as an internet user?

Base: All adult internet users 2020 (2080), 2019 (2057)
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More than 9 in 10 (94%) of 12-15 year olds feel confident OfFcom

online (no change since 2019)
All children 12-15

Devices used personally

Smartphone _%‘iz/h
Desktop, laptop or netbook computer =
0,
Games Console A7 A
[ELIS gt =
Smart TV U7 A " 2020
Smart Speaker %A

Streaming media player e.g. Apple TV %A
Wearable technology (e.g. Apple watch) %A

Boys more likely than girls to use game console (80% vs. 52%),

Girls more likely to have smartphone than boys (95% vs. 91%)
or tablet (65% vs. 59%)

ABC1 more likely than C2DE to use:
Desktop/laptop (74% vs. 62%)
Tablet (65% vs. 57%)
Smart TV (55% vs. 46%)
Smart speakers (35% vs. 28%)
Streaming media player (29% vs. 21%)
Smart watch (19% vs. 11%)

Source: Jigsaw Research "Potential online harms" February 2020
Question: B3) Do you use any of the following devices? B4) Overall, how confident are you as an internet user?

Base: All children 12-15 2020 (2001), 2019 (1001)

maklng communications work 1 c 0

for everyone Information Commissioner’s Office

Confidence as Internet user

Not very/at all
Neither 1%
5%

P

94%
confident
Fairly, (2019 94%)
49%

(o]

Boys more likely to describe themselves as VERY confident than
girls (49% vs. 43%)

Confidence increases with age. 39% of 12 year olds VERY confident
compared with 45% of 13, 47% of 14 and 51% of 15 year olds

Confidence also correlated with increasing time spent online:

*  Weekdays — 36% of those spending 2 hours or less say they are
VERY confident, rising to 59% of those spending 10+

*  Weekends - 33% of those spending 2 hours or less say they are
VERY confident, rising to 64% of those spending 10+

Significantly higher/lower than 2019 A Y

INQO00615301_0254



45% of UK adults only used websites they’ve previously OfFcomm ico
used bef:ore in the last month. Two thirds are on Facebookp e cmmunicatons work 8 e e

o)

) = Use of new websites/apps

y

e Not online in past
month

Used lots of websites/apps

0,
not used before e

53% new 459 Only used websites
(201950%) /apps used before

32%
Used 1-2

websites/apps not
used before

(The 21% (up from 16% in 2019) who have used lots of new \
websites/apps are more likely than average to:

* Beaged <35 (40% vs. 28% total)

e Saythey are VERY confident internet users (72% vs. 48%)

e Have come across any “harms” on the internet (71% vs.
62%)

* Agree that the “benefits of going online outweigh the risks”

\ (77% vs. 66%) )

Source: Jigsaw Research "Potential online harms" February 2020 & March 2019
Question: B3) In the last month, when you have gone cnline, have you.... E4. Which, if any, of the following sites or apps do you use nowadays?

Base: All adult internet users 2020 (2080), 2019 (2057)

Sites/apps used nowadays
GOOgle 71%V¥

Facel OOk i 609

Whats DD ————— 63
YouTube H’ 54% W
AMaZOn iy 50%

Facebook Messenger I ]4Y%

IFstagram ﬂ 32%

BBCNews e 31%

Snapchat . 229 2019

Wikipedia ﬂ%zj_% w2020
Twitter s’ 109
Skype  mummmm 13%

Sky News e 12%

Daily Mail i go

Guardian g%
TikTok mm a9

Google Hangouts g 39

Line y 19

*  Females more likely than males to use Facebook/
Messenger, Instagram and Snapchat. Males more likely
than females to use Sky News

e 55+ far less likely to use any social media and more likely to
use BBC News. 16-24s are the highest users of social media

e ABCI1 more likely than C2DE to use Google, WhatsApp,
Amazon, Instagram, BBC, Wikipedia, Twitter, Skype and The
Guardian

Significantly higher/lower than 2019 A Y
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Half of adults spend more than two hours a day online on OfFcom lco
average. The most common activities are getting in touch with  maing communications work -

for everyone Information Commissioner’s Office
friends/family and online shopping

Average daily time spent Online activities in the last week
on l INE Used apps to get in touch with friends or family 67%
Shopped online 58%
49% . .
2 hours or less _ 535 Looked at, shared or posted pictures, videos or... 54%
0
Read or watched the news 48%
0 Watched TV / films /etc. or listened to music /... 42%
(¢]
5 hours or less _ 31% Online banking, or paid or checked your bills... 40%
Found info. online to help you understand or... 34%
14% Played games 28%
10 hours or less .
- 10% Accessed health information or services 24%
Looked at job opportunities or applied for a job 15%
Q
More than ten hours 4% Completed Govt / council processes 12%
| B2
Applied for or claimed a benefit 6%
Other 4%

Weekday m Weekend

Source: Jigsaw Research "Potential online harms" February 2020

Question: B3b. On an average weekday, how long would you say you spend online? B3c. On an average day at the weekend, how long would you say you spend

online? B3d. Which of these things have you done online in the last week?
Base: All adults 2020 (2080)
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Who are frequent users?
Children e No Greater Rural/
Total M F 16-34 35-54 55+ ABC1 C2DE @ . children White Minority Disability .. .. Urban
in HH . Disability London Remote
in HH
Base 2080 982 1098 625 715 740 1103 977 691 1379 1894 179 358 1118 151 1775 305

WEEKDAY

2hoursorless 49% 47% 52% 28% 41% | 72% 42% | 57% @ 40% 54% 53%  27% 61% 47% 24%  48% | S57%
Shoursorless 33% 33% 32% | 45% | 36% 20% 34% 30% @ 40% 29% 32%  38% 26% 33% 35% | 33%  26%

10 hoursorless 14% 16% 13% | 20% 18% 7% | 17% 11% 16% 13% 12% | 28% 8% 16% 31% 14% 12%
More than 10 hours 4% 5% 3% 7% 5% 2% 6% 2% 5% 4% 4% 7% 5% 5% 10% 4% 5%

WEEKEND

2hoursorless 53% 51%  56% 28% 51% | 75% 50% @ 57% 45% 57% 55% 43% 59% 49% 44% 52% 61%
Shoursorless 31% 34% 29% | 42% | 36% | 19% 33% 29% 36% 30% 31% 32% 28% 33% 27% 32% 25%
10 hoursorless 10% 11% 10% | 21% 9% 4% 11%  10% 13% 9% 9% 16% 9% 11% 15% 10% 10%

More than 10 hours 5% 5% 5% | 10% 4% 2% 6% 4% 6% 5% 4% 9% 5% 6% 14% 5% 4%

Source: Jigsaw Research "Potential online harms" Feb 2020
Question: B3b. On an average weekday, how long would you say you spend online? B3c. On an average day at the weekend, how long would you say you spend

ohline? Base: All adults 2020 (2080)

INQO00615301_0257



16-54s, ABC1 and with kids in HH tend to be more active online OF‘com lco
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for evervone Information Commissioner’s Office
Who does what online?
Children i No Greater Rural/
Total M F 16-34 35-54 55+ ABC1 C2DE . children White Minority Disability Urban
in HH Disability London Remote
in HH
Base 2080 982 1098 625 715 740 1103 977 691 1379 1894 179 358 1118 151 1775 305

Read/watchnews 48% | 52% 45% 43% 49%  52%  56% 41% 47% 49% 49%  48% 44% 51% 52%  48% 51%

TV/films/videos/
music

Shopped online 58% 53% | 62% @ 64% || 62% 49% | 63% 52% @ 66% 54% 58%  54% 51% 59% 51%  56% 69%

42%  47% 38% @ 64% 42% 27% @ 47% 38% @ 50% 39% 43%  39% 41% 46% 32%  42%  47%

Played games 28% | 31% | 24% | 48% 24% 15% 25% | 31% 30% 27% 29%  20% 26% 28% 21% 28% 27%

Social media/messaging
keep in touch

Look/share/post 54% 51% | 58%  70% 61% 37% 56% 53% @ 68% 48% 53% | 63% 50% 59% 67% | 55%  46%

67% 64%  10% | 82% T7% 46%  11% 63% | 82% 60% 66% | 74% 57% 73% 73%  68% 63%

Foundinfo online 34% 35% 34% | 41% 34% 30% | 42% 26% 36% 34% 35% 28% 36% 39% 27% 34% 37%
Health info online 24%  21% | 27% | 18% @ 27% | 25% @ 27% 20% 27% 23% 24%  24% 30% 25% 26% 23% 30%
Jobs online 15% 15% 16%  25% | 18% 6% 16% 15% 17% 15% 15% 18% 13% 14% 17% 16% 15%
Benefits online 6% 6% 7% 10% 8% 2% 5% 8% 11% 4% 6% 10% 9% 5% 10% 7% 2%
Online banking 40% 38% 41% 41% @ 44% @ 35%  47% 31% @ 45% 37% 42% @ 26% 39% 47% 29% 38% 51%

Government processes 12% = 15% 9% 11% 13% 12% | 15% 9% 14% 11% 12% 14% 12% 13% 21% 12% 14%

Source: Jigsaw Research "Potential online harms" Feb 2020
Question: B3d. Which of these things have you done online in the last week?

Base: All adults 2020 (2080)
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City-dwelling AB children are more likely to have used

websites/apps they’ve not used before.

Use of new websites/apps

Used lots of websites/apps

not used before Only used websites

/apps used before

39%

Used 1-2 46%
websites/apps not
used before

ﬁ;e 14% who have used lots of new websites/apps are more\

likely than average to:

*  Be AB social grade (38% vs. 29% overall)

e Be in Greater London (21% vs. 14% overall) or other large
cities (24% vs. 17% overall)

« Use lots of different devices (notably more likely than
averdge to use games console, tablet, smart TV, smart
speakers, streaming media player, smart watch)

* Be VERY confident internet users (67% vs. 46% overall)

«  Spend 5+ hours on weekdays (29% vs. 19% overall) or )

\ weekends (54% vs. 41% overall)

Source: Jigsaw Research "Potential online harms" February 2020

Ofcom JCO.

making communications work
for everyone Information Commissioner’s Office

Sites/apps used nowadays

YouTube
WhatsApp
Instagram

Snapchat

Faceb OOk i /0 70/

Facebook Messenger 40%

TikTok  pom 159 2020
Facetime 34%

Twitter  — T %, mALLS
Skype 15%

BBC News _1%%)
Twitch H%

Google Hangouts 6%
& y e 0,

Daily Mail Online gy %
Line 2%

*  ABC1 more likely than C2DE to use WhatsApp, Skype, BBC

*  C2DE more likely than ABC1 to use Snapchat, Facebook, Facebook
Messenger, TikTok

*  Scotland more likely to use Snapchat, Facebook, Facebook
Messenger and Twitter

* London more likely to use Twitter, Skype, WhatsApp, BBC, Twitch,
Google Hangouts, Daily Mail

*  Girls more likely than boys to use WhatApp, Instagram, Snapchat,
TikTok, Facetime

* Generally an age correlation — greater usage of sites as get older

Significantly higher/lower than 2019 A Y

Question: B5) In the last month, when you have gone online, have you....B6. Which, if any, of the following sites or apps do you use nowadays?

Base: All children 12-15 (2001), all children who have visited lots of different websites

INQO00615301_0259
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4 in 5 children (82%) spend five hours or less per weekday Ofcom lco
B i . i ; i e ——] ®
online. Their most common activities are watching video/ N il

listening to music online, playing games online and using apps to
get in touch with friends and family

Average daily time spent Online activities in the last week
on l Ine Watched TV / films [etc. or listened to music /
81%
podcasts
o]
2 hours or less 317 Played games 79%
1
Used apps to get in touch with friends or family 78%
5 hours or less — : :
_ A47% Looked at, shared or posted pictures, videos or 63%
comments

Found info. online to help you understand or do
11% something

10 hours or less
.

60%

Read or watched the news 35%
More than ten hours 536 Shopped online 27%
(o]
2
Accessed health information or services 5%

Weekday m Weekend

Source: Jigsaw Research "Potential online harms" February 2020

Question: B3b. On an average weekday, how long would you say you spend online? B3c. On an average day at the weekend, how long would you say you spend

online? B3d. Which of these things have you done online in the last week?
Base: All children 12-15 2020 (2001)

INQO00615301_0260
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Who are frequent users?
only used Visited lots| Taken  Never
sitne;//:ses L L Izlfe e . action b
Total ABC1 C2DE 12 years 13years 14vyears 15years Boys Girls c?p new sites/ 'tn \/N to action
bl;e i o report to
ore apps - report
Base 2001 1198 794 500 500 500 501 998 999 773 931 274 578 1340
WEEKDAY
2 hours or less 31% 34% 27% 36% 32% 28% 27% 29% 32% 38% 28% 18% 23% 34%
5 hours or less 51% 50% 52% 50% 51% 52% 50% 51% 50% 47% 54% 53% 56% 49%
10 hours or less 11% 10% 12% 8% 11% 11% 14% 12% 10% 9% 10% 18% 14% 9%
More than 10 hours 8% 6% 9% 6% 7% 8% 9% 8% 7% 6% 7% 11% 7% 8%
WEEKEND
2 hours or less 13% 14% 12% 16% 11% 12% 12% 12% 14% 18% 11% 4% 10% 15%
5 hours or less 47% 49% 43% 49% 49% 46% 42% 48% 46% 48% 47% 43% 44% 47%
10 hours or less 29% 28% 30% 27% 28% 27% 33% 30% 28% 26% 30% 34% 34% 27%
More than 10 hours 12% 10% 14% 8% 11% 15% 13% 10% 13% 8% 12% 20% 12% 11%

Source: Jigsaw Research "Potential online harms" Feb 2020
Question: B3b. On an average weekday, how long would you say you spend online? B3c. On an average day at the weekend, how long would you say you spend

ohline? Base: All children 2020 (2001)

INQO00615301_0261
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Girls tend to be more likely to use social media and shop online, foreveryone
whereas boys are more likely to game

Who does what online?

L. Never
Qtnly/used Visited 1-2 V|5|]’Eed lots ;I's;z: taken
Total ABC1 C2DE 12vyears 13 years 14 years 15years Boys Girls B new sites/ 0_ ew action
used sites/ to
before SEEs apps report te
report
Base 2001 1198 794 500 500 500 501 998 999 773 931 274 578 1340
Ul "':'nel:’:iﬁ 81%  82%  81%  83%  81% | 84% @ 78%  80%  83% 77% 84% 86% 83% 81%
Played games 79%  79%  80%  83% 80%  78%  76% | 85%  73% 72% 83% 88% 80% 79%
Social media/messaging ... o9 7500 79 | 82% | 81% | 83%  75% | 82% 71% 83% 88% 79% 79%
keep in touch
Look/share/post 63%  64%  62%  52% | 63% | 69% @ 67%  58% | 68% 51% 69% 77% 65% 63%
Found info online 60% | 64% | 55%  55%  57% | 66% @ 61%  59%  61% 50% 64% 72% 65% 59%
Read/watch news 35% = 37%  32%  29%  32% | 42% | 37%  35%  36% 31% 349% 52% 43% 32%
Shopped online 27%  28%  26%  18%  21% | 33% | 35% @ 22% | 32% 20% 28% 47% 32% 25%
Health info online 5% 5% 5% 4% 4% 7% 6% 5% 5% 3% 4% 17% 8% 4%

Source: Jigsaw Research "Potential online harms" Feb 2020

Question: B3d. Which of these things have you done online in the last week?
Base: All children 2020 (2001)

INQO00615301_0262



The most confident internet users tend to be aged between OFcom -
16'34 (those ||ke|y tO have been the firSt tO grOW Up W|th the makingcimmunicationswork lco.

. 5 for everyone Information Commissioner’s Office
internet in home)

How confident are you as an internet user? — Very Confident

I 73%

Children overall 69% Adults overall
46% 48%

45% 47%

39%/

12%

12 il 14 15 1e-24 25-34 35-44 45-54 55-64 65-74 75+

Source: Jigsaw Research "Potential online harms" Feb 2020
Base: All adult internet users (2080) Question: B2) Overall, how confident are you as an internet user?

Base: All children 12-15 (2001) Question: B4) Overall, how confident are you as an internet user?

INQO00615301_0263
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Very confident internet users are more likely 16-34’s, ABC1s and OfFcom lco
@

L&
making communications work

those With Children in thEir hOUS@hOId. They are more IikEIy tO foreveryone Information Commissioner’s Office
have visited lots of new sites/apps and to have reported more potential harms

Who is a confident user?

Taken Never

No action G

M F ABC1 C2DE Disability disability o action
to

report
P report

Very

48% 52% 45% 71% 54% 26% 57% 39% 63% 42% 28% 54% 5% 38% 49% 72% 64%  45%
< >

confident

Fairl
conaf;:l:m 34% 33% 36% 27% 33% 41% 34% 35% 29% 37%  38% 35% 3%  35% 41% 23% 30% 35%
Neither 8% 7% 9% 1% 7% 14% 5% 11% 4%  10%  13% 4% 10% 13% 5% 2% 3% 9%
coan::itent 9% 8% 10% 2% 5%  19% 4%  15% 4%  12%  20% 6%  83% 14% 4% 2% 2%  11%

Source: Jigsaw Research "Potential online harms" Feb 2020

Question: B2) Overall, how confident are you as an internet user?

Base: All adult internet users (2080)

INQO00615301_0264



12-15 year olds who class themselves as ‘very confident” are OFcom
more likely to be older, boys, and those that have visited lots Of Taking communications work 1c0.

making communications work

M % for el[el'vone Information Commissioner’s Office
new sites/apps in the last month
Who is a confident user?
Taken RIS
ABC1 C2DE Boys Girls action to ta{ken
action to
report
report
cox;:i\;nt 46%  46% 46%  39% 45% 47% 51% 49% 43% 40% 44% 67% 47% 46%
B B

Fail

con“};gzm 49%  50% 47%  53% 50% 48% 44% 44% 53% 52% 51% 31% 47% 50%
Neither 5% 4% 5% 6% 4% 5% 4% 6% 3% 6% 4% 2% 5% 4%
Not confident 1% 1% 1% 2% 0% 0% 1% 0% 1% 1% 1% 0% 1% 1%

Source: Jigsaw Research "Potential online harms" February 2020
Question: B4) Overall, how confident are you as an internet user?

Base: All children 12-15 (2001)
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Technical report — The Online Experiences Tracker (Wave 1) (2021)

Preface

Wave 1 of the Online Experiences Tracker (2021/22) was undertaken by Yonder Consulting on behalf
of Ofcom. The objectives of the study were to gain a deeper understanding of internet users’ attitudes
towards and use of the internet, and their experiences of potential harms online.

The insights drawn from this data have informed Ofcom’s preparations for The Online Safety Bill,
which was introduced to Parliament earlier this year, granting Ofcom new responsibilities in helping to
protect internet users online. The study has also informed the continuing implementation of Ofcom’s
video-sharing platform (VSP) regulation, by monitoring harms on regulated VSPs.

The tracker runs twice annually (in November and May), and this report refers to the first wave
completed in November 2021.

The study provides data on a nationally representative sample of UK internet users, with boosts
applied to younger respondents, specific UK nations, and certain minority ethnic groups to allow for
robust analysis of demographic subgroups.

Further information about the study is summarised in the sections below.

Summary of Approach

e The Online Experiences Tracker (Wave 1) survey was conducted with a nationally
representative sample of UK internet users and addresses internet users’ attitudes towards
and use of the internet, and their experiences of potential harms.

e All research was carried out online, with respondents recruited from Yonder’s proprietary online
panel “YonderLive’, containing around 150,000 panellists from all over the UK. Respondents
were recruited to be nationally representative of the UK internet user population, with quotas
set on gender, age, socio-economic group and region. Boosts were applied to low incidence
groups such as younger respondents, those living in specific UK nations, and minority ethnic
groups to allow for bases sizes robust enough for analysis.

e The Online Experiences Tracker is a multi-wave study that runs twice annually in November
and May. It builds on previous work of similar focus (‘Pilot Online Harms Survey’') which was
commissioned by Ofcom in 2020 to explore internet usage and behaviours, attitudes towards
online safety regulation, and experiences of potential online harms. The pilot study informed
preparations for the Online Safety regime.

e The study also contained a qualitative cognitive test element which tested respondents’
understanding and experience of the questionnaire. The results of this study informed the final
questionnaire structure, format and content.

e A total of 6,619 interviews were conducted for Wave 1. All fieldwork was conducted between
2214 October and 12t November 2021.

1 https://www.ofcom.org.uk/ data/assets/pdf file/0014/220622/online-harms-survey-waves-1-4-2021.pdf

Yonder Online Experiences Tracker Wave 1 (Nov 2021) Technical Report 1
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Significance Testing

Significance testing for the Online Experiences Tracker has consistently been applied at 95%.

Financial vulnerability

We have included in each set of data tables a measure for household financial vulnerability, ranging
from most to least vulnerable. This definition is based on household income and household
composition (i.e. size and number of children) and can only be run on data where respondents have
given a response at each of these questions.

The following breakdown shows the detailed definitions for each group.

Potentially financially Least financially vulnerable
vulnerable

Earning between £14,001 - Earning between £28,001 -
£28,000 £41,000

1-2 adult, 0-1 child 1 adult, O children

3 adults, no children

Earning between £28,001 - Earning between £41,001 -
£41,000 £55,000

1 adult, 1 to 3 children 1 adult, 0-1 child

2 adults, 0 to 3 children 2 adults, O children

3 adults, 0 to 1 child
4 adults, no children

Earning between £41,001 - Household income £55,001+
£55,000
1 adult, 2-3 children All households

2 adults, 1-2 children
3 adults, 0-2 children
4 adults, 0-1 child

5 adults, O children

Yonder Online Experiences Tracker Wave 1 (Nov 2021) Technical Report 2
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The Online Experiences Tracker (Wave 1), November 2021

Introduction

Yonder Consulting interviewed a sample of 6,619 UK internet users aged 13 to 84 years old in order to
explore their internet usage, behaviours and attitudes, and experiences of real or potential online
harms. Interviews were carried out online between 22" October and 12" November 2021.

Details of the sample design, research methodology, and weighting procedures for this study are
outlined in the following pages. A note on statistical reliability is also included.

Sample Design

A representative sample of UK internet users aged 13-84 was provided by Yonder’s proprietary online
panel, YonderLive. Boosts were also applied to UK nations (Wales, Northern Ireland), minority ethnic
groups (Black, Pakistani, Bangladeshi and Chinese respondents) and religions (Hindu, Jewish, Sikh
and Buddhist respondents) to ensure that achieved base sizes for these low-incidence demographic
subgroups were large enough to allow for detailed and statistically robust analysis.

Duplication checks took place to ensure that respondents could not complete the survey more than
once. As well as duplication checks, Yonder carried out the following checks during and post fieldwork
as standard:

e |P geo-locator checks to ensure the respondents are all based in the UK.

e Front and back end quality control questions within the survey to ensure respondents are
answering logically and consistently.

e ‘Trap’ questions within the survey to ensure respondents are paying attention and reading
each code i.e. at a random question we would ask them to select a certain code, those who do
not select this we will remove from the data.

e Manual speeder check post-fieldwork to remove anyone deemed to have proceeded through
the questionnaire at an unreasonable pace.

e Manual flatlining checks post-fieldwork to check grid questions and ensure respondents aren’t
answering the same codes across an unreasonable range of grid / scale questions.

¢ Open end checks to ensure respondents are answering thoughtfully and not spamming
answers.

Yonder Online Experiences Tracker Wave 1 (Nov 2021) Technical Report 3
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Quotas

Interview quotas were applied so that the final sample was representative of UK internet users by age,
gender, region and socio-economic group (SEG).

Targets for quotas were derived from Yonder’s bi-weekly online omnibus, and moderated by data
obtained from the Ofcom Online Research Panel recruitment and the Office of National Statistics (ONS).

Quotas were set on the following variables:

Age (13-17, 18-24, 25-34, 35-44, 45-54, 55-64, 64-74, 75-84)
Gender

Region

Socio-economic group (SEG)

The table below details the specific quotas that were used for this study:

Demographic group Category Quota
Male 49%
Gender Female 51%
13-17 7%
18-24 11%
25-34 17%
35-44 16%
Age 45-54 18%
55-64 14%
65-74 11%
75-84 6%
Scotland 8%
North East 4%
North West 11%
Yorkshire & Humberside 8%
West Midlands 9%
Region East Midlands 7%
Wales 5%
Eastern 9%
London 14%
South East 14%
South West 9%
Northern Ireland 3%
AB 27%
. C1 30%
Social Grade c2 1%
DE 22%
Yonder Online Experiences Tracker Wave 1 (Nov 2021) Technical Report 4
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Cognitive Testing

The study was informed by qualitative cognitive testing. The aims of the cognitive test element were to
understand how people perceived the structure, key questions and language of the questionnaire, how
clear and sensitive these elements were and whether they were sufficiently streamlined and fit for
purpose. The qualitative cognitive testing provided insight on how to improve the questionnaire (e.g.
how best to ask about harms experienced and the impact of these experiences on the individual).

Twenty 45-minute qualitative interviews were carrired out online between 14" and 27" September 2021.
Participants were recruited to represent a mix of the UK population in terms of gender, urban, suburban
and rural locations?, SEG, lifestage, ethnicity, internet and device usage, and a number did not speak
English as their first language. The findings were used to infom questionnaire development.

Fieldwork

An online survey was conducted using Yonder’s online panel (YonderLive) to reach adults aged 13-84.
YonderLive is made up of 150,000 internet users across the UK. For the ‘main sample’, online interviews
with interlocking quotas were set to be broadly representative of UK internet users based on age, gender,
region and SEG. For the ‘boost’ interviews, minimum quotas were set on specific UK nations, ethnicities
and religions. The criteria for inclusion for these ‘boost’ interviews was being a member of one of the
subgroups of interest where fewer than 100 interviews had been conducted in the ‘main sample’ surveys.
Boost interviews were conducted to ensure at least 100 interviews among all subgroups of interest.

All interviews were conducted over a three week period between 22" October — 12" November 2021.

Due to the highly sensitive nature of some of the research topics (e.g. experences of potential online
harms), respondents were given the option to end the survey at two points. They were also forewarned
of the sensitive nature of the research topic and asked to give their consent to participate, in line with
MRS guidelines. A total of 228 respondents opted to end the survey due to the sensitivity of the content.

The questionnaire also included questions designed to obtain consent to be contacted for participation
in further qualtitative research into online habits, attitudes and behaviours, as well as experience of
potential online harms. This data is managed and stored in line with GDPR commitments.

Weighting

The data have been weighted to be representative of the UK internet user population on age within
gender, and overall to the region and SEG profiles. This approach counteracted any effect that boost
oversampling would have had on the final data.

Weighting profiles were created using a combination of Yonder online omnibus data and CATI
omnibus data® to produce the most accurate profile of UK internet users.

2 Locations were selected in and around London and Manchester, and were chosen to be a mix of urban, suburban and rural.
3 Certain biases may exist on online panels given the nature of the methodology (e.g. panelists may be higher internet users).
In order to mitigate any bias, Yonder conducted an offline CATI calibration exercise to obtain the most up-to-date and
accurate data for time spent online per day, device usage, and VSP usage. Weighting profiles were then moderated using a
combination of this offline exercise and data on the known proportion of each age group that use the internet, taken from the
ONS.

Yonder Online Experiences Tracker Wave 1 (Nov 2021) Technical Report 5
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Sample Representativeness

The following table shows both the initial unweighted sample and the final weighted sample profiles:

. Unweighted Unweighted Weighted Weighted
DS e T counts % counts %
Male 13-17 267 4% 236 4%
Male 18-34 800 12% 943 14%
Male 35-54 1121 17% 1108 17%
Male 55+ 1056 16% 959 14%
Female 13-17 238 4% 224 3%
Female 18-34 1007 15% 935 14%
Female 35-54 1104 17% 1129 17%
Female 55+ 1012 15% 1071 16%
Scotland 537 8% 550 8%
North East 257 4% 272 4%
North West 689 10% 722 11%
Yorkshire and the 506 8% 537 8%
Humber
West Midlands 553 8% 563 9%
East Midlands 442 7% 477 7%
Wales 369 6% 318 5%
East of England 550 8% 590 9%
London 931 14% 901 14%
South East 881 13% 928 14%
South West 539 8% 570 9%
Northern Ireland 365 6% 192 3%
AB 1918 29% 1807 27%
C1 1928 29% 1959 30%
C2 1294 20% 1377 21%
DE 1479 22% 1476 22%
Yonder Online Experiences Tracker Wave 1 (Nov 2021) Technical Report 6
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Guide to Statistical Reliability

YONDER

The variation between the sample results and the “true” values (the findings that would have been
obtained if everyone had been interviewed) can be predicted from the sample sizes on which the results
are based, and on the number of times that a particular answer is given. The confidence with which we
can make this prediction is calculated at the 95% that is, the chances are 95 in 100 that the “true” values
will fall within a specified range. However, as the sample is weighted, we need to use the effective

sample size (ESS) rather than actual sample size to judge the accuracy of results.

The following table compares ESS and actual samples for some of the main groups within the main

sample.
L ACTUAL ESS
6,619 6,396
GENDER: Male 3,246 3,110
GENDER: Female 3,359 3,273
AGE: 13-17 508 456
AGE: 18-24 703 663
AGE: 25-34 1,110 1,092
AGE: 35-44 1,077 1,056
AGE: 45-54 1,153 1,133
AGE: 55-64 941 914
AGE: 65-74 734 717
AGE: 75+ 393 373
SEG: AB 1,918 1,835
SEG: C1 1,928 1,868
SEG: C2 1,294 1,265
SEG: DE 1,479 1,437
Yonder Online Experiences Tracker Wave 1 (Nov 2021) Technical Report 7
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YONDER

The table below illustrates the required ranges for different sample sizes and percentage results at the
“95% confidence interval”.

Approximate sampling tolerances applicable to percentages at or near these levels

10% or 20% or 40% or

Effective sample size 90% 80% b e 60% S

+ + + + +
TOTAL 6,396 0.7% 1.0% 1.1% 1.2% 1.2%
GEI\ZIEIER: 3,110 1.1% 1.4% 1.6% 1.7% 1.8%
Glggn?alfs: 3,273 1.0% 1.4% 1.6% 1.7% 1.7%
AGE: 13-17 456 2.8% 3.7% 4.2% 4.5% 4.6%
AGE: 18-24 663 2.3% 3.0% 3.5% 3.7% 3.8%
AGE: 25-34 1,092 1.8% 2.4% 2.7% 2.9% 3.0%
AGE: 35-44 1,056 1.8% 2.4% 2.8% 3.0% 3.0%
AGE: 45-54 1,133 1.7% 2.3% 2.7% 2.9% 2.9%
AGE: 55-64 914 1.9% 2.6% 3.0% 3.2% 3.2%
AGE: 65-74 717 2.2% 2.9% 3.4% 3.6% 3.7%
AGE: 75+ 373 3.0% 4.1% 4.7% 5.0% 5.1%
SEG: AB 1,835 1.4% 1.8% 2.1% 2.2% 2.3%
SEG: C1 1,868 1.4% 1.8% 2.1% 2.2% 2.3%
SEG: C2 1,265 1.7% 2.2% 2.5% 2.7% 2.8%
SEG: DE 1,437 1.6% 2.1% 2.4% 2.5% 2.6%

For example, if 30% or 70% of a sample of 6,396 gives a particular answer, the chances are 95 in 100
that the “true” value will fall within the range of +/- 1.1 percentage points from the sample results.

Yonder
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When results are compared between separate groups within a sample, different results may be
obtained. The difference may be “real”, or it may occur by chance (because not everyone has been
interviewed). To test if the difference is a real one — i.e. if it is “statistically significant” — we again have
to know the size of the samples, the percentages giving a certain answer and the degree of
confidence chosen. If we assume “95% confidence interval”, the difference between two sample
results must be greater than the values given in the table below to be significant.*

Differences required for significant at or near these percentages

H 0,
Sample sizes | 190, or 90% 20% or 80% 30% or70% | 0% or
being 60%

compared : S = + + +
GENDER:
Male v
Female
(3,110 v
3,361) 1.50% 1.90% 2.20% 2.40% 2.50%
AGE: Young
(13-17) v Old
(75+)
(456 v 373) 4.30% 5.60% 6.40% 6.80% 6.80%
SEG: ABC1v
C2DE
(3,699 v
2,699) 1.50% 2.00% 2.30% 2.40% 2.50%
ETHNICITY:
Black v White

(5,462 v 213) 4.50% 5.70% 6.50% 6.80% 6.80%

50%

4 |t is important to note that these numbers are estimates. Further testing should be carried out on individual examples to
understand whether differences are significant.
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NET definitions featured in the published tables

YONDER

Certain subgroups within the sample were grouped together to aid analysis, and are featured
alongside this report in the published data tables. The definitions of these so-called NETs are as

follows:

Category

Ethnicity

NET

Definition

Break Group 1: Demographics

English/ Welsh/ Scottish/ Northern Irish/
British

White

Irish

Gypsy, Traveller or Irish Traveller

Any other white background

Mixed/ Multiple ethnic
groups

White and Black Caribbean

White and Black African

White and Asian

Any other mixed/ multiple ethnic
background

Asian and British Asian

Indian

Pakistani

Bangladeshi

Chinese

Any other Asian background

Black and black British

Caribbean

African

Any other black/ African/ Caribbean
background

Other ethnic group

Arab

Any other ethnic background

Religion

Christian

Catholic

Church of England / Scotland / Ireland

Other Christian

Other religions

Muslim

Hindu

Jewish

Sikh

Buddhist

Other religion

None

No religion

Disability

Any

Any reported disability

Mental condition

Mental abilities? Such as learning,
understanding, concentration, memory,
communicating, cognitive loss or
deterioration

Yonder

Online Experiences Tracker Wave 1 (Nov 2021) Technical Report
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Category

NET

Definition

Internet
usage

High / Medium /
Low

Itis the
responsibility of
the website or
app to control

Social/ behavioural? Conditions
associated with this such as autism,
attention deficit disorder, Asperger’s,

efc.

Your mental health? Anxiety,
depression, or trauma-related
conditions, for example

Physical condition

Low usage

Hearing? Poor hearing, partial hearing,
or are deaf

Eyesight? Poor vision, colour blindness,
partial sight, or are blind

Mobility? Cannot walk at all/ use a
wheelchair or mobility scooter etc., or
cannot walk very far or manage stairs

or can only do so with difficulty

Dexterity? Limited ability to reach/
difficulty opening things with your
hands/ difficulty using a telephone
handset/ television remote control/
computer keyboard etc.

Breathing? Breathlessness or chest

pains
Break Group 2: Internet Usage

None

Less than 5 hours

Medium usage

6 to 11 hours

12 to 22 hours

High usage

23 to 30 hours

Over 30 hours

Break Group 3: Attitudes

Platform dependents

If score -5 to -2

Neutral

If score -1 to 1

online

Safety self-doubters

PG what is posted on
VS o .
G s their site vs. It is
individual o
responsibil the responsibility
it of the individual
ity to ensure what Self-regulators If score2to 5
they are posting
is appropriate for
other users
| feel confident in
Confidenc | my ability to stay Safety assured If score -5 to -2
ein safe online vs. |
staying do not feel Neutrals If score -1 to 1
safe confident in my
online ability to stay safe

If score 2to 5

Yonder
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Category NET Definition
Websites and
apps have a Platform dependents If score -5 to -2
particular
Parentvs | responsibility to Neutrals If score -1 to 1
platform protect children
responsibil vs. It is the
ity responsibility of
parents/ carers to Parental controllers If score2to 5
monitor what their
children do online
The benefits of
Bif i Online optimists If score -5 to -2
Benefits going onfine
vs risks of outweigh the
i risks vs. The risks Neutrals If score -1 to 1
gnlinge of going online
outweigh the Online pessimists If score 2 to 5
benefits
Using a bit of Common sense
R supporters If score -5 to -2
Sufficienc WNED yau ra
of online usually Neutrals If score -1 to 1
cor};mon prevents you
senas 6 from seeing
rotect harmful or
pfrom offensive photos
N and videos vs. It .
pto is impossible to Disempowered it seota 2 65
stariflal avoid Seeing defeat|StS
pharms harmful or
offensive photos
and videos if you
go online
The Internet has
an important role Free speech advocates If score -5 to -2
in supporting free
speech, even Neutrals If score -1 to 1
Frog when some users
speech vs might find the
F():ontent content offensive
monitoring vs. It is important
for sites to Cautious protectors If score 2to 5
monitor and
delete offensive
views to protect
other users
Support There are enough | Status quo supporters If score -5 to -2
L online safety
online rlneasureﬁ n Neutrals If score -1 to 1
safety aac%v; there
should be more Safety measure
measures online Safety adzocates If score 2to 5
Yonder Online Experiences Tracker Wave 1 (Nov 2021) Technical Report
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Category NET Definition
measures in
place

BREAK 4 - Experience of Harms

Unwelcome friend or follow requests, or
messages

Stalking, cyberstalking or intrusive
behaviour
People pretending to be another
person, e.g. ‘catfishing’
Bullying, abusive behaviour or threats
Trolling, i.e. a person who says
something to cause intentional upset or
provoke a negative reaction
Pressure to send photos or personal
information to someone
People sending unwanted/unsolicited
sexual or nude images or videos, e.g.
‘cyber flashing’
Private/intimate information made
public, e.g. ‘doxxing’
Sharing of intimate images without
consent
Intentional harassment during gaming,
e.g. ‘griefing’
Private conversations shared without
consent
Type of potential harm Group shaming, boycotting, or
experienced excluding someone based on their
views, opinions on actions, including
online ‘pile-ons’

Generally offensive or ‘bad’ language,
e.g. swearing, rudeness
Unwanted sexual messages
Hateful, offensive or discriminatory
content that targets a group or person
based on specific characteristics like
race, religion, disability, sexuality or
gender identity; e.g. hate speech
Sexual/ pornographic content
inappropriate for the site/app
Content or language which objectifies,

Content harm demeans or otherwise negatively
portrays women
Content depicting the sexual abuse or
exploitation of children
Content encouraging extremism,
radicalisation or terrorism
Content depicting violence

Content encouraging gambling, e.g.
sports betting, or casino-style games

Contact harm

Yonder Online Experiences Tracker Wave 1 (Nov 2021) Technical Report 13
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Category NET Definition
Misinformation i.e. false or misleading
stories, claims or assertions
Content relating to self-harm or suicide
Content relating to negative body
image, excessive or unhealthy
dieting/exercise and/or eating disorders
Promotion of female genital mutilation
(FGM)

Fake or deceptive images/videos, e.g.
‘deep fakes’

Content glamourising unhealthy or
abusive lifestyles, e.g. binge drinking,
drug taking
Content which impacted negatively on
my self-esteem
Content depicting animal cruelty
Codes 7,21, 22,28 and 30 @ Q8
Sale or advertisement of illegal goods
Collection or use of my data without my
knowledge or permission

Commercial harm Scams, fraud, or phishing
Unintentionally spending money on in-
app purchases or gifts
Paid-for or sponsored content which
was not clearly marked as such, e.g.
‘astroturfing’

Yonder Online Experiences Tracker Wave 1 (Nov 2021) Technical Report 14
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Technical report — The Online Experiences Tracker (Wave 2, May 2022)

Preface

Wave 2 of the Online Experiences Tracker (2021/22) was undertaken by Yonder Consulting on behalf
of Ofcom. The objectives of the study were to gain a deeper understanding of internet users’ attitudes
towards and use of the internet, and their experiences of potential harms online.

The insights drawn from this data have informed Ofcom’s preparations for The Online Safety Bill,
which was introduced to Parliament earlier this year, granting Ofcom new responsibilities in helping to
protect internet users online. The study has also informed the continuing implementation of Ofcom’s
video-sharing platform (VSP) regulation, by monitoring harms on regulated VSPs.

The tracker runs twice annually (in November and May), and this report refers to the second wave
completed in May 2022".

The study provides data on a nationally representative sample of UK internet users, with boosts
applied to younger respondents, specific UK nations, and certain minority ethnic groups to allow for
robust analysis of demographic subgroups.

Further information about the study is summarised in the sections below.

Summary of approach

e The Online Experiences Tracker (Wave 2) survey was conducted with a nationally
representative sample of UK internet users and addresses attitudes towards and use of the
internet, and their experiences of potentially harmful behaviour or content online.

e All research was carried out online, with respondents recruited from Yonder’s proprietary online
panel “YonderLive’, containing around 150,000 panellists from all over the UK. Respondents
were recruited to be nationally representative of the UK internet user population, with quotas
set on gender, age, socio-economic group and region. Boosts were applied to low incidence
groups such as younger respondents, those living in specific UK nations, and minority ethnic
groups to allow for bases sizes robust enough for analysis.

e The Online Experiences Tracker is a multi-wave study that runs twice annually in November
and May. It builds on previous work of similar focus (‘Pilot Online Harms Survey’?) which was
commissioned by Ofcom in 2020 to explore internet usage and behaviours, attitudes towards
online safety regulation, and experiences of potential online harms. The pilot study informed
preparations for the Online Safety regime.

e A total of 6,666 interviews were conducted for Wave 2. All fieldwork was conducted between
29" April and 20t May 2022.

' A separate report, covering the first wave completed in November 2021, is available here: Online Experiences Tracker (wave 1) — technical
report (ofcom.org.uk)
2 https://www.ofcom.org.uk/ __data/assets/pdf file/0014/220622/online-harms-survey-waves-1-4-2021.pdf
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Significance testing

Significance testing for the Online Experiences Tracker has been applied at 99% during analysis of
the Wave 2 data only, and of the combined Wave 1 and 2 data. This represents a change from Wave
1, for which significance testing was applied at the 95% confidence interval during analysis. The
change to a higher confidence level reflects the significantly larger sample size.

Financial vulnerability

We have included in each set of data tables a measure for household financial vulnerability, ranging
from most to least vulnerable. This definition was provided by Ofcom, and is based on household
income and household composition (i.e. size and number of children) and can only be run on data

where respondents have given a response at each of these questions.

The following breakdown shows the detailed definitions for each group?:

Potentially financially Least financially vulnerable
vulnerable

Earning between £10,400 - Earning between £26,600 -
£25,599 £36,399

1-2 adult, 0-1 child 1 adult, O children

3 adults, no children
Earning between £26,000 - Earning between £36,400 -

£36,399 £51,999
1 adult, 1 to 3 children 1 adult, 0-1 child
2 adults, 0 to 3 children 2 adults, O children

3 adults, 0 to 1 child
4 adults, no children
Earning between £36,400 - Household income £52,000+
£51,999
1 adult, 2-3 children All households
2 adults, 1-2 children
3 adults, 0-2 children
4 adults, 0-1 child

5 adults, 0 children

3 The definition was updated for Wave 2, with an adjustment to the income bands that determine financial vulnerability. The definition used
for wave 1 can be found in the wave 1 technical report: Online Experiences Tracker (wave 1) — technical report (ofcom.org.uk)
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The Online Experiences Tracker (Wave 2, May 2022)
Introduction

Yonder Consulting interviewed a sample of 6,666 UK internet users aged 13 to 84 years old in order to
explore their internet usage, behaviours and attitudes, and experiences of potentially harmful
behaviour or content online. Interviews were carried out online between 29™ April and 20t May 2022.

Details of the sample design, research methodology, and weighting procedures for this study are
outlined in the following pages. A note on statistical reliability is also included.

Sample design

A representative sample of UK internet users aged 13-84 was provided by Yonder’s proprietary online
panel, YonderLive. Boosts were also applied to UK nations (Wales, Northern Ireland), minority ethnic
groups (Black, Pakistani, Bangladeshi and Chinese respondents) and religions (Hindu, Jewish, Sikh
and Buddhist respondents) to ensure that achieved base sizes for these low-incidence demographic
subgroups were large enough to allow for detailed and statistically robust analysis.

Sample exclusions were put in place in Wave 2 to prevent respondents who had taken part in Wave 1
from filling the nationally representative quotas that were part of the sample design. This was to
minimise answering bias as a result of respondents having prior knowledge of the survey and its
contents. In order to ensure successful and timely completion of quotas, no restrictions were placed
on respondents who filled the boost quotas for UK nations, minority ethnic groups and religions®.

Duplication checks took place to ensure that respondents could not complete the survey more than
once. As well as duplication checks, Yonder carried out the following standard checks during and
post-fieldwork:

¢ |IP geo-locator checks to ensure the respondents were all based in the UK.

e Front- and back-end quality control questions within the survey to ensure respondents were
answering logically and consistently.

e ‘Trap’ questions within the survey to ensure respondents were paying attention and reading
each code i.e. at a random question we would ask them to select a certain code, those who did
not select this were removed from the data.

e A manual speeder check post-fieldwork to remove anyone deemed to have proceeded through
the questionnaire at an unreasonable pace.

¢ Manual flatlining checks post-fieldwork to check grid questions and ensure respondents did not
answer the same codes across an unreasonable range of grid / scale questions.

¢ Open end checks to ensure respondents answered thoughtfully and not spamming answers.

Quotas

Interview quotas were applied so that the final sample was representative of UK internet users by age,
gender, region and socio-economic group (SEG).

Targets for quotas were derived from Yonder’s bi-weekly online omnibus, and moderated by data
obtained from the Ofcom Online Research Panel recruitment and the Office of National Statistics (ONS).

Quotas were set on the following variables:

4 Yonder operates a standard exclusion period of three months for research among consumer audiences. Given the extended period
between waves (six months) there is a high level of confidence that answering bias has been minimised.
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e Age (13-17, 18-24, 25-34, 35-44, 45-54, 55-64, 64-74, 75-84)
e Gender
e Region
e Socio-economic group (SEG)

The table below details the specific quotas that were used for this study:

Demographic group Category Quota
Male 49%
Seesr Female 51%
13-17 7%
18-24 11%
25-34 17%
A 35-44 16%
e 4554 18%
55-64 14%
65-74 11%
75-84 6%
Scotland 8%
North East 4%
North West 11%
Yorkshire & Humberside 8%
West Midlands 9%
Region East Midlands 7%
Wales 5%
Eastern 9%
London 14%
South East 14%
South West 9%
Northern Ireland 3%
AB 27%
: C1 30%
Social Grade c2 1%
DE 22%

Fieldwork

An online survey was conducted using Yonder’s online panel (YonderLive) to reach adults aged 13-84.
YonderLive is made up of 150,000 internet users across the UK. For the main sample online interviews
with interlocking quotas were set to be broadly representative of UK internet users based on age, gender,
region and SEG. For the ‘boost’ interviews, minimum quotas were set on specific UK nations, ethnicities
and religions. The criteria for inclusion for these ‘boost’ interviews was being a member of one of the
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subgroups of interest where fewer than 100 interviews had been conducted in the ‘main sample’ surveys.
Boost interviews were conducted to ensure at least 100 interviews among all subgroups of interest.

All interviews were conducted over a three week period between 29" April and 20" May 2022.

Due to the highly sensitive nature of some of the research topics (e.g. experences of potentially harmful
behaviour or content online), respondents were given the option to end the survey at two points. They
were also forewarned of the sensitive nature of the research topic and asked to give their consent to
participate, in line with MRS guidelines. A total of 157 respondents opted to end the survey due to the
sensitivity of the content.

The questionnaire also included questions designed to obtain consent to be contacted for participation
in further qualtitative research into online habits, attitudes and behaviours, as well as experience of
potential online harms. This data is managed and stored in line with GDPR commitments.

Weighting

The data has been weighted to be representative of the UK internet user population on age within
gender, and overall to the region and SEG profiles. This approach counteracted any effect that boost
oversampling would have had on the final data.

Weighting profiles were created using a combination of Yonder online omnibus data and CATI
omnibus data® to produce the most accurate profile of UK internet users.

Sample representativeness

The following table shows both the initial unweighted sample and the final weighted sample profiles:

. Unweighted Unweighted Weighted Weighted

BEmogiaphicorons counts % counts %
Male 13-17 221 3% 239 4%
Male 18-34 634 10% 938 14%
Male 35-54 1,104 17% 1,114 17%
Male 55+ 1,325 20% 964 14%
Female 13-17 218 3% 225 3%
Female 18-34 1,101 17% 934 14%
Female 35-54 1,233 18% 1,139 17%
Female 55+ 796 12% 1,074 16%

5 Certain biases may exist on online panels given the nature of the methodology (e.g. panelists may be higher internet users). In order to
mitigate any bias, Yonder conducted an offline CATI calibration exercise to obtain the most up-to-date and accurate data for time spent
online per day, device usage, and VSP usage. Weighting profiles were then moderated using a combination of this offline exercise and data
on the known proportion of each age group that use the internet, taken from the ONS.
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Scotland 534 8% 554 8%
North East 260 4% 274 4%
North West 703 11% 727 11%

Yorkshire and the 520 8% 540 8%

Humber

West Midlands 560 8% 567 9%
East Midlands 464 7% 480 7%
Wales 375 6% 320 5%
East of England 575 9% 594 9%
London 893 13% 907 14%
South East 895 13% 934 14%
South West 536 8% 574 9%
Northern Ireland 351 5% 194 3%
AB 2,025 30% 1,820 27%

C1 1,919 29% 1,973 30%

Cc2 1,237 19% 1,387 21%

DE 1,485 22% 1,487 22%

Guide to statistical reliability

The variation between the sample results and the “true” values (the findings that would have been
obtained if everyone had been interviewed) can be predicted from the sample sizes on which the results
are based, and on the number of times that a particular answer is given. The confidence with which we
can make this prediction is calculated at the 99% that is, the chances are 99 in 100 that the “true” values
will fall within a specified range. However, as the sample is weighted, we need to use the effective
sample size (ESS) rather than actual sample size to judge the accuracy of results.

The following table compares ESS and actual samples for some of the main groups within the main

sample.

el ACTUAL ESS
6,666 6,075
GENDER: Male 3,284 2,949
GENDER: Female 3,348 3,096

AGE: 13-17 442 411

AGE: 18-24 588 532
AGE: 25-34 1,168 1,064
AGE: 35-44 1,147 1,118

AGE: 45-54 1,195 1,171

AGE: 55-64 977 873

Yonder Online Experiences Tracker Wave 2 (May 2022) Technical Report 6
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o ACTUAL ESS
6,666 6,075
AGE: 65-74 777 725
AGE: 75+ 372 278
SEG: AB 2,025 1,833
SEG: C1 1,919 1,760
SEG: C2 1,237 1,146
SEG: DE 1,485 1,366
ETHNICITY: White 5,714 5,203
ETHNICITY: Black 223 206

The table below illustrates the required ranges for different sample sizes and percentage results at the
“99% confidence interval”.

Approximate sampling tolerances applicable to percentages at or near these levels

10% or 20% or 40% or

Effective sample size 90% 80% S0eICI0 % 60% e

+ * + = £
TOTAL 6,075 1.0% 1.3% 1.5% 1.6% 1.7%
GENDER: Male 2,949 1.4% 1.9% 2.2% 2.3% 2.4%
GENDER: Female 3,096 1.4% 1.9% 2.1% 2.3% 2.3%
AGE: 13-17 411 3.8% 5.1% 5.8% 6.2% 6.4%
AGE: 18-24 532 3.4% 4.5% 51% 5.5% 5.6%
AGE: 25-34 1,064 2.4% 3.2% 3.6% 3.9% 3.9%
AGE: 35-44 1,118 2.3% 3.1% 3.5% 3.8% 3.9%
AGE: 45-54 1,171 2.3% 3.0% 3.4% 3.7% 3.8%
AGE: 55-64 873 2.6% 3.5% 4.0% 4.3% 4.4%
AGE: 65-74 725 2.9% 3.8% 4.4% 4.7% 4.8%
AGE: 75+ 278 4.6% 6.2% 7.1% 7.6% 7.7%
SEG: AB 1,833 1.8% 2.4% 2.8% 2.9% 3.0%
SEG: C1 1,760 1.8% 2.5% 2.8% 3.0% 3.1%
SEG: C2 1,146 2.3% 3.0% 3.5% 3.7% 3.8%
SEG: DE 1,366 2.1% 2.8% 3.2% 3.4% 3.5%
ETHNICITY: White 5,203 1.1% 1.4% 1.6% 1.7% 1.8%
ETHNICITY: Black 206 5.4% 7.2% 8.2% 8.8% 9.0%

For example, if 30% or 70% of a sample of 6,075 gives a particular answer, the chances are 99 in 100
that the “true” value will fall within the range of +/- 1.5 percentage points from the sample results.

Yonder
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When results are compared between separate groups within a sample, different results may be
obtained. The difference may be “real”, or it may occur by chance (because not everyone has been
interviewed). To test if the difference is a real one — i.e. if it is “statistically significant” — we again have
to know the size of the samples, the percentages giving a certain answer and the degree of
confidence chosen. If we assume “99% confidence interval”, the difference between two sample
results must be greater than the values given in the table below to be significant.®

Differences required for significant at or near these percentages

Sample sizes
being
compared

10% or 90%

20% or 80%

30% or 70%

40% or
60%

50%

+

+

+

GENDER:
Male v
Female
(2.949 v
3,096)

AGE: Young
(13-17) v Old
(75+)
(411 v 278)
SEG: ABC1v
C2DE
(3,579 v
2,505)
ETHNICITY:
Black v White
(5,203 v 206)

2.10% 2.70% 3.00% 3.30% 3.30%

7.00% 8.70% 9.60% 10.00% 10.00%

2.10% 2.70% 3.10% 3.30% 3.40%

6.80% 8.20% 8.90% 9.10% 9.20%

8|t is important to note that these numbers are estimates. Further testing should be carried out on individual examples to understand whether
differences are significant.
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Changes to the questionnaire between waves

Multiple additions and amendments were made to the questionnaire for wave 2 as improvements or
revisions in line with shifting policy focus. A summary of changes has been included below’.

; Section Question
Section Label Number number Changes made
D1 Changes to question wording

and gender labels
Inclusion of new
D7 limiting/impacting condition:
‘Difficulty with speech? e.g. due
to stroke, stutter or stammer’
Removal of old household
income question

D11b New household income question
with updated brackets
New highest educational or
D13 professional qualification
question
Changes to question wording
C2 and gender labels (for under
18s)

Inclusion of new
limiting/impacting condition:
C4 ‘Difficulty with speech? e.g. due
to stroke, stutter or stammer’ (for

under 18s)
Inclusion of new sub-question on
societal impact of the internet.

Profiling and screening 1

D11

Removal of sub-question relating
to websites/apps have
responsibility to protect children
versus it is the responsibility of
parents/carers

Attitudes 3 Q1

Removal of sub-question of
general benefits vs risks of going
online

Q2 Changes to minimum hours
spent online
Removal of two statements:
being online gives space to
Online behaviour 4 Q3 pursue hobbies/interests and
accessing goods/services is
convenient for me

New follow up question on
website/app used most

Q4a.

7 For reference, copies of both wave 1 and 2 questionnaires have been published alongside this report
[PLACEHOLDER

Yonder Online Experiences Tracker Wave 2 (May 2022) Technical Report 9

INQO000615301_0288



L YONDER

making communications work
for everyone

New follow up question on
Q4b. activities taken on site/app used
most
New question on individual
Q4c. content being reported and/or
taken down
Removal of open question on
Q6 experiences of potential harms in
last four weeks
New closed question capturing
Q6a. experiences of potential harms in
last four weeks
Removal of question measuring
Q7 levels of concern across all
potential harms
Additional and removal of
various harms from multicode list
and change on filtering for code
relating to promotion of gambling
Removal of question, if harm
Q10 happened to you personally or
somebody else
Removal of question, if content
Q11 was shared/sent directly with you
or came across it yourself
Removal of old question
Q14b capturing level of offense/bother
after experiencing harm
New question capturing level of
5 Q14b offense/bother after experiencing
harm, with amended scale
Additional actions after
Q15 experiencing potential included
in multicode list
Removal of question, the
Q19 relationship to person who
posted/shared content
Removal of question, device first
used when experienced harm
Additional question capturing
Q21a functions on site/service when
experienced harm
Removal of question, follow up if
Q29 experienced
stalking/cyberstalking or intrusive
behaviour
Removal of question, follow up if
Q30 experienced
stalking/cyberstalking or intrusive
behaviour
Removal of question, follow up if
Q31 seen stalking/cyberstalking or
intrusive behaviour

Q8

Experience of potential
harms

Q20

Yonder Online Experiences Tracker Wave 2 (May 2022) Technical Report 10
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New question, follow up if

Q32a. received an unwanted sexual
message
New question, follow up if seen
Q32b. : o ;
or experienced misinformation
New question, follow up seen or
Q32c. experienced self-harm/suicide or

negative body image

NET definitions featured in the published tables

Certain subgroups within the sample were grouped together to aid analysis and are featured alongside
this report in the published data tables. The definitions of these so-called NETs are in the table below.

Changes to some NET definitions were made between waves. Wherever present these have been
noted in the ‘Wave’ column in the table below.

Category NET Wave Definition
Break Group 1: Demographics
English/ Welsh/ Scottish/ Northern Irish/
British
White Irish
Gypsy, Traveller or Irish Traveller
Any other white background
) White and Black Caribbean
Mixedf White and Black African
Multiple - -
ethnic White and Asian
groups Any other mixed/ multiple ethnic
background
Ethnicity Wi’zs 1 Indian
B 3 Pakistani
sian an ;
British Asian Bangladsshi
Chinese
Any other Asian background
Caribbean
Black and African
black British Any other black/ African/ Caribbean
background
Other ethnic Arab
group Any other ethnic background
Catholic
Christian Church of England / Scotland / Ireland
. Waves 1 Other Christian
Religion 82 Muslim
Other Hindu
religions -
Jewish

Yonder
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Sikh
Buddhist
Other religion

None No religion

Waves 1

Any 82 Any reported limiting/impacting condition

Mental abilities? Such as learning,
understanding, concentration, memory,
communicating, cognitive loss or
deterioration

Social/ behavioural? Conditions associated
with this such as autism, attention deficit
disorder, Asperger’s, etc.

Mental Wave 1
condition only

Your mental health? Anxiety, depression,
or trauma-related conditions, for example

Limiting/Impacting
Conditions*

Hearing? Poor hearing, partial hearing, or

are deaf
*NET name change in

Eyesight? Poor vision, colour blindness,
Wave 2 partial sight, or are blind
Mobility? Cannot walk at all/ use a
wheelchair or mobility scooter etc., or
cannot walk very far or manage stairs or

Physical Wave 1

condition only can only do so with difficulty
Dexterity? Limited ability to reach/ difficulty
opening things with your hands/ difficulty
using a telephone handset/ television
remote control/ computer keyboard etc.
Breathing? Breathlessness or chest pains
M:;;ctar: From Your mental health? Anxiety, depression,
s wave 2 or trauma-related conditions, for example
Condition
Nothing — no impairments or conditions
Waves 1 ; o : i
None 82 impact or limit your daily activities or the

work you can do

Break Group 2: Internet Usage

Internet

L Wave 1 None
ow usage
usage

only

Less than 5 hours

Yonder Online Experiences Tracker Wave 2 (May 2022) Technical Report 12
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Platform vs
individual
responsibilit
y

High /
Medium /
Low

Itis the
responsibilit
y of the
website or
app to
control what
is posted on
their site vs.
It is the
responsibilit
y of the
individual to
ensure what
they are
posting is
appropriate
for other
users

YO

Low usage From None
wave 2 Less than 6 hours
Medium Waves 1 6 to 11 hours
usage &2 12 to 22 hours
High usage Waves 1 23 to 30 hours
&2 Over 30 hours

Platform
dependents

Neutral

Self-
regulators

Waves 1
&2

Break Group 3: Attitudes

If score -5 to -2

If score -1 to 1

If score2to 5

Confidence
in staying
safe online

| feel
confident in
my ability to
stay safe
online vs. |
do not feel
confident in
my ability to
stay safe
online

Safety
assured

Neutrals

Safety self-
doubters

Waves 1
&2

If score -5 to -2

If score -1 to 1

If score 2to 5

Parent vs
platform
responsibilit
y

Websites
and apps
have a
particular
responsibilit
y to protect
children vs.
Itis the
responsibilit
y of parents/
carers to
monitor
what their
children do
online

Platform
dependents

Neutrals

Parental
controllers

Wave 1
only

If score -5 to -2

If score -1 to 1

If score2to 5

Yonder

Online Experiences Tracker Wave 2 (May 2022) Technical Report
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Benefits vs
risks of
going online

The benefits
of going
online
outweigh the
risks vs. The
risks of
going online
outweigh the
benefits

Online
optimists

Neutrals

Online
pessimists

Wave 1
only

YONDER

If score -5 to -2

If score -1 to 1

If score2to 5

Sufficiency
of common
sense to
protect from
exposure to
potential
harms

Using a bit
of common
sense when
you’re online
usually
prevents
you from
seeing
harmful or
offensive
photos and
videos vs. It
is
impossible
to avoid
seeing
harmful or
offensive
photos and
videos if you
go online

Common
sense
supporters

Neutrals

Disempower
ed defeatists

Waves 1
&2

If score -5 to -2

If score -1 to 1

If score2to 5

Free
speech vs
content
monitoring

The Internet
has an
important
role in
supporting
free speech,
even when
some users
might find
the content
offensive vs.
Itis
important for
sites to
monitor and
delete
offensive
views to
protect other
users

Free speech
advocates

Neutrals

Cautious
protectors

Waves 1
&2

If score -5 to -2

If score -1 to 1

If score2to 5

Yonder
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There are
enough
online safety | Status quo T——
Support for | measures in | supporters
more online place vs Waves 1
safety there should &2
measures be more
online safety
measures in
place Neutrals If score -1to 1
Safety
measure If score2to 5
advocates
For me
personally, i
the benefits Benefits
of going outyvelgh If score -5 to -2
online risks
Benefits vs | outweigh the F
risks of risks vs. For dt
; - wave 2
going online me
personally,
the risks of Neutral If score -1 to 1
going online
outweigh the -
benefits R'Sk,s
outweigh If score2to 5
benefits
Internet is
good for If score -5 to -2
The internet society
is good for
Societal society vs. Neutral From If score -1 to 1
impact the internet wave 2
is damaging | |Internet is
to society | damaging to If score 2 to 5
society

Type of potential harm
experienced

Any Harm
(wave 1
definition)

BREAK 4 - Experience of Harms

Hateful, offensive or discriminatory content
that targets a group or person based on
specific characteristics like race, religion,

Waves 1 | disability, sexuality or gender identity; e.g.
&2 hate speech
Waves 1 | Sexual/ pornographic content inappropriate

&2 for the site/app
Content or language which objectifies,
Waves 1 | demeans or otherwise negatively portrays
&2 women

Yonder
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Content depicting the sexual abuse or
Waves 1 exploitation of children [DO NOT SHOW
&2 TO UNDER 18]
Waves 1 Content encouraging extremism,
&2 radicalisation or terrorism
Weg/zs 1 Content depicting violence
Wagzs 1 Sale or advertisement of illegal goods
Content encouraging gambling, e.g. sports
Wave 1 betting, or casino-style games [DO NOT
only SHOW TO UNDER 18]
Waves 1 Misinformation i.e. false or misleading
&2 stories, claims or assertions
Wag\(/t;s 1 Content relating to self-harm or suicide
Content relating to negative body image,
Waves 1 excessive or unhealthy dieting/exercise
&2 and/or eating disorders
Waves 1 Promotion of female genital mutilation
&2 (FGM) [DO NOT SHOW TO UNDER 18]
Waves 1 Unwelcome friend or follow requests, or
&2 messages
Waves 1 Stalking, cyberstalking or intrusive
&2 behaviour
Waves 1 People pretending to be another person,
&2 e.g. ‘catfishing’
Wag\(/zs L Bullying, abusive behaviour or threats
Trolling, i.e. a person who says something
Waves 1 to cause intentional upset or provoke a
&2 negative reaction
Waves 1 Pressure to send photos or personal
&2 information to someone
People sending unwanted/unsolicited
Waves 1 sexual or nude images or videos, e.g.
&2 ‘cyber flashing’
Waves 1 Fake or deceptive images/videos, e.g.
&2 ‘deep fakes’
Waves 1 Collection or use of my data without my
&2 knowledge or permission
Wagzs 1 Scams, fraud, or phishing
Waves 1 Private/intimate information made public,
&2 e.g. ‘doxxing’
Wa:g\(/zs 1 Sharing of intimate images without consent
Waves 1 | ntentional harassment during gaming, e.g.
&2 ‘griefing’
Waves 1 Private conversations shared without
&2 consent
Yonder Online Experiences Tracker Wave 2 (May 2022) Technical Report 16
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Content glamourising unhealthy or
Waves 1 | abusive lifestyles, e.g. binge drinking, drug
&2 taking
Waves 1 | Unintentionally spending money on in-app
&2 purchases or gifts
Group shaming, boycotting, or excluding
Waves 1 someone based on their views, opinions
&2 on actions, including online ‘pile-ons’
Paid-for or sponsored content which was
Waves 1 not clearly marked as such, e.g.
&2 ‘astroturfing’
Waves 1 | Content which impacted negatively on my
&2 self-esteem
Wagzs 1 Content depicting animal cruelty
Waves 1 | Generally offensive or ‘bad’ language, e.g.
&2 swearing, rudeness
Waves 1
82 Unwanted sexual messages
From Content depicting dangerous stunts
wave 2 [ONLY SHOW TO UNDER 18]
From Content which advertises alcohol or
wave 2 cigarettes [ONLY SHOW TO UNDER 18]
Waves 1 Unwelcome friend or follow requests, or
&2 messages
Waves 1 Stalking, cyberstalking or intrusive
&2 behaviour
Waves 1 People pretending to be another person,
&2 e.g. ‘catfishing’
Wagzs 1 Bullying, abusive behaviour or threats
Trolling, i.e. a person who says something
Waves 1 to cause intentional upset or provoke a
&2 negative reaction
Contact Waves 1 Pressure to send photos or personal
harm &2 information to someone
People sending unwanted/unsolicited
Waves 1 sexual or nude images or videos, e.g.
&2 ‘cyber flashing’
Waves 1 | Private/intimate information made public,
&2 e.g. ‘doxxing’
Wa“g\"zs 1 | Sharing of intimate images without consent
Waves 1 | Intentional harassment during gaming, e.g.
&2 ‘griefing’
Waves 1 Private conversations shared without
&2 consent
Yonder Online Experiences Tracker Wave 2 (May 2022) Technical Report 17
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Group shaming, boycotting, or excluding
Waves 1 someone based on their views, opinions
&2 on actions, including online ‘pile-ons’
Waves 1 | Generally offensive or ‘bad’ language, e.g.
&2 swearing, rudeness
Wagzs 1 Unwanted sexual messages
Hateful, offensive or discriminatory content
that targets a group or person based on
specific characteristics like race, religion,
Waves 1 | disability, sexuality or gender identity; e.g.
&2 hate speech
Waves 1 | Sexual/ pornographic content inappropriate
&2 for the site/app
Content or language which objectifies,
Waves 1 | demeans or otherwise negatively portrays
&2 women
Content depicting the sexual abuse or
Waves 1 exploitation of children [DO NOT SHOW
&2 TO UNDER 18]
Waves 1 Content encouraging extremism,
&2 radicalisation or terrorism
Wag\(/zs 1 Content depicting violence
Content encouraging gambling, e.g. sports
betting, or casino-style games [SHOW TO
Wave 1 | OVER 18 IN WAVE 1/ SHOW TO UNDER
only 18 IN WAVE 2]
th])ntent Waves 1 Misinformation i.e. false or misleading
=l &2 stories, claims or assertions
Wag\(/zs 1 Content relating to self-harm or suicide
Content relating to negative body image,
Waves 1 excessive or unhealthy dieting/exercise
&2 and/or eating disorders
Waves 1 Promotion of female genital mutilation
&2 (FGM) [DO NOT SHOW TO UNDER 18]
Waves 1 Fake or deceptive images/videos, e.g.
&2 ‘deep fakes’
Waves 1 | Content glamourising unhealthy or abusive
&2 lifestyles, e.g. binge drinking, drug taking
Waves 1 | Content which impacted negatively on my
&2 self-esteem
Wa‘;/e;s L Content depicting animal cruelty
From Content depicting dangerous stunts [ONLY
wave 2 SHOW TO UNDER 18]
From Content which advertises alcohol or
wave 2 cigarettes [ONLY SHOW TO UNDER 18]
Yonder Online Experiences Tracker Wave 2 (May 2022) Technical Report 18
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Wag/zs 1 Sale or advertisement of illegal goods
Waves 1 Collection or use of my data without my
&2 knowledge or permission
Commercial Wag/zs 1 Scams, fraud, or phishing
harm
Waves 1 | Unintentionally spending money on in-app
&2 purchases or gifts
Paid-for or sponsored content which was
Waves 1 not clearly marked as such, e.g.
&2 ‘astroturfing’
Q15 - Action taken
Waves 1 | Clicked the report/flag button, or marked as
&2 junk
Reposted/forwarded the content to
Waves 1 highlight that it was
&2 wrong/misleading/harmful
Waves 1 Contacted others in the community to
&2 make them aware of the issue
Waves 1 Complained to the website/app, social
&2 media site or email sender
Waves 1 ;
82 Informed the police
Waves 1
82 Informed Ofcom
Weg/zs 1 Informed a support service
Waves 1 | Contacted the account/user responsible for
&2 the issue
Action taken after Waves 1 Closed Yleft th .
experiencing potential Any Action &2 SR T S R GRS Sl
harm Waves 1 | Unfollowed/unfriended/blocked/muted the
&2 person who posted it/ deleted the email
Wagzs i Told a friend or family member
Wiaves'1 | use the platform less
&2
Wagzs 1 | have stopped using the platform
Waves 1 | have stopped commenting, liking or
&2 posting
Waves 1 | stopped what | was doing/closed down
&2 the app or website
From Changed my settings to change the type of
wave 2 content | see
From Changed my settings to change who can
wave 2 see my profile
From | flagged/reported content | am not
wave 2 interested in seeing
Yonder Online Experiences Tracker Wave 2 (May 2022) Technical Report 19
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Something else (informed your internet
service provider, informed another
regulator, contacted the press, informed
Waves 1 the Information Commissioner’s Office
&2 (ICO))
Waves 1 | Clicked the report/flag button, or marked as
&2 junk
Reposted/forwarded the content to
Wave 1 highlight that it was
only wrong/misleading/harmful
Waves 1 Contacted others in the community to
&2 make them aware of the issue
Waves 1 Complained to the website/app, social
&2 media site or email sender
MREDES Informed the police
Reported or &2
flagged WiaveEs1 Informed Ofcom
content &2
Waves 1 .
82 Informed a support service
Waves 1 | Contacted the account/user responsible for
&2 the issue
From | flagged/reported content | am not
wave 2 interested in seeing
Something else (informed your internet
service provider, informed another
regulator, contacted the press, informed
Waves 1 the Information Commissioner’s Office
&2 (ICO))
We:g\(lzs : | use the platform less
Dissngagss We:g\(lzs 1 | have stopped using the platform
or changed | Waves 1 | have stopped commenting, liking or
engagement &2 posting
behaviour | Waves 1 | stopped what | was doing/closed down
&2 the app or website
From
wave 2 Closed my account/left the service
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Ofcom Foreword

Ofcom has a statutory duty to promote and research media literacy. A key way we seek to
fulfil this duty is through our Making Sense of Media programme, which aims to help improve
the online skills, knowledge and understanding of children and adults in the UK. Ofcom was
also given powers in autumn 2020 to regulate UK-established video-sharing platforms
(VSPs). And in December 2020, the Government confirmed its intention to nominate Ofcom
as the regulator for online safety in the UK, under the Online Safety Bill, which is currently in
Parliament.

As referenced in our Roadmap to Online Safety Regulation, this summary report is one in a
series of research studies into online safety that will inform our preparations for implementing
the new online safety laws. As part of these preparations, we are building a robust evidence
base, bringing together internal and external data, collected using different methods, from a
variety of different sources.

In this context, this programme of research further develops our understanding of online
harms and how we can help to promote a safer user experience. The findings should not be
considered a reflection of any policy position that Ofcom may adopt when we take up our role
as the online safety regulator.

The Online Experiences Tracker was commissioned to enable Ofcom to extend and enrich
its understanding of UK users’ attitudes towards and experiences of using online services,
positive and negative, including their experience of encountering potential online harms. This
report summarises findings from Waves 1 and 2, comprising the first full year of the tracker
(2021-2).
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Introduction: methodology

The Online Experiences Tracker is a quantitative tracking study comprising of two waves annually.
Fieldwork for Wave 1 was conducted in October-November 2021 with a nationally representative
sample of 6,619 UK internet users aged 13+. Fieldwork for the Wave 2 was conducted in April-May
2022 with a sample of 6,666 UK internet users aged 13+.

Research was carried out online, with respondents recruited from Yonder’s proprietary online panel
‘YonderLive’, containing around 150,000 panellists from across the UK. Respondents were recruited
to ensure a sample that was nationally representative of the UK internet user population, with quotas
set on gender, age, socio-economic group and region. Boosts were applied to low incidence groups to
allow for bases sizes robust enough for analysis. Boosts were applied for younger respondents,
respondents living in Wales, Scotland and Norhern Ireland, and respondents from minority ethnic
backgrounds.

This report analyses data for both waves at a combined level', with a focus on observed differences
among key demographic subgroups. Where appropriate, statistically significant changes in reported
experience, opinions, attitude, or behaviours between the two waves are mentioned. All data is
analysed at the 99% confidence level.

For a detailed breakdown of the sample design, weighting, net definitions and overall methodology
please refer to the accompanying technical report.?

Summary of key findings
Time spent online and use of website and apps

It's important to understand the amount of time people spend online, both in order to be able to
understand the differences in consumption between types of user, and also to see whether time spent
online has any correlations with the types of negative experiences that people encounter. We focus
here on ‘free time’ which we define as time spent using social media and messaging, watching films,
TV programmes and videos online, playing games online, on video calls, searching for information
online and doing, but excluding any time spent online for work or at school, college or university.

+ Just under half of UK internet users (49%) are classed as medium volume users of the
internet, spending 6-22 hours of their free time online a week.®
o Afurther 42% are classed as heavy volume users of the internet, spending more than
22 hours online, while fewer than one in ten (7%) UK internet users are /ight volume
users, spending less than 6 hours online in a typical week.

T While analysis focuses on the data at a combined level, some questions were only asked in one wave or the
other. In these cases analysis is limited to the wave in which the question appears, and a note to acknowledge
that fact has been included in the footnotes.

2 The accompanying technical report is available on the Ofcom website.

3 By ‘free time’ spent online we mean time spent using social media and messaging, watching films, TV
programmes and videos online, playing games online, on video calls, searching for information online and doing,
but excluding any time you spend online for work or at your school, college or university.
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¢+ Volume of internet use varies by demographic group. Men (44%), 13-17 year olds (47%)
and those with limiting or impacting conditions* (47% overall, but rising to 54% of those
with mental health conditions) tend to be heavy volume users of the internet.

o Users aged over 55, (56%), white users (50%) and those who do not have a limiting or
impacting condition (52%) are more likely to be medium users compared to the average
(49%).

o Women (8%), users aged over 55 (8%), those from a lower social grade (C2DE, 8%),
from a minority ethnic background (9%), Christian (8%) or Muslim (13%) users are
more likely to be light volume users of the internet compared to the average for all
users (7%).

Figure 1. Free time spent online in a typical week

Women (8%), older users (55+ years old, 8%), those from a lower

social grade (C2DE, 8%), from a minority ethnic background (9%),

Christian (8%) or Muslim (13%) background are more likely to be
light users of the internet compared to the total.

Less than 6 hours 7%

6to 11 hours

55+ -year-olds (56%), white users (50%) and those without
limiting/impacting conditions (52%) are more likely to be medium
users compared to the total.

11 to 22 hours 29%

N
o
x

22 to 30 hours 19%

o Men (44%), 13—17-year-olds (47%), 18-34 vear old’s (47%), those
42 A with any limiting/impacting conditions (47%), especially mental
Heavy users health conditions™ (54%) are more likely to be heavy users,
(>22 hours per week) compared to the total.

Over 30 hours

22%

¢ In the last month, just under half of internet users said they have used only websites or
apps they have used before (46%). A similar proportion used one or two websites which
were new to them (44%).
o Fewer than one in ten internet users (9%) used ‘lots of websites or apps they have not
used before in the last month’.

Attitudes towards the internet and being online

Internet users were asked a range of questions about their overall attitudes to being online. We found
that the majority think that the benefits of being online outweigh the risks, and just under half agreed
that they can share their opinions and have a voice. Women, particularly, were less likely to feel they
can share their opinions and were less likely to feel free to be themselves online.

e Seven in ten internet users feel that, for them personally, the benefits of being online
outweigh the risks. A lower proportion, 51%, feel the internet is good for society.

4 A definition of the net ‘Any limiting or impacting condition’ is available in the accompanying technical report.
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o Fewer than one in ten (8%) believe the risks outweigh the benefits, and 12% believe
the internet is damaging for society.

o Women (68%) and users from minority ethnic backgrounds (61%) are less likely to
believe the benefits of going online outweigh the risks compared to the average (70%).

Figure 2. Benefits v. risks of being online

Statement A Statement B
B Benefits outweigh risks The neutrals Risks outweigh benefits

For me personally, the
22% 8% risks of going online
outweigh the benefits

For me personally, the
benefits of going online 70%
outweigh the risks

¢ A clear majority of internet users agree that they have a good balance between their
online and offline life (74%), compared to one in ten (10%) who disagree.
o 55+ year olds (83%), individuals without any limiting or impacting conditions (78%) and
white users (75%) are more likely to agree compared to the average (74%).
o Those with mental health conditions (62%), 18-34 year olds (65%), and users from
minority ethnic backgrounds (69%) are less likely to agree than the average.

Figure 3. Attitudes towards the perceived benefits of being online

I feel 1 have a good balance
between my online and 2% 8% 15% 45%
offline life

Agree NET:

74%

1 can share my opinions and
have a voice

6% 12%
Being online has an overall
positive effect onmy mental g3 11% 39% 34% 1 44%
health
% 13%

34% 33% 12% 46%

| feel more free to be myself

. 41% 27%
online

37%

EE

m Strongly disagree m Somewhat disagree Neither agree nor disagree Somewhat agree m Strongly agree

¢ Just under half (46%) of internet users agree that they can share their opinions and have
a voice online, and under two-fifths (37%) feel more free to be themselves online.

o Younger users are more likely to feel they can share their opinions and have a voice
(13-17, 62% and 18-34, 53%) and are more free to be themselves online (13-17, 61%
and 18-34, 50%) compared to the average.

o Users from minority ethnic backgrounds (56%)%, and those with limiting or impacting
conditions (50% overall, rising to 54% of those with mental health conditions), are more

5 Users from Minority Ethnic Groups are defined as: mixed/multiple ethnic groups, Asian and British Asian, Black
and Black British and other any other ethnic background. For a full definition please see the accompanying

technical report.
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likely to say they can share their opinions and have a voice more easily online than the
average user (46%).

o Gay or lesbian (50%), bisexual users (53%), those with limiting or impacting conditions
(39% overall, rising to 45% of those with a mental health condition), and those from
minority ethnic backgrounds (55%) are more likely to say they feel more free to be
themselves online than the average user (37%).

+ Just over four in ten (44%) agree that being online has an overall positive effect on their
mental health, compared to a smaller proportion (15%) who disagree.
o 13-17 year olds (58%) are more likely to agree that being online has an overall positive
effect on their mental health compared to all other ages (18-34, 43%; 35-54, 43% and
55+, 42%).

« Women, however, are less likely to feel they can share their opinions and have a voice
more easily (42%), less likely to feel free to be themselves online (34%) less likely to
agree that being online has a positive effect on their mental health (41%); compared to
men, as shown in Table 1 below.

¢ There is a high proportion of ‘neutral’ or ‘undecided’ responses — neither agreeing nor
disagreeing with the statements provided — regarding attitudes to being online.

o Around four in ten neither agree nor disagree that they feel more free to be themselves
online than offline (41%) and that being online has a positive effect on their mental
health (39%).

o While 37% neither agree nor disagree when deciding if the internet is good or
damaging for society. And a further 34% neither agree nor disagree that they can
share their opinions and have a voice online more easily or effectively than they can
offline.

Table 1. Demographic differences regarding attitudes online

I can share my | feel more free Being online has an
opinions and have to be myself overall positive effect on
a voice online my mental health
Total % Agree 46% 37% 44%
Yonder The Online Experiences Tracker (2021/22): Summary Report 7
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Men 50%1 40%"M 46% 1
Women 42%\V 34%\V 41%\
White 44%\ 34%\ 43%\
Minority Ethnic Groups 56% 1 55% 1 51% 1
Heterosexual 44%\ 34%\ 43%\
Gay/Lesbian 53%1 50% 1 47%
Bisexual 59% 1 53% 1 43%
I 'i’é‘;ﬂ';?t’it‘:":“““g 50% 1 39% 1 43%
Mentat Health 549% 45% 41%
No conditions 44%\ 36%\ 44%

and red arrows indicate significantly higher/lower differences to the total average

Attitudes towards online safety

Internet users were also asked a range of questions to gauge attitudes to their own online safety. We

found that the majority felt confident in their ability to stay safe online, although a quarter were neutral
or undecided.

+ A majority of users (69%) are confident about their ability to stay safe online, compared
to a much smaller proportion (7%) who do not feel confident.
o Women (65%) and users aged over 55 (67%) are less confident in their ability to stay
safe online than average (69%).

« Two thirds of users believe that using a bit of common sense when online usually
prevents people from seeing harmful or offensive photos and videos, compared to one
in ten (10%) who believe it is impossible to avoid seeing harmful or offensive photos
and videos online.

o Women (64%), users aged under 34 (13—-17 year olds (58%) and 18-34 year olds,
(54%)), and parents (59%) are less likely to agree using common sense online usually
prevents individuals from seeing harmful content than average (66%).

 There is a high proportion of ‘neutral’ or ‘undecided’ responses — those neither agreeing
nor disagreeing with the statements provided regarding attitudes towards online safety.
o 24% neither agree nor disagree that they feel confident in their ability to stay safe
online.
o 24% neither agree nor disagree that using a bit of common sense when online usually
prevents people from seeing harmful or offensive photos and videos.

Figure 4. Attitudes towards online safety
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B The safety confident The neutrals The safety insecure

1do not feel confident

I feel confident in my
69% 24% 7% : i
ability to stay safe online in my ability to stay safe

online

Hsiua it ol com:’non W Commeon sense is sufficient The neutrals Resigned to potential harms
sense when youre

It is impossible to avoid
online usually ur?vents 24% 10% seeing harmful or
you from seeing offensive photos and
harmful or offensive videos if you go online
photos and videos

Experiences of potentially harmful online content and behaviour®

Internet users were asked if they had experienced any potential harm in the last four weeks. They
were asked about their experience from a list of 34 specific potential online harms. We found that six
in ten said they had experienced a potential online harm in the last four weeks, with scams, fraud and
phishing the most commonly experienced potential harm.

e Over six in ten (62%) UK internet users have experienced at least one instance of
potentially harmful behaviour or content online in the last four weeks.’”

o Men (65%), users from higher social grades (ABC1, 65%), 18—34-year-olds (70%),
users from minority ethnic backgrounds (70%) and those with any limiting or impacting
conditions (70%) are more likely to have experienced at least once potential harm in the
last four weeks.

+ Experience of at least one potential harm has increased from 61% (November 2021) to
64% (May 2022).8
o This increase is driven by men (W1 63% to W2 67%), 18—34-year-olds (W1 64% to
75%), users from minority ethnic backgrounds (W1 66% vs 73%) and those with mental
health conditions (W1 71% vs W2 77%).

6 This section of the questionnaire included a sensitivity screener which alerted respondents to the sensitive
nature of the topics under discussion and provided them with an option to conclude the survey before any
questions of a sensitive nature were asked. Respondents were asked about their experience of a list of 34
specific potential harms. A full breakdown of the incidence of each potential harm is shown below in Table 2.

7 When respondents were prompted with a list of 34 types of potentially harmful content and behaviour and
asked whether they had encountered any of them in the last four weeks. Respondents were able to make
multiple selections as appropriate to their experience. In creating the net proportion of those encountering at
least one potential harm, codes relating to content depicting dangerous stunts and content advertising alcohol or
cigarettes, were excluded as they were only added in wave 2. The definition also excludes content encouraging
gambling, which was shown to over 18’s in wave 1, and only U18s in wave 2. The last two waves have been
iterative improvements ahead of the permanent contract / the data becoming an official stat, hence why there
have been changes to definitions between the waves (though not to the raw data itself). A full definition of the
nets used to groups harms is available in the accompanying technical report.

8 In comparing data wave on wave, codes relating to content depicting dangerous stunts and content advertising
alcohol or cigarettes, which were added in wave 2, were excluded from the net definition (experience of at least
one potential harm) as they were only shown to U18s. The definition also excludes content encouraging
gambling, which was shown to over 18s in wave 1, and only U18s in wave 2.
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¢ Scams, fraud and phishing is the most commonly experienced potential harm
(encountered by 28% in the last four weeks), followed by: misinformation (23%), generally
offensive or ‘bad’ language (22%), unwelcome friend or follow requests or messages (20%),
trolling (16%), hateful, offensive or discriminatory content (11%) and content depicting violence
(10%).

 There is evidence of a strong correlation between volume of internet use and experience
of potential harms online: with heavier users (69%) more likely to experience at least
one potential harm in the last four weeks compared to the light (44%) and medium (60%)
users.®

Table 2. Incidence of potential harms; wave-on-wave comparison

W1 and W2 Wave 1 Wave 2
combined
Scams, fraud, or phishing 28% 27% 30% 1
Misinformation i.e. false or misleading 23% 22% 23%

stories, claims or assertions

9 Heavy volume users are defined as spending more than 22 hours a week online, medium volume users
between 6 and 22 hours, and light volume users less than 6 hours. Men (44%), 13-17 year olds (47%) and those
with any limiting or impacting conditions (47% overall, but rising to 54% of those with mental health conditions)
tend to be heavy volume users of the internet.
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Generally offensive or ‘bad’ language, e.g. 22% 21% 22%
swearing, rudeness

Unwelcome friend or follow requests, or 20% 20% 19%
messages

Trolling, i.e. a person who says something 16% 15% 18% N

to cause intentional upset or provoke a
negative reaction

Hateful, offensive or discriminatory content 11% 11% 12%
that targets a group or person based on

specific characteristics like race, religion,

disability, sexuality or gender identity e.g.

hate speech

Content depicting violence 10% 9% 1% 1

Content which objectifies, demeans or 9% 8% 10%
otherwise negatively portrays women i.e
misogynistic content

Bullying, abusive behaviour or threats 9% 8% 9%
Content encouraging gambling e.g. sports 9% 16% 1%1°
betting, or casino style games

Content relating to negative body image, 8% 8% 9%
excessive dieting and/ or eating disorders

Fake or deceptive images/videos, e.g. 8% 7% 9%
‘deep fakes’

Animal cruelty 7% 7% 7%
Received an unwanted sexual message 7% 8% 7%
Content glamourising unhealthy or abusive 7% 7% 7%

lifestyles, e.g. binge drinking, drug taking

Paid-for or sponsored content which was 7% 7% 6%V
not clearly marked as such, e.g.
‘astroturfing’

10 Content encouraging gambling e.g. sports betting, or casino style games was shown to over 18s in wave 1,
and under 18s in wave 2, accounting for the steep decline in experience. A wave-on-wave comparison is not
possible due to this amendment, and this code has been excluded from any net definition referring to experience
of at least one potential harm in the last four weeks.
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Sexual/ pornographic content inappropriate 7% 7% 7%
for the site/app

People pretending to be another person, 6% 6% 7% 1
e.g. caffishing

Group shaming, boycotting, or excluding 6% 6% 6%

someone based on their views, opinions on
actions, including online 'pile-ons'

Content which impacted negatively on my 5% 5% 5%
self-esteem
Collection or use of my data without my 4% 4% 4%\

knowledge or permission

Sale or advertisement of illegal goods 4% 4% 4%
Content relating to self-harm or suicide 4% 3% 4%
People sending unwanted/unsolicited 3% 3% 3%

sexual or nude images or videos, e.g.
‘cyber flashing'

Private conversations shared without 3% 3% 3%
consent
Content encouraging extremism, 3% 2% 3%

radicalisation or terrorism

Intentional harassment during gaming, e.g. 2% 3% 2%
‘griefing’

Unintentionally spending money on in-app 2% 3% 2%\
purchases or gifts

Stalking, cyberstalking or intrusive 2% 2% 2%
behaviour

Pressure to send photos or personal 2% 2% 1%\

information to someone

Private/intimate information made public, 2% 2% 2%
e.g. ‘doxxing’

Sharing of intimate images without consent 2% 1% 2%

Content depicting the sexual abuse or 1% 1% 1%
exploitation of children
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Promotion of female genital mutilation 1% 1% 1%
(FGM)
NET: Any harm™ 62% 61% 64% M

Green and red arrows indicate significantly higher/lower differences than Wave 1.

Concerns towards potential harms online ™

Although people say they are concerned about some potential online harms, the harms which most
internet users are concerned about tend to be those with the lowest incidence.

¢ Regarding levels of concern about potential harms existing online, users who express a
concern are most concerned about content depicting the sexual abuse or exploitation of
children (86%) and content encouraging extremism, radicalisation or terrorism (79%).

o Users who express a concern are less concerned about generally offensive or ‘bad’
language (41%) and unwelcome friend/follow requests or messages (42%).

¢ Generally, the harms eliciting the highest concern are encountered online at a relatively
low incidence; the exceptions being scams, fraud or phishing, and misinformation,
which stand out as harms for which both concern and experience are relatively high.

Where and how potential harms are being experienced

Half of internet users say that they experienced a potential harm on a social media site. Facebook is
the most likely site or app for users to have encountered their most recent harm. Potential online
harms were most likely to be encountered while scrolling or on the ‘For You’ page.

+ Half of those who experienced a potential harm encountered their most recent instance
on a social media site or app, as shown in figure 4 below.

11 In creating the net proportion of those encountering at least one potential harm, codes relating to content
depicting dangerous stunts and content advertising alcohol or cigarettes, which were added in wave 2, were
excluded as they were only shown to U18s. The definition also excludes content encouraging gambling, which
was shown to all respondents in wave 1, and only U18s in wave 2. A full definition of the nets used to groups
harms is available in the accompanying technical report.

12Respondents were prompted with a list of 34 types of potentially harmful content and behaviour that someone
may come across on the internet and asked how concerned they were about each. In terms of questionnaire
flow, respondents were asked about concerns over potential harms before they were asked about actual
experience. This question was only asked in Wave 1 and so excludes codes covering content depicting
dangerous stunts and content advertising alcohol or cigarettes, which were added in Wave 2. Data from wave 1

was tested at the 95% confidence interval.
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o Facebook (43%) is the most likely social media site or app for users to have
encountered their most recent potential harm on, followed by Instagram (12%) and
Twitter (12%).

Conversely, only 6% of users encounter their most recent potential harm on YouTube,
despite the fact that it is the most used app.

Figure 5. Platforms on which most recently-experience harm was encountered

Overall, social media (50%) is the
most likely site/service to encounter

43%
potential harms.
12% 12%
6% 6%
I - - .
I

® Facebook W Instagram Twitter u YouTube m TikTok Google m WhatsApp m Reddit Snapchat*
n @ , 3 YouTube d 3 " @ 2(\}
% total used
inthelast  69% 46% 35% 75% 25% N/A N/A 16% 21%

four weeks:

+ Potential harms are most likely to be encountered while scrolling through a user’s feed
or ‘For You’ Page. Around a third (34%) of those who have experienced at least one
potential harm have encountered their most recently experienced potential harm this
way.

o Among the top five most frequently encountered harms: misinformation and scams,
fraud and phishing are most likely to be encountered through a user’s feed / For You
Page (50% & 18% respectively).

o While trolling and generally offensive or ‘bad’ language are most commonly
encountered in the comments or replies to a post, article or video (52% and 43%
respectively); unwelcome friend or follow requests are most commonly encountered
while using the private or direct message function to communicate with one other user
(24%).

Impact of potential harms online

As well as measuring internet users’ experience of encountering potential online harms, we also ask
about the impact of these potential harms. We found that a fifth said they were really bothered or
offended by it. Those from minority ethnic backgrounds and those with any limiting or impacting
conditions were also more likely to say that they were really bothered or offended by their most recent
experience of a potential harm.

13 Data here combined platform mentions across multiple questions (QQ22-28) to give an aggregate score by
platform.
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+ A fifth of users say their most recent experience of potential harm really bothered or
offended them™.
o Around half (49%) say it slightly bothered or offended them and just over three in ten
(31%) say it did not bother or offend them at all.
o Users are most likely to be really bothered or offended by animal cruelty (71%), hateful,
offensive or discriminatory content e.g. hate speech (53%) and content which
objectifies, demeans or otherwise negatively portrays women (46%).

¢ As well as being more likely to experience potential online harms, users from minority
ethnic backgrounds (27%) and those with any limiting or impacting conditions (22%) are
more likely to report being really bothered or offended by their most recent experience
of a potential harm, compared to the average (20%).
o Black users (38%) are more likely to report being really bothered after experiencing a
potential harm compared to white users (18%).

« While women are less likely to experience potential online harms, they are more likely to
say their experience really bothered or offended them (22%) compared to men (17%).

Table 3. Impact of most recently experienced harm, at an overall level and by demographic

subgroup
It didn’t bother me at It slightly bothered It really bothered mel/l
all/lt didn’t offend me me/lt slightly found it extremely
at all offended me offensive
Total % 31% 49% 20%
Men 37%"M 46%V 17%V
Women 25%\ 53%1 22%"
White 33%1 49% 18%\
Mmgrlty Ethnic 1% 52% 27%
roups

14 The scale for this question was amended from a 5-point scale to a 3-point scale for Wave 2. Data has been
aggregated here for the purposes of analysis and refers only to respondents’ most recently experienced potential
harm in Wave 2. For a description of the change please refer to the associated technical report.
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Any limiting or

impacting 27%\ 51% 22%"
conditions

No limiting or
impacting 35% M 48% 18%\
conditions

Green and red arrows indicate significantly higher/lower differences to the total average

Reporting potential harms online™

We also ask questions to understand if internet users are using reporting functions online. We found
that six in ten did take some action but 15% did not take any action at all. They either did not think it

was serious enough to report or felt that it would not make a difference. One in ten of these users did
not know what to do or who to inform.

¢ Just under six in ten (59%) of those who had encountered a potential harm took any
form of action'®.
o A third of users claim to have reported or flagged content (32%) and a further fifth
(20%) disengaged from the site/app or changed their engagement behaviour.
o A quarter of users (26%) experiencing potential harms simply scrolled past the content.
o Women (62%) are more likely to have taken any action compared to men (57%).

+ 15% who those who encountered a potential harm took no action at all.
Half of those who took no action at all (51%) felt that the behaviour or content was not

serious enough to report.
o A further fifth (19%) of those who took no action felt it would not make a difference or
be acted on, and one in ten (10%) because they did not know what to do, or who to

inform.

Figure 6. Action taken on experiencing a potential harm'’1®

15 Data in this section relates to a respondents’ most recently experienced potential harm.

16 All nets created for analysis (‘Any action’, ‘Reporting or flagging action’, ‘Disengagement or change of
behaviour action’) were based on the definitions that remained consistent between waves 1 and 2, despite
changes to the action code lists between waves. Those actions that were new for wave 2 were not included in
the net definitions. Full definitions are available in the accompanying technical report.

7 Base: all those experiencing at least one potential harm in the last four weeks, with action taken referring to
their most recently experienced harm.

8 The following codes are included in the ‘Any action’ NET but not in the others: ‘Closed my account/left the
service’, ‘Unfollowed/unfriended/blocked/muted the person who posted it/ deleted the email, ‘Told a friend or
family member’. Given this is a multicode question responses (including NETs) will not hecessarily sum to 100%.
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32%

took any action on experiencing a
potential harm

YONDER

have disengaged or changed
engagement behaviour

have reported or flagged content 15% took no action at all

o Of those who reported or flagged the potentially harmful behaviour or content, half
(51%) reported that nothing had yet happened as a result.

o Meanwhile around a quarter (24%) said the content had been removed, and just under

one in ten (9%) had received a written response.

¢ Around half (49%) of users are satisfied with the reporting or flagging process,
regardless of the outcome.
o Users with any limiting or impacting conditions (29%) are more likely to be dissatisfied
with the reporting process than the average (25%) and those with no limiting or
impacting conditions (21%).

Figure 7. Outcome of reporting or flagging potential harm and satisfaction with reporting

process

33%

of those who
encountered a
potential harm
reported or
flagged the
content

Yonder

Result of reporting — Any harm

51%

24%

12%

9%
5% 5% .
H =

Nothingyet  The content 1gotawritten |wasaskedto Somethingelse Don'tknow
was removed response provide further
information
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¢ Just over one in ten users of social media platforms (12%) have had their own content
reported and / or taken down. However, only half of these (6%) understand why.
o Users from minority ethnic groups (21%), aged 18-34 (18%), with any limiting or
impacting conditions (16%), and men (15%) are all more likely than average (12%) to
say that they have had content reported and / or taken down.

Awareness of and attitudes towards of regulation

We wanted to assess awareness and perceptions of regulation of the internet and found that while
internet users felt that broadly there should be more online safety measures in place, there was no
clear consensus as to whether free speech or user protection should be prioritised online.

¢ Just under half (46%) of internet users feel there should be more online safety measures
in place, compared to a quarter who believe current measures are sufficient (25%).
o Women (53%), 55+ year olds (53%) and those with any limiting or impacting conditions
(50%) are more likely to believe further measures are needed compared to the average
(46%).
o While 13-17 year olds (31%), men (30%) and those without any limiting or impacting
conditions (26%) are more likely to believe current measures are sufficient compared to
the average (25%).
o There has been a decline in the proportion of users who believe that more online safety
features are needed, decreasing from 50% (November 2021) to 43% (May 2022).

¢ Internet users are more likely to believe that responsibility for what is posted on a site
or app lies with the platform itself (43%), rather than the individual posting the content
(23%).
o Men (24%) are more likely to believe that the responsibility lies with the individual
compared to women (21%).

 There is no clear consensus as to whether free speech or user protection should be
prioritised online. Just under two-fifths of users agree the internet has an important role
in supporting free speech even if it might offend others (35%), while a similar proportion
also feel it is important for sites to monitor and delete offensive views to protect others
(37%).
o Women (42%) and users with limiting or impacting conditions (39%) are more likely
than average (37%) to believe that it is important for websites to monitor and delete
offensive views to protect other users.

Yonder The Online Experiences Tracker (2021/22): Summary Report 18

INQO000615301_0317



O YONDE R

making communications work
for everyone

Figure 8. Attitudes towards online regulation and safety

Statement A Statement B
m Measures meets needs Neutral Further measures needed
There are enough online safety = There should be more online safety
measures in place 25% 29% 46% measures in place
It is the responsibility of the
It is the responsibility of the website mOnus on the platform Neutral Onus on the individual individual to ensure what they are
or app to control what is posted on posting is appropriate for other

The internet has an important role m The free-speech advocates The neutrals The protection prioritisers It is important for sites to monitor
in supporting free speech, even and delete offensive views to
when some users might find the 35% 28% 37% protect other users

content offensive

 There is a high proportion of ‘neutral’ or ‘undecided’ responses — those neither agreeing
nor disagreeing with the statements provided regarding attitudes towards online
regulation and safety. This may reflect that users are conflicted about key questions
related to online safety, or feel unable or unwilling to give a fixed opinion.
o 29% neither agree nor disagree that current online safety measures are enough.
o 34% neither agree nor disagree that it is the responsibility of the website / app or the
individual to ensure what is posted is appropriate.
o 28% neither agree nor disagree that protecting free speech is important even if it may
offend others.

e Around a third (33%) think that Internet Service Providers (ISPs) and Ofcom (32%) are
currently responsible for overseeing and monitoring online safety. Just under two-fifths
(37%) do not know who is responsible.

o Users who are not parents are more likely to believe the ISP (35%) and Ofcom (34%)
are responsible for overseeing and monitoring online safety compared to parents (ISP,
31% and Ofcom 28%)

o Those that feel further online safety measures are needed are more likely to feel the
ISP (37%) and Ofcom (35%) are responsible compared to the those who feel current
online safety measures meets their needs (ISP, 31% and Ofcom, 30%).
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Technical report — The Online Experiences Tracker (Wave 4, July 2023)

Preface

Wave 4 of the Online Experiences Tracker (2023) was undertaken by YouGov on behalf of Ofcom.

The objectives of this quantitative tracking study, as with previous waves of the research, were to gain
a deeper understanding of internet users’ attitudes towards and use of the internet, and their
experiences of potential harms online, and to monitor these over time.

The insights drawn from this data continues to inform Ofcom’s preparations for The Online Safety Bill,
which was introduced to Parliament earlier this year, eventually granting Ofcom new responsibilities in
helping to protect internet users online.

This report refers to the fourth wave completed in July 2023. Further information about the study is
summarised in the sections below.

Summary of Approach

e The Online Experiences Tracker (Wave 4) survey was conducted amongst a nationally
representative sample of UK internet users aged 13-84, and addresses their attitudes towards
and use of the internet, and their experiences of potentially harmful behaviour or content online.

e The Online Experiences Tracker is a multi-wave study with research taking place in November
2021, May 2022 and most recently July 2023. It builds on previous work of similar focus (‘Pilot
Online Harms Survey’') which was commissioned by Ofcom in 2020 to explore internet usage
and behaviours, attitudes towards online safety regulation, and experiences of potential online
harms. The pilot study informed preparations for the Online Safety regime.

e Data from the third wave (Wave 3) was removed after further quality assurance found errors in
the questionnaire design. These errors affected our measures of encountering harmful content.

e As aresult of the removal of Wave 3, a total of 14,181 interviews were conducted for Wave 4 to
produce a more robust data set, which also helped to achieve a large enough sample size for
low-incidence groups such as younger respondents and those living in specific UK nations
(Wales & Northern Ireland). Hence, unlike the previous waves, these groups did not need any
additional ‘boost’ and so no ‘boosts’ were applied in Wave 4.

Significance Testing

Significance testing for the Online Experiences Tracker has been applied at a 99% confidence interval
during the analysis of Wave 4 data. Due to a significantly larger sample size than Wave 2, the wider
99% confidence interval was selected instead of 95% as it is more likely to contain the true population
value than the narrower 95% confidence interval. Significance testing has been applied between
subgroups, while each subgroup has also been tested against the total.

YouGov Online Experiences Tracker Wave 4 (July) Technical Report 1
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Financial vulnerability

We have included in each set of data tables a measure for household financial vulnerability, ranging
from most to least vulnerable. This definition was provided by Ofcom and is based on household income
and household composition (i.e., size of household and number of children) and can only be run on data
where respondents have given a response at each of these questions. The definition of each group has
been remained in line with Wave 2 specifications.

The following breakdown shows the detailed definitions for each group:

POTENTIALLY LEAST
financially vulnerable financially vulnerable
Earning between £10,400 - Earning between £26,600 -
£25,999 £36,399
1-2 adult, 0-1 child 1 adult, O children

3 adults, no children
Earning between £26,000 - Earning between £36,400 -

£36,399 £51,999
1 adult, 1 to 3 children 1 adult, 0-1 child
2 adults, 0 to 3 children 2 adults, 0 children

3 adults, 0 to 1 child
4 adults, no children
Earning between £36,400 - Household income £52,000+
£51,999
1 adult, 2-3 children All households
2 adults, 1-2 children
3 adults, 0-2 children
4 adults, 0-1 child

5 adults, 0 children

Sample and Fieldwork Design

All respondents who took part in the research were drawn solely from the YouGov panel of over 2.7m
people who live in the UK. The approach taken was to survey a nationally representative sample of UK
internet users. The YouGov panel is large enough to enable the selection of nationally representative
samples that reflect the actual breakdown of the population across the key demographics of age, gender,
region and social grade.

Children between 13-17 were recruited through their parents or guardians. The survey was passed to
the children after obtaining parents' or guardians' consent. Children then gave their own consent and

YouGov Online Experiences Tracker Wave 4 (July) Technical Report 2

INQO000615301_0320



OfFcom

making communications work
for everyone

had the opportunity to decline to participate in the research if they wanted. If there was more than one
child in the household aged 13-17 years, the parent or guardian was asked to select one child to take
part in this survey.

Quotas

Interview quotas were applied so that the final sample was representative of UK internet users by age,
gender, region and socio-economic group (SEG).

Targets for quotas were derived from Ofcom. There were no “boosts” applied to the sample in Wave 4.
Quotas were set on the following variables:

Age (13-17, 18-24, 25-34, 35-44, 45-54, 55-64, 64-74, 75-84)

Gender

Region
Socio-economic group (SEG)

The table below details the specific quotas used for this study:

Demographic group Category Quota

Male 49%

Gender Female 51%

13-17 7%

18-24 11%

25-34 17%

35-44 16%

Age 45-54 18%

55-64 14%

65-74 11%

75-84 6%

Scotland 8%

North East 4%

North West 11%

Yorkshire & Humberside 8%

West Midlands 9%

Region East Midlands 7%

Wales 5%

Eastern 9%

London 14%

South East 14%

South West 9%

Northern Ireland 3%

Social Grade AB 27%
YouGov Online Experiences Tracker Wave 4 (July) Technical Report 3
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C1 30%
C2 21%
DE 22%

YouGov considers a ‘complete’ response if a respondent has answered all sections of the questionnaire.
Those that choose not to answer specific section within the script were removed from the final dataset.
This is different to the approach taken in Wave 1 and Wave 2 where those respondents were included

in the final data set.

Below is a comparison of the final sample for Wave 4 against the final data in Wave 2 across key
demographics. There is slight difference in the Social Grade composition, driven by C2DE. We do not
expect this to impact the results in any meaningful way, i.e. it will not result in significant differences in
results driven by this respondent group.

Demographic group Category Wave 2 Wave 4
Total sample 6,666 14,181
Gender Male 49% 48%
Female 51% 51%
13-17 7% 7%
18-24 11% 10%
25-34 17% 17%
Age 35-44 16% 16%
45-54 18% 19%
55-64 14% 14%
65-74 11% 11%
75-84 6% 6%
Scotland 8% 9%
North East 4% 4%
North West 11% 1%
Yorkshire & Humberside 8% 8%
West Midlands 9% 9%
REgleh East Midlands 7% 8%
Wales 5% 5%
Eastern 9% 9%
London 14% 1%
South East 14% 14%
South West 9% 9%
Northern Ireland 3% 3%
. ABC1 57% 57%
Social Grade C2DE 43% 6%
English/Welsh/Scottish/Northern Irish/British 80% 84%
Ethnicity Irish 1% 1%
Gypsy or Irish Traveller 0% 0%

YouGov
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Any other White background 4% 4%

White and Black Caribbean 1% 0%

White and Black African 1% 0%

White and Asian 1% 1%

Indian 2% 1%

Pakistani 2% 1%

Bangladeshi 1% 0%

Chinese 1% 1%

Caribbean 1% 0%

African 2% 1%

Arab 0% 0%

No religion 49% 59%

Catholic 10% 8%

Church of England/Scotland/Ireland 22% 20%

Muslim 4% 5%

Religion Hindu 1% 2%

Jewish 1% 1%

Sikh 1% 1%

Buddhist 1% 0%

Other religion 1% 1%

Prefer not to say 2% 2%
Weighting

The data has been weighted to be representative of the UK internet user population on age within gender,
and overall, to regional and SEG profiles. There were no “boosts” applied to the sample in Wave 4.

Fieldwork

All interviews were conducted over a 10-day period between 7" and 17th July 2023. Due to the highly
sensitive nature of some of the research topics (e.g. experiences of potentially harmful behaviour or
content online), respondents were given the option to end the survey at three points. They were also
forewarned of the sensitive nature of the research topic and asked to give their consent to participate,
in line with MRS guidelines.

Participants who opted out (and also those who completed the survey) were provided with a list of
resources if further support was needed.

The questionnaire also included questions designed to obtain consent to be contacted for participation
in further qualtitative research into online habits, attitudes and behaviours, as well as experience of
potential online harms. This data is managed and stored in line with GDPR commitments.

YouGov carried out the following standard checks during and post-fieldwork:

e Manual checks post-fieldwork to remove anyone who responded in unreasonable ways.

YouGov Online Experiences Tracker Wave 4 (July) Technical Report 5
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¢ Manual flatlining’ checks post-fieldwork to check grid questions and ensure respondents did not

answer the same codes across an unreasonable range of grid / scale questions.

e Open-end checks to ensure respondents answered thoughtfully and were not ‘spamming’

answers.

e The participants removed from the survey through the QA checks were excluded from final
demographic quotas as well as from the dataset.

Sample Representativeness

The following table shows both the initial unweighted sample and the final weighted sample profiles:

Demographic group Un(\:\:)el:g:\sted Unweighted % V\Le(;g:::d Weighted %
Male 13-17 498 7% 509 7%
Male 18-34 1,751 26% 1,872 27%
Male 35-54 2,406 36% 2,361 35%

Male 55+ 2,115 31% 2,091 31%
Female 13-17 458 6% 465 7%
Female 18-34 1,935 27% 1,961 28%
Female 35-54 2,496 35% 2,396 34%

Female 55+ 2,288 32% 2,290 32%
Scotland 1,207 9% 1,134 8%
North East 594 4% 567 4%
North West 1,588 11% 1,560 11%
Yorkshire and the Humber 1,181 8% 1,134 8%
West Midlands 1,244 9% 1,276 9%
East Midlands 1,064 8% 993 7%
Wales 719 5% 709 5%
East of England 1,329 9% 1,276 9%
London 1,616 11% 1,985 14%
South East 1,957 14% 1,985 14%
South West 1,304 9% 1,276 9%
Northern Ireland 378 3% 284 2%
AB 3,864 29% 3,320 25%

C1 4,247 32% 4,079 31%

Cc2 2,301 17% 2,805 21%

DE 2,793 21% 2,985 23%

Guide to Statistical Reliability

The variation between the sample results and the “true” values (the findings that would have been
obtained if everyone had been interviewed) can be predicted from the sample sizes on which the results
are based, and on the number of times that a particular answer is given. The confidence with which we
can make this prediction is calculated at the 99% level: that is, the chances are 99 in 100 that the “true”

YouGov
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values will fall within a specified range. However, as the sample is weighted, we need to use the effective
sample size (ESS) rather than actual sample size to judge the accuracy of results. The following table
compares ESS and actual samples for some of the main groups within the sample.

KEY DEMOGRAPHIC

e GlEs ACTUAL ESS
TOTAL 14,181 13,776
GENDER: Male 6,770 6,572
GENDER: Female 7177 6,979

AGE: 13-17 976 948
AGE: 18-24 1,384 1,342
AGE: 25-34 2,432 2,370
AGE: 35-44 2,312 2,252
AGE: 45-54 2,658 2,595
AGE: 55-64 1,957 1,905
AGE: 65-74 1,617 1,575

AGE: 75+ 845 824
SEG: AB 3,864 3,812
SEG: C1 4,247 4,188
SEG: C2 2,301 2,272
SEG: DE 2,793 2,757

The table below illustrates the required ranges for different sample sizes and percentage results at the
“99% confidence interval”.

10% or 20% or 30% or 40% or 50%
Effective sample size 90% 80% 70% 60%

5 + e 5 + +
TOTAL 13,776 0.65 0.87 0.99 1.06 1.08
GENDER: Male 6,572 0.94 1.25 1.43 1.53 1.56
GENDER: Female 6,979 0.92 1.22 14 1.5 1:83
AGE: 13-17 948 2.46 3.28 3.76 4.01 4.1
AGE: 18-24 1,342 1.96 2.61 2.99 32 3.27
AGE: 25-34 2,370 1.58 2.1 2.41 2.57 2.63
AGE: 35-44 2,252 1.62 217 248 2.65 2.71
AGE: 45-54 2,595 1.53 2.04 2.34 2.5 2.55
AGE: 55-64 1,905 1.74 2.32 2.65 2.84 2.89
AGE: 65-74 1,575 1.96 2.61 2.99 3.2 3.27
AGE: 75+ 824 2.66 3.54 4.06 4.34 4.43
SEG: AB 3,812 1.34 1.79 2.05 2.19 2.24
SEG: C1 4,188 1.21 1.61 1.85 1.98 2.02
SEG: C2 2,272 1.46 1.95 2.23 2.38 243
SEG: DE 2,757 1.42 1.89 2.16 2.31 2.36

YouGov
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For example, if 30% or 70% of a sample of 14,181 gives a particular answer, the chances are 99 in 100
that the “true” value will fall within the range of +/- 0.99 percentage points from the sample results.

When results are compared between separate groups within a sample, different results may be obtained.
The difference may be “real”, or it may occur by chance (because not everyone has been interviewed).
To test if the difference is a real one — i.e. if it is “statistically significant” — we again have to know the
size of the samples, the percentages giving a certain answer and the degree of confidence chosen. If
we assume “99% confidence interval”, the difference between two sample results must be greater than
the values given in the table below to be significant.

Prioritisation of codes for overall concern levels

Regarding the Q7_any named harm summary tables, where respondents' concern levels were asked
for listed potential harms, codes are prioritised in the following order: Code 5 (Very concerned_ >4>3>2>
1(Mildly Concerned). If a respondent answered code 6 (Not concerned at all) or code 7 (Don't know),
then code 6 was kept.

Differences required for significance at or near these percentages

10% or 20% or 30% or 40% or 50%

Sample sizes being compared 90% 80% 70% 60%

+ + + + +
GENDER: 1.31% 1.75% 2.00% 2.14% 2.18%
Male vs. Female
AGE 0, 0, 0, 0, 0,

Younger (13-17) vs. Older (75+) 3.61% 4.82% 5.52% 5.90% 6.02%
SEAgé?S'S"’_"gzr%d;): 1.36% 1.81% 2.07% 2.21% 2.26%

Changes to the questionnaire between waves

Multiple additions and amendments were made to the questionnaire for Wave 4 as either improvements or
revisions, in line with the shifting policy focus. A summary of changes has been included below 2.

Category NET Wave Definition

Break Group 1: Demographics

English/ Welsh/ Scottish/ Northern Irish/
Ethnicity White Waves 1, 2 & 4 British

Irish

2 For reference, copies of both wave 1 and 2 questionnaires have been published alongside this report:
https://www.ofcom.org.uk/research-and-data/online-research/internet-users-experience-of-harm-online
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Gypsy, Traveller or Irish Traveller

Any other white background

White and Black Caribbean

White and Black African
Mixed/ Multiple

ethnic groups White and Asian
Any other mixed/ multiple ethnic
background
Indian
Pakistani
A;ian an_d Bangladeshi
British Asian T —
Any other Asian background
Caribbean
Black and African
black British Any other black/ African/ Caribbean
background
. Arab
Other ethnic
group Any other ethnic background
Any Waves 1,2 & 4 | Any reported limiting/impacting condition

Limiting/Impacting
Conditions* Mental abilities? Such as learning,
understanding, concentration, memory,
communicating, cognitive loss or
deterioration

Mental

condition Wave 1 only

Social/ behavioural? Conditions associated
with this such as autism, attention deficit
disorder, Asperger’s, etc.

*NET name change in Wave
2

Your mental health? Anxiety, depression,
or trauma-related conditions, for example

YouGov Online Experiences Tracker Wave 4 (July) Technical Report 9
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Wave 4 separate break for
Adults and Children

Hearing? Poor hearing, partial hearing, or
are deaf

Eyesight? Poor vision, colour blindness,
partial sight, or are blind

Mobility? Cannot walk at all/ use a
wheelchair or mobility scooter etc., or
cannot walk very far or manage stairs or
can only do so with difficulty

Physical
condition Wik ety
Dexterity? Limited ability to reach/ difficulty
opening things with your hands/ difficulty
using a telephone handset/ television
remote control/ computer keyboard etc.
Breathing? Breathlessness or chest pains
Mental Health From Wave Your mental health? Anxiety, depression,
Condition 2&4 or trauma-related conditions, for example
Nothing — no impairments or conditions
None Waves 1,2 &4 impact or limit your daily activities or the

work you can do

Break G

roup 2: Internet Usage

__ BreakGrowpmAtides |

None
Low usage Wave 1 only
Less than 5 hours
_ Low saEe From Wave None
Internet ngh d 284 Less than 6 hours
Medium /
usage Low ) 6 to 11 hours
Medium usage | Waves 1,2 & 4
12 to 22 hours
i 23 to 30 hours
High usage Waves 1, 2 & 4

Over 30 hours

Break Group 3: Attitudes

YouGov

Online Experiences Tracker Wave 4 (July) Technical Report
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Platform vs
individual
responsibility

Itis the
responsibility
of the
website or
app to
control what
is posted on
their site vs.
Itis the
responsibility
of the
individual to
ensure what
they are
posting is
appropriate
for other
users

Platform
dependents

Neutral

Self-regulators

Waves 1 & 2

If score -5 to -2

If score -1to 1

Ifscore2to 5

Platform
dependents

Neutral

Self-regulators

Wave 4

If score 0-3

If score 4-6

If score 7-10

Search
engine vs
individual

responsibility

It is the
responsibility
of the search

engine to
control what
is presented
in search
results vs. It
is the
responsibility
of the
individual to
ensure they
have the
correct
settings in
place to only
be
presented
with content
appropriate
for them

Search engine
dependents

Neutral

Self-regulators

Wave 4

If score 0-3

If score 4-6

If score 7-10

Confidence
in staying
safe online

| feel

confident in
my ability to

stay safe
online vs. |
do not feel
confident in
my ability to

Safety
assured

Neutrals

Waves 1 & 2

If score -5 to -2

If score -1to 1

YouGov
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stay safe Safety self-
online doubters If score 2to 5
ccasna:‘];gteynt If score 0-3
The neutrals Wave 4 If score 4-6
Not confident If score 7-10
Websites
and apps
have a
particular
responsibility Platform
Parent . to protect dependents If score '5 tO '2
children vs.
platform : Wave 1 only
responsibility Itis thg .
responsibility
of parents/
carers to
monitor what
their children Neutrals If score -1 to 1
do online
o:r?trreorflt:rls If score 2to 5
OT"”.‘e If score -5 to -2
The benefits optimists
of going Neutrals Wave 1 only If score -1to 1
online Online
Benefits vs | outweigh the pessimists If score 2to 5
risks of risks vs. The Batofis
going online risks of outweigh risks If score 0-3
going online
outweigh the Neutral Wave 4 only If score 4-6
benefits i i
Rlslgec;]uet]\eli\;zlgh If score 7-10
Using a bit
of common Common
senlse whg n sense If score -5 to -2
you're online supporters
usu?IIy Waves 1 & 2
Sufficiency prevents you
from seeing
of common
harmful or
sense to )
offensive
protect from photos and Neutrals If score -1 to 1
exposure to videos vs. It | Disempowered
prc])tentlal is impossible Infeafits If score 2to 5
arms X
to avoid PR
seeing X
hear il o sefr]ls_e |st If score 0-3
offensive SUIcien
photos and
videos if you Neutral Wave 4 If score 4-6
go online Resigned to
potential If score 7-10
harms

YouGov
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The Internet

has an
important
role in
Free speech
supporting advoc?ates If score -5 to -2
free speech,
even when Waves 1 & 2
some users
Free speech mightind
the content
e DEIIED offensive vs
monitoring e . Neutrals If score -1 to 1
. = Cautious
important for protectors If score 2to 5
sites to = H
monitor and r:e spetec If score 0-3
dalcta advocates
offensive
views to The neutrals Wave 4 If score 4-6
protect other :
sers Pr_ott_e§:t|on If score 7-10
prioritisers
:&?)tgsr?eﬂ(s) If score -5 to -2
There are
Support for enough Waves 1 & 2
. online safety
more online )
safety measures in Neutrals If score -1to 1
measures | placehvs i Safety
there shou measure If score 2to 5
be more advocates
online safety T ——
measures in If score 0-3
meets needs
place
Neutral Wave 4 If score 4-6
Further
measures If score 7-10
needed
For me
personally,
the benefits
of going Benefits
online outweigh risks If score -5 to -2
Benefits vs | outweigh the
risks of risks vs. For From Wave 2
going online me
personally,
the risks of
going online Neutral If score -1 to 1
outweigh the Risks
benefits outweigh If score 2to 5
benefits
Societal The internet Internet is
; is good for good for From Wave 2 If score -5 to -2
impact . :
society vs. society

YouGov

Online Experiences Tracker Wave 4 (July) Technical Report

13

INQO00615301_0331



OfFcom

making communications work
for everyone

the internet
is damaging
to society

Neutral If score -1to 1

Internet is

damaging to If score 2to 5

society

Internet is

good for If score 0-3
society
Neutral Wave 4 only If score 4-6

Internet is

damaging If score 7-10
society

BREAK 4 - Experience of

Harms

AnyHNamed Wave 1 & 2 Q8 any named harm
arm
Ay Namsd Wave 4 Q8 any named harm codes 1-45
Harm
Waves 1,2 & 4 Unwelcome friend or follow requests, or
messages
Waves 1,2 & 4 Stalking, cyberstal!(ing or intrusive
behaviour
Waves 1,2 & 4 People pretending to Ibe_anyother person,
e.g. ‘catfishing
Contact harm
Waves 1, 2 Bullying, abusive behaviour or threats
Wave 4 Persistent bullying online
Trolling, i.e. a person who says something
Waves 1,2 & 4 to cause intentional upset or provoke a

negative reaction

YouGov
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Pressure to send photos or personal

Waves 1, 2 . .
information to someone

Pressure to send sexual or nude images or

Wave 4 :
videos

People sending unwanted/unsolicited
Waves 1,2 & 4 sexual or nude images or videos, e.g.
‘cyber flashing’

Private/intimate information made public,

Waves 1, 2 &4 : e
e.g. ‘doxxing

Waves 1, 2 Sharing of intimate images without consent

Sharing of, or threats to share, intimate

Wave 4 . : : ‘
images without consent e.g. 'revenge porn
Waves 1, 2 & 4 Intentional haras§m§nF dl‘,ll’lng gaming, e.g.
griefing
Waves 1, 2 & 4 Private conversations shared without

consent

Group shaming, boycotting, or excluding
Waves 1, 2 & 4 someone based on their views, opinions
on actions, including online ‘pile-ons’

Generally offensive or ‘bad’ language, e.g.

Waves 1, 2 & 4 .
swearing, rudeness

YouGov Online Experiences Tracker Wave 4 (July) Technical Report 15
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Waves 1,2 &4 Unwanted sexual messages

Wave 4 One off abusive behaviour or threats

Hateful, offensive or discriminatory content
that targets a group or person based on
Waves 1, 2 & 4 | specific characteristics like race, religion,
disability, sexuality or gender identity; e.g.
hate speech

Sexual/ pornographic content inappropriate

Waves 1, 2 & 4 for the site/app

Content or language which objectifies,
Waves 1, 2 & 4 | demeans or otherwise negatively portrays
women

Content depicting the sexual abuse or
Waves 1,2 & 4 | exploitation of children [NOT SHOWN TO
UNDER 18]

Content harm

Content encouraging extremism,

Waves 1,2 & 4 T )
radicalisation or terrorism
Waves 1,2 & 4 Content depicting violence or injury
Content encouraging gambling, e.g. sports
betting, or casino-style games [SHOWN

Waves 1,284 | 1518 |N WAVE 1/ SHOWN TO UNDER

18 IN WAVE 2 AND WAVE 3]
Waves 1,2 & 4 MlSlnformatlon i.e. false or m_|slead|ng

stories, claims or assertions
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Waves 1 & 2 Content relating to self-harm or suicide
Wave 4 Content promoting self-harm
Wave 4 Content promoting suicide

Content relating to negative body image,
Waves 1 & 2 excessive or unhealthy dieting/exercise
and/or eating disorders

Content promoting excessive or unhealthy

vesE 4 dieting/exercise
Wave 4 Content relating to eating disorders
Promotion of female genital mutilation
Waves 1,284 | £oM) [NOT SHOWN TO UNDER 18]
Waves 1,2 & 4 Fake or dece‘ptlve |mage§/V|deos, e.g.
deep fakes
Content glamourising unhealthy or abusive
Waes 1, 2 &4 lifestyles, e.g. binge drinking, drug taking
Waves 1, 2 Content which impacted negatively on my
self-esteem
YouGov Online Experiences Tracker Wave 4 (July) Technical Report 17

INQO00615301_0335



OfFcom

making communications work
for everyone

Waves 1,2 &4 Content depicting animal cruelty

Content depicting dangerous stunts [ONLY

From Wave 2 SHOWN TO UNDER 18]

Content depicting dangerous stunts and
From Wave 4 online challenges [ONLY SHOWN TO

UNDER 18]
From Wave 2 Content which advertises alcohol or
&4 cigarettes [ONLY SHOWN TO UNDER 18]

Content facilitating human trafficking
(including sexual and labour exploitation,
or recruitment for county lines activity) and
illegal immigration

From Wave 4

Content which promotes and/or
From Wave 4 encourages children to eat or ingest
harmful substances e.g. bleach, detergent

Waves 1 & 2 Sale or advertisement of illegal goods

Sale or advertisement of illegal drugs or

Wave 4 psychoactive substances e.g. ‘magic
mushrooms’
Commercial
harm
Wave 4 Sale or advertisement of weapons
Waves 1,2 & 4 Collection or use of my dat_a wlthout my
knowledge or permission
YouGov Online Experiences Tracker Wave 4 (July) Technical Report 18
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Waves 1, 2 & 4 Scams, fraud, or phishing

Unintentionally spending money on in-app

Waves 1, 2 & 4 )
purchases or gifts
Paid-for or sponsored content which was
Waves 1, 2 & 4 not clearly marked as such, e.g.

‘astroturfing’

Content which advertises prostitution, or
Wave 4 offers accommodation etc. in exchange for
sex [NOT SHOWN TO UNDER 18]

Q15 - Action taken ‘

Clicked the report/flag button, or marked

Waves 1, 2 & 4 )
as junk

Reposted/forwarded the content to
Waves 1,2 &4 highlight that it was
wrong/misleading/harmful

Contacted others in the community to

Wanea'l, 244 make them aware of the issue

Action taken after '

gy " Any Action

experiencing potential harm
Waves 1,2 & 4 Complamgd tq the webs_|te/app, social
media site or email sender
Waves 1,2 &4 Informed the police
Waves 1, 2 & 4 Informed Ofcom
YouGov Online Experiences Tracker Wave 4 (July) Technical Report 19
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Waves 1,2 &4 Informed a support service
Waves 1,2 & 4 Contacted the accou_nt/user responsible for
the issue
Waves 1,2 & 4 Closed my account/left the service
Waves 1 2 & 4 Unfollowed/unfriended/blocked/muted the
’ person who posted it/ deleted the email
Waves 1,2 & 4 Told a friend or family member
Waves 1,2 &4 | use the platform less
Waves 1 & 2 | have stopped using the platform
b | have stopped using the platform
altogether
Waves 1,2 & 4 | have stopped commentlng, liking or
posting
Waves 1,2 & 4 | stopped what | was domg(closed down
the app or website
YouGov Online Experiences Tracker Wave 4 (July) Technical Report 20
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From wave 2 &
4

Changed my settings to change the type of
content | see

From wave 2 &
4

Changed my settings to change who can
see my profile

From wave 2 &
4

| flagged/reported content | am not
interested in seeing

Waves 1,2 & 4

Something else (informed your internet
service provider, informed another
regulator, contacted the press, informed
the Information Commissioner’s Office
(ICO))

Reported or
flagged
content

Waves 1,2 & 4

Clicked the report/flag button, or marked
as junk

Wave 1 only

Reposted/forwarded the content to
highlight that it was
wrong/misleading/harmful

Contacted others in the community to

ivags, 264 make them aware of the issue
Waves 1,284 | COMPATE o e ebateiap sodil
Waves 1,2 & 4 Informed the police

Waves 1, 2 & 4 Informed Ofcom

YouGov
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Waves 1, 2 & 4

Informed a support service

Waves 1, 2 & 4

Contacted the account/user responsible for
the issue

From wave 2 &

| flagged/reported content | am not

4 interested in seeing
Something else (informed your internet
service provider, informed another
Waves 1,2 & 4 regulator, contacted the press, informed
the Information Commissioner’'s Office
(ICO))
Waves 1,2 & 4 | use the platform less
Waves 1 & 2 | have stopped using the platform
Wave 4 | have stopped using the platform
altogether
Disengaged or
changed
engagement
behaviour o
Waves 1, 2 & 4 | have stopped commentlng, liking or
posting
Waves 1,2 & 4 | stopped what | was doing/closed down

the app or website

From wave 2 &
4

Closed my account/left the service

Q16 - Didn't think it was that serious
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Why no action

Results of reporting

Site/service when
experience harm

Didn't think it
was that
serious

Awareness of
result of
reporting

Non-Email

| didn’t consider it to be offensive,

Q17- Awareness of result of

avesl, 2 &4 disturbing or harmful

Waves 1,2 & 4 | didn't like it, but | didn’t c_onsider it bad
enough to do something about

Waves 1,2 &4 | didn’t see the need to do anything

Q21- Non-email

A website or
app where you
view videos
posted by
other users
e.g. YouTube,
TikTok

reporting ‘
Waves 1, 2 & 4 The content was removed
Waves 1,2 &4 | got a written response
Waves 1, 2 & 4 | | was asked to provide further information
Waves 1,2 & 4 Something else

A website or app where you view videos
posted by other users e.g. YouTube,
TikTok

Social media
website or app
e.g. Facebook,

Twitter,
Instagram

Social media website or app e.g.
Facebook, Twitter, Instagram

Livestreaming
website or app
— this could be
part of a social
media website

or app e.g.
Twitch,
Facebook Live

Livestreaming website or app — this could
be part of a social media website or app
e.g. Twitch, Facebook Live

A search
engine e.g.
Google, Yahoo

A search engine e.g. Google, Yahoo

Instant
messenger
website or app
e.g. Facebook
Messenger,
WhatsApp

Instant messenger website or app e.g.
Facebook Messenger, WhatsApp

News website
or app e.g.
BBC News,

The Guardian,
Daily Mail
Online

News website or app e.g. BBC News, The
Guardian, Daily Mail Online

YouGov
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Gaming
website or app
Play%?étion Gamin%website orapp e.g. RIayStation
etwork, Nintendo Online
Network,
Nintendo
Online
A Q&A website
or app e.g. A Q&A website or app e.g. Quora, Yahoo!
Quora, Yahoo! Answers
Answers
Blog website
or app e.g. Blog website or app e.g. WordPress,
WordPress, Bloglovin’
Bloglovin’
Shopping
website or app Shopping website or app e.g. Amazon,
e.g. Amazon, eBay, Depop
eBay, Depop
Online dating
websites or Online dating websites or apps e.g. Tinder,
apps e.g. Bumble
Tinder, Bumble
Video on
qemgnd Video on demand application e.g. Netflix,
application e.g. Now TV
Netflix, Now
TV
‘Adult’ site
containing ‘Adult’ site containing sexual content
sexual content

Where appropriate YouGov used ‘PDLs’ which are information identifiers assigned to panel members
based on their previous responses. PDLs used in Wave 4:

e Region
e Ethnicity
¢ Religion

NET definitions featured in the published tables

Certain subgroups within the sample were grouped together to aid analysis and are featured alongside
this report in the published data tables. The definitions of these so-called ‘NETS’ are in the table below.

Changes to some ‘NET’ definitions were made between the different waves of the research. Wherever
present, these have been noted in the ‘Wave’ column in the table below.

Category NET Wave Definition

Break Group 1: Demographics

English/ Welsh/ Scottish/ Northern Irish/

Ethnicity White British

Waves 1,2 &4
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Mixed/ Multiple
ethnic groups

Asian and
British Asian

Irish

Gypsy, Traveller or Irish Traveller

Any other white background

White and Black Caribbean

White and Black African

White and Asian

Any other mixed/ multiple ethnic
background

Indian

Pakistani

Bangladeshi

Chinese

Any other Asian background

*NET name change in Wave
2

Caribbean
Black and black il
British Any other black/ African/ Caribbean
background
Arab
Other ethnic
group Any other ethnic background
Limiting/Impacting T , "
Conditions™* Any Waves 1,2 &4 | Any reported limiting/impacting condition
Mental abilities? Such as learning,
understanding, concentration, memory,
communicating, cognitive loss or
deterioration
Mental
" Wave 1 only ) ) . .
condition Social/ behavioural? Conditions associated

with this such as autism, attention deficit
disorder, Asperger’s, etc.

Your mental health? Anxiety, depression,
or trauma-related conditions, for example

YouGov
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Wave 4 separate break for Hearing? Poor hearing, partial hearing, or
Adults and Children

are deaf

Eyesight? Poor vision, colour blindness,
partial sight, or are blind

Mobility? Cannot walk at all/ use a
wheelchair or mobility scooter etc., or
cannot walk very far or manage stairs or

) can only do so with difficulty
Plgpsical Wave 1 onl
condition y
Dexterity? Limited ability to reach/ difficulty
opening things with your hands/ difficulty
using a telephone handset/ television
remote control/ computer keyboard etc.
Breathing? Breathlessness or chest pains
Mental Health From Wave Your mental health? Anxiety, depression,
Condition 2&4

or trauma-related conditions, for example

Nothing — no impairments or conditions
None Waves 1,2 & 4 impact or limit your daily activities or the

work you can do

Break Group 2: Internet Usage

None
Low usage Wave 1 only
Less than 5 hours
. L e From Wave None
Internet H|gh / 284 Less than 6 hours
Medium /
usage

Low 6 to 11 hours

12 to 22 hours
23 to 30 hours

Over 30 hours
Break Group 3: Attitudes

Medium usage | Waves 1,2 & 4

High usage Waves 1,2 & 4
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Platform vs
individual
responsibility

Itis the
responsibility
of the
website or
app to
control what
is posted on
their site vs.
Itis the
responsibility
of the
individual to
ensure what
they are
posting is
appropriate
for other
users

Platform
dependents

Neutral

Self-regulators

Waves 1 & 2

If score -5 to -2

If score -1to 1

Ifscore2to 5

Platform
dependents

Neutral

Self-regulators

Search
engine vs
individual

responsibility

Itis the
responsibility
of the search

engine to
control what
is presented
in search
results vs. It
is the
responsibility
of the
individual to
ensure they
have the
correct
settings in
place to only
be
presented
with content
appropriate
for them

Search engine
dependents

Neutral

Self-regulators

Wave 4

Wave 4

If score 0-3

If score 4-6

If score 7-10

If score 0-3

If score 4-6

If score 7-10

Confidence
in staying
safe online

| feel
confident in
my ability to
stay safe
online vs. |
do not feel
confident in
my ability to

Safety assured

Neutrals

Waves 1 & 2

If score -5 to -2

If score -1 to 1

YouGov
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stay safe
online
Safety seif- If score 2to 5
doubters
Safety confident If score 0-3
The neutrals Wave 4 If score 4-6
Not confident If score 7-10
Websites
and apps
have a
particular
responsibility Platform
S— to protect dependents If score -5 to -2
children vs.
platform Itis the Wave 1 only
responsibility responsibility
of parents/
carers to
monitor what
their children Neutrals If score -1 to 1
d li
o oniine Parental If score2to 5
controllers
i Online optimists If score -5 to -2
The benefits
of going Neut.rals Wave 1 only If score -1 to 1
. on[lne Online If score 2to 5
Benefits vs | outweigh the pessimists
risks of risks vs. The Benefits If 0-3
going online risks of outweigh risks score ©-
gomg.onllne Neutral Wave 4 only If score 4-6
outweigh the . .
benefits Risk outweigh If score 7-10
benefits
Using a bit
of common
sense when
you're online
Sufficiency usually c
of common prevents you ommonrtsense If score -5 to -2
sense to from seeing supporters
protect from harmful or Waves 1 & 2
exposure to offensive
potential photos and
harms videos vs. It
is impossible Neutrals If score -1 to 1
to avoid Di p
seeing |sderppot\_/vtere If score 2 to 5
harmful or elealals
offensive Common sense Wave 4 If score 0-3
photos and is sufficient

YouGov
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videos if you
go online
Neutral If score 4-6
HESIANED 0 If score 7-10
potential harms
The Internet
has an
important
role in
) Free speech
ffeipSO;tér;% advocates If score -5 to -2
evenF\)Nhen’ Waves 1 & 2
some users
Free speech G TIRE
the content
vs content ;
monitoring offensive vs. Neutrals If score -1 to 1
i s Cautious If score2to 5
|mp9rtant for protectors
sites to = h
monitor and [S6 SRpeeh If score 0-3
delats advocates
offensive
N — The neutrals Wave 4 If score 4-6
protect other )
users PIOIBENGR If score 7-10
prioritisers
Status quo If score -5to -2
There are supporters
enough Waves 1 & 2
online safety
Support for measures in Neutrals If score -1 to 1
more online place vs
safety there should | Safety measure If score 2 to 5
measures be more advocates
online safety Measures
measures in meets needs IF s&0re 03
place Neutral Wave 4 If score 4-6
Further
measures If score 7-10
needed
For me
personally,
the benefits
of going '
Benefits vs online Benefits Facore 516 -2
risks of outweigh the | outweigh risks | From Wave 2
going online | risks vs. For
me
personally,
the risks of
going online Neutral If score -1 to 1

YouGov
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outweigh the | Risks outweigh
bafehis besriate If score 2to 5
Intzfarnet IS good If score -5 to -2
or society
Neutral Ereri Waya 5 If score -1 to 1
The internet Internet is
is good for damaging to If score2to 5
Societal society vs. society
impact the internet | Internet is good If 0-3
is damaging for society score L=
to society
Neutral Wave 4 only If score 4-6
Internet is
damaging If score 7-10
society
BREAK 4 - Experience of Harms
AnyHNamed Wave 1 & 2 Q8 any named harm
arm
An);_INamed Wave 4 Q8 any named harm codes 1-45
arm
Waves 1,2 & 4 Unwelcome friend or follow requests, or
messages
Waves 1,2 & 4 Stalking, cyberstal!(mg or intrusive
behaviour
Contact harm | Waves 1,2 & 4 People pretendlng to .be.an]other person,
e.g. ‘catfishing
Waves 1, 2 Bullying, abusive behaviour or threats
Wave 4 Persistent bullying online
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Trolling, i.e. a person who says something
Waves 1,2 & 4 to cause intentional upset or provoke a
negative reaction

Pressure to send photos or personal

Waves 1, 2 » :
information to someone

Pressure to send sexual or nude images or

Wave 4 .
videos

People sending unwanted/unsolicited
Waves 1,2 & 4 sexual or nude images or videos, e.g.
‘cyber flashing’

Private/intimate information made public,

Waves 1,2 &4 : o
e.g. 'doxxing

Waves 1, 2 Sharing of intimate images without consent

Sharing of, or threats to share, intimate

Wave 4 . , , ’
images without consent e.g. revenge porn
Waves 1,2 & 4 Intentional harasr?m.en.t dl,mng gaming, e.g.
griefing
Waves 1,2 & 4 Private conversations shared without

consent

Group shaming, boycotting, or excluding
Waves 1,2 & 4 someone based on their views, opinions
on actions, including online ‘pile-ons’
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Generally offensive or ‘bad’ language, e.g.

Waves 1,2 & 4 .
swearing, rudeness
Waves 1,2 & 4 Unwanted sexual messages
Wave 4 One off abusive behaviour or threats

Hateful, offensive or discriminatory content
that targets a group or person based on
Waves 1,2 & 4 | specific characteristics like race, religion,
disability, sexuality or gender identity; e.g.
hate speech

Sexual/ pornographic content

EVeEs1; 2 %4 inappropriate for the site/app

Content or language which objectifies,
Waves 1,2 & 4 | demeans or otherwise negatively portrays
women

Content depicting the sexual abuse or
Contentharm | Waves 1,2 & 4 | exploitation of children [NOT SHOWN TO
UNDER 18]

Content encouraging extremism,

Waves 1,2 & 4 o )
radicalisation or terrorism

Waves 1,2 & 4 Content depicting violence or injury

Content encouraging gambling, e.g. sports
betting, or casino-style games [SHOWN

Waves 1,28 4 | 15 187N WAVE 1/ SHOWN TO UNDER
18 IN WAVE 2 AND WAVE 3]
YouGov Online Experiences Tracker Wave 4 (July) Technical Report 32

INQO000615301_0350



OfFcom

making communications work
for everyone

Misinformation i.e. false or misleading

Waves1, 244 stories, claims or assertions
Waves 1 & 2 Content relating to self-harm or suicide
Wave 4 Content promoting self-harm
Wave 4 Content promoting suicide

Content relating to negative body image,
Waves 1 & 2 excessive or unhealthy dieting/exercise
and/or eating disorders

Content promoting excessive or unhealthy

Wave 4 dieting/exercise
Wave 4 Content relating to eating disorders
Promotion of female genital mutilation
Waves 1,284 | FGM) NOT SHOWN TO UNDER 18]
Waves 1,2 & 4 Fake ordece‘ptwe |mage,s/V|deos, eg.
deep fakes
Waves 1,2 & 4 Cpntent glamour_lsmg unhgalthy or abu_swe
lifestyles, e.g. binge drinking, drug taking
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Content which impacted negatively on my

Waves 1, 2
self-esteem

Waves 1,2 & 4 Content depicting animal cruelty

Content depicting dangerous stunts [ONLY

From Wave 2 SHOWN TO UNDER 18]

Content depicting dangerous stunts and
From Wave 4 online challenges [ONLY SHOWN TO

UNDER 18]
From Wave 2 Content which advertises alcohol or
& 4 cigarettes [ONLY SHOWN TO UNDER 18]

Content facilitating human trafficking
(including sexual and labour exploitation,
or recruitment for county lines activity) and
illegal immigration

From Wave 4

Content which promotes and/or
From Wave 4 encourages children to eat or ingest
harmful substances e.g. bleach, detergent

Waves 1 & 2 Sale or advertisement of illegal goods

Sale or advertisement of illegal drugs or

Corrr:ranrrenrmal Wave 4 psychoactive substances e.g. ‘magic
mushrooms’
Wave 4 Sale or advertisement of weapons
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Collection or use of my data without my

Waves 1,2 & 4 L
knowledge or permission

Waves 1,2 & 4 Scams, fraud, or phishing

Waves 1,2 & 4 Unintentionally spending money on in-app

purchases or gifts

Paid-for or sponsored content which was
Waves 1,2 & 4 not clearly marked as such, e.g.
‘astroturfing’

Content which advertises prostitution, or
Wave 4 offers accommodation etc in exchange for
sex [NOT SHOWN TO UNDER 18]

Sexual/ pornographic content

Content promoting self-harm

Primary Priority
Content Wave 4 Content promoting suicide
(PPC)

Content promoting excessive or unhealthy
dieting/exercise

Content relating to eating disorders
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Hateful, offensive or discriminatory content
that targets a group or person based on
specific characteristics like race, religion,

disability, sexuality or gender identity; e.g.

hate speech

Content or language which objectifies,
demeans or otherwise negatively portrays
women

Priority Content Content depicting or encouraging violence
Wave 4 >
(PC) or injury

Persistent bullying online

Trolling, i.e. a person who says something
to cause intentional upset or provoke a
negative reaction

Private/intimate information made public,
e.g. ‘doxxing’

Intentional harassment during gaming, e.g.
‘griefing’

Private conversations shared without
consent

Content glamourising unhealthy or abusive
lifestyles, e.g. binge drinking, drug taking

Group shaming, boycotting, or excluding
someone based on their views, opinions or
actions, including online ‘pile-ons’
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Content depicting animal cruelty

Content showing dangerous stunts or
online challenges

Content which advertises alcohol or
cigarettes

Content which promotes and/or
encourages children to eat or ingest
harmful substances e.g. bleach, detergent

One off abusive behaviour or threats

Sexual/ pornographic content

Content promoting self-harm

Primary Priority

Cantgrt iPriarity Wave 4 Content promoting suicide
Content
(PPC & PC)
Content promoting excessive or unhealthy
dieting/exercise
Content relating to eating disorders
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Hateful, offensive or discriminatory content
that targets a group or person based on
specific characteristics like race, religion,

disability, sexuality or gender identity; e.g.

hate speech

Content or language which objectifies,
demeans or otherwise negatively portrays
women

Content depicting or encouraging violence
or injury

Persistent bullying online

Trolling, i.e. a person who says something
to cause intentional upset or provoke a
negative reaction

Private/intimate information made public,
e.g. ‘doxxing’

Intentional harassment during gaming, e.g.
‘griefing’

Private conversations shared without
consent

Content glamourising unhealthy or abusive
lifestyles, e.g. binge drinking, drug taking

Group shaming, boycotting, or excluding
someone based on their views, opinions or
actions, including online ‘pile-ons’
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Content depicting animal cruelty

Content showing dangerous stunts or
online challenges

Content which advertises alcohol or
cigarettes

Content which promotes and/or
encourages children to eat or ingest
harmful substances e.g. bleach, detergent

One off abusive behaviour or threats

Q15 - Action taken

Clicked the report/flag button, or marked

Waves 1,2 &4 )
as junk

Reposted/forwarded the content to
Waves 1,2 & 4 highlight that it was
wrong/misleading/harmful

Action taken after ; Contacted others in the community to
o o ; Any Action Waves 1,2 & 4 .
experiencing potential harm make them aware of the issue

Complained to the website/app, social

Waves 1,2 &4 T 1
media site or email sender
Waves 1,2 & 4 Informed the police
YouGov Online Experiences Tracker Wave 4 (July) Technical Report 39

INQO000615301_0357



OfFcom

making communications work
for everyone

Waves 1,2 &4 Informed Ofcom

Waves 1,2 & 4 Informed a support service

Waves 1,2 & 4 Contacted the accoupt/user responsible for
the issue

Waves 1,2 & 4 Closed my account/left the service

Unfollowed/unfriended/blocked/muted the

Wewas, BG4 person who posted it/ deleted the email
Waves 1,2 &4 Told a friend or family member
Waves 1,2 & 4 | use the platform less
Waves 1 & 2 | have stopped using the platform
Wave 4 | have stoppatitci);:it?]gerthe platform
Waves 1,2 & 4 | have stoppedpcz;)srtri]rr%enting, liking or
YouGov Online Experiences Tracker Wave 4 (July) Technical Report 40

INQO00615301_0358



OfFcom

making communications work
for everyone

Waves 1,2 &4

| stopped what | was doing/closed down
the app or website

From wave 2 &
4

Changed my settings to change the type of
content | see

From wave 2 &
4

Changed my settings to change who can
see my profile

From wave 2 &
4

| flagged/reported content | am not
interested in seeing

Waves 1,2 & 4

Something else (informed your internet
service provider, informed another
regulator, contacted the press, informed
the Information Commissioner’s Office
(1CO))

Reported or
flagged content

Waves 1,2 &4

Clicked the report/flag button, or marked
as junk

Wave 1 only

Reposted/forwarded the content to
highlight that it was
wrong/misleading/harmful

Contacted others in the community to

wEEES 1, G make them aware of the issue
Waves 1,2 & 4 Complaine_d tq the web;ite/app, social

media site or email sender
Waves 1,2 & 4 Informed the police

YouGov
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Waves 1,2 &4 Informed Ofcom

Waves 1,2 & 4 Informed a support service

Contacted the account/user responsible for

Waves 1,2 & 4 .
the issue
From wave 2 & | flagged/reported content | am not
4 interested in seeing

Something else (informed your internet
service provider, informed another
Waves 1,2 & 4 regulator, contacted the press, informed
the Information Commissioner’s Office

(ICO))
Waves 1,2 &4 | use the platform less
Waves 1 & 2 | have stopped using the platform

Disengaged or

changed W 4 | have stopped using the platform
engagement altogether
behaviour
Waves 1,2 & 4 | have stopped commentmg, liking or
posting
Waves 1,2 & 4 | stopped what | was domg/plosed down
the app or website
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Why no action

Results of reporting

Site/service when
experience harm

Didn't think it
was that serious

Awareness of
result of
reporting

Non-Email

Q16 - Didn't

From wave 2 &
4

think it was that

Closed my account/left the service

serious

| didn’t consider it to be offensive,

Waves 1,2 & 4 disturbing or harmful

Waves 1,2 & 4 | didn’t like it, but | didn’t cpnsnder it bad
enough to do something about

Waves 1,2 &4 | didn’t see the need to do anything

Q17- Awareness of result of reporting

Q21- Non-email

Waves 1,2 &4 The content was removed
Waves 1,2 & 4 | got a written response
Waves 1,2 & 4 | | was asked to provide further information
Waves 1,2 & 4 Something else
A website or
app where you
view videos A website or app where you view videos
posted by posted by other users e.g. YouTube,
other users TikTok
e.g. YouTube,
TikTok

Social media
website or app
e.g. Facebook,

Twitter,
Instagram

Social media website or app e.g.
Facebook, Twitter, Instagram

Livestreaming
website or app
— this could be
part of a social
media website

orapp e.g.
Twitch,
Facebook Live

Livestreaming website or app — this could
be part of a social media website or app
e.g. Twitch, Facebook Live

A search
engine e.g.

A search engine e.g. Google, Yahoo

Google, Yahoo

YouGov
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Instant
messenger
website or app
e.g. Facebook
Messenger,
WhatsApp

Instant messenger website or app e.g.
Facebook Messenger, WhatsApp

News website
orapp e.g.
BBC News,

The Guardian,

Daily Mail
Online

News website or app e.g. BBC News, The
Guardian, Daily Mail Online

Gaming
website or app
e.g.
PlayStation
Network,
Nintendo
Online

Gaming website or app e.g. PlayStation
Network, Nintendo Online

A Q&A website

orapp e.g.
Quora, Yahoo!
Answers

A Q&A website or app e.g. Quora, Yahoo!
Answers

Blog website
orapp e.g.

WordPress,
Bloglovin’

Blog website or app e.g. WordPress,
Bloglovin’

Shopping
website or app
e.g. Amazon,
eBay, Depop

Shopping website or app e.g. Amazon,
eBay, Depop

Online dating
websites or
apps e.g.
Tinder, Bumble

Online dating websites or apps e.g. Tinder,
Bumble

Video on
demand
application e.g.
Netflix, Now
TV

Video on demand application e.g. Netfflix,
Now TV

‘Adult’ site
containing
sexual content

‘Adult’ site containing sexual content

YouGov
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Technical report — The Online Experiences Tracker (Wave 5, January 2024)

Preface

Wave 5 of the Online Experiences Tracker (2024) was undertaken by YouGov on behalf of Ofcom.

The objectives of this quantitative tracking study, as with previous waves of the research, were to gain
a deeper understanding of internet users’ attitudes towards and use of the internet, and their
experiences of potential harms online, and to monitor these over time.

The insights collected from this tracking data over time have served to shape Ofcom's preparations for
The Online Safety Act . The data from the tracker continues to inform policymakers about items
covered by the Act.

This report refers to the fifth wave completed in January 2024. Further information about the study is
summarised in the sections below. More information onthe previous wave’s approach and methodology
is available here.

Summary of Approach

e The Online Experiences Tracker (Wave 5) survey was conducted amongst a nationally
representative sample of UK internet users aged 13-84 and addresses their attitudes towards
and use of the internet, and their experiences of potentially harmful behaviour or content online.

¢ The Online Experiences Tracker is a multi-wave study with research taking place in November
2021, May 2022, July 2023 and most recently January 2024. It builds on previous work of similar
focus (‘Pilot Online Harms Survey’) which was commissioned by Ofcom in 2020 to explore
internet usage and behaviours, attitudes towards online safety regulation, and experiences of
potential online harms. The pilot study informed preparations for the Online Safety regime.

¢ Respondents were recruited to be nationally representative of the UK internet user population,
with quotas set on gender, age, socio-economic group and region. Boosts were applied to low
incidence groups such as younger respondents, those living in specific UK nations, those
belonging to specific religions and minority ethnic groups to allow for base sizes robust enough
for analysis.

e A total of 14,181 interviews were conducted for Wave 4 to produce a highly robust data set,
which also helped to achieve a large enough sample size for low-incidence groups such as
younger respondents and those living in specific UK nations (Wales & Northern Ireland). Hence,
unlike the previous waves, these groups did not need any additional ‘boost’ and so no ‘boosts’
were applied in Wave 4.

e Atotal of 7,611 interviews (including boosts) were conducted for Wave 5, with the sample
returning to a similar size to Waves 1 & 2. All fieldwork was conducted between 3rd and 22nd
January 2024

e The average length of the interviews in Wave 4 was 15 minutes, 26 seconds, and in Wave 5, it
was 16 minutes, 7 seconds.

YouGov Online Experiences Tracker Wave 5 (January) Technical Report 1
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Significance Testing

Significance testing is applied at the 95% confidence level for comparisons within Wave 5. In Wave 5
tables, significance testing is carried out between subgroups, while each subgroup is additionally
tested against the total.

Financial vulnerability

We have included in each set of data tables a measure for household financial vulnerability, ranging
from most to least vulnerable. This definition was provided by Ofcom and is based on household income
and household composition (i.e., size of household and number of children) and can only be run on data
where respondents have given a response at each of these questions. The definition of each group has
been remained in line with Wave 2 specifications.

The following breakdown shows the detailed definitions for each group:

POTENTIALLY LEAST
financially vulnerable financially vulnerable
Earning between £10,400 - Earning between £26,600 -
£25,999 £36,399
1-2 adult, 0-1 child 1 adult, O children

3 adults, no children
Earning between £26,000 - Earning between £36,400 -

£36,399 £51,999
1 adult, 1 to 3 children 1 adult, 0-1 child
2 adults, 0 to 3 children 2 adults, 0 children

3 adults, 0 to 1 child
4 adults, no children
Earning between £36,400 - Household income £52,000+
£51,999
1 adult, 2-3 children All households
2 adults, 1-2 children
3 adults, 0-2 children
4 adults, 0-1 child

5 adults, 0 children

Sample and Fieldwork Design
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All respondeants who ook part in the research were drawn solely from the YouGov panel of over 3.3m
people who live in the UK. The approach taken was to survey a nationally representative sample of UK
internet users. The YouGov panel is large enough 1o enable the selection of nationally representative
samples that reflect the actual breakdown of the population across the key demographics of age, gender,
region and social grade.

Children between 13-17 were recruited through their parents or guardians. The survey was passed o
the children after oblaining parents’ or guardians' consent. Children then gave their own consent and
had the opportunity {o decline fo participate in the research if they wanted. If there was more than one
child in the household aged 13-17 years, the parent or guardian was asked o select one child to {ake
part in this survey.

During this recruitment parenis are asked fo give consent as o whether they were happy for their
children to take part in question C1, of which 532 parents said ‘No’ (o their children taking part in the
survey. Subsequently, at question C7, the children of parents who responded positively were requested
o provide their own consent (o participate in the survey. Of these children, 13 did not provide consent
and hence didn't take part in the survey.

Boost

After the main fleldwork was completed, sample boosts were applied (o achieve a minimum of n=100
interviews among all ethnic minority groups, low incidence religious minority groups (Judaism,
Hinduism, Sikhism, and Buddhism), and each age group between 13 and 17 years old. Regarding the
UK nations, an additional boost was applied to attain n=350 in Wales and n=350 in Northerm freland.

Due fo the significantly low incidence rate seen among some specific ethnic groups, a boost is
implemented to encourage best efforts, however not necessary to attain a maximum of 100 completes
{2.g. Gypsy or Irish {fravellers, Arab eic.).

There was an overlap observed among certain groups, such as Irish {ethnicity} and Northern lreland
(UK nation} Hindus {religion}, and Indians (ethnicity}, which consequently ied fo certain groups having
a higher number of completions compared to others.

The table below shows the unweighted and weighted numbers of completes for each boosted group:

Total MNat rep Boost . Nat rep Boost
R . , . Total achieved i ]
Demographic Category achieved | achieved | achieved achieved | achieved
Unweighted Weighted

13 110 93 17 107 80 17

14 111 104 7 108 98 7

Children’s age 15 111 a5 16 108 g2 16
16 104 75 29 101 72 28

17 107 78 28 107 78 29
frish 264 67 197 258 81 197

G Irish
ypsy or s 43 5 38 43 5 38
Travelier
White and Black
Ethnicit 111 27 84 112 28 84
ety Caribbean
White and Black | 62 47 112 85 47
African
White and Asian 108 52 57 109 52 57
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Any other Mixed
{ Muitiple ethnic 108 52 87 109 52 57
background
indian 284 78 208 285 749 208
Paldstani 111 48 83 113 50 63
Bangladeshi 106 30 76 108 32 76
Chinese 112 45 &7 112 45 67
Any other Asian 112 42 70 113 43 70
background
African 112 89 23 118 98 23
Catibbean 110 20 30 110 20 a0
Any other Black
{ African /
Caribbean Q0 18 72 91 20 72
background
Arab 59 11 48 59 11 48
Any other sthnic | 22 83 111 23 88
group
Judaism 100 47 53 100 47 53
. Hinduism 147 42 104 146 41 105
Religion Sikhism 127 19 108 127 19 108
Buddhism 120 24 36 121 25 46
. Wales 357 311 46 3558 309 46
UK nations
Northern lreland 352 157 185 318 124 1958

Please note that the surmn of children is 529, yet in the lables the weighled results show 831. This is due to rounding.

Guotas

interview quotas were applied so that the final sample was representative of UK internet users by age,

gender, region and socio-economic group {SEG).

Targets for quotas were derived from Ofcom. Quotas were sat on the following variables:

& & & B

Age (13-17, 18-24, 25-34, 35-44, 45-54, 55-64, 64-74, 75-84)
Gender
Region
Socio-economic group (SEG)

The table below details the specific quotas used for this study:

Demographic group Category Quota
Male 49%
Gender

Female 51%

13-17 7%

18-24 1%

Age 25-34 17%

35-44 16%

45-54 18%

Youliov
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55-64 14%
65-74 11%
75-84 6%
Scotland 8%
North East 4%
North West 11%
Yorkshire & Humberside 8%
West Midlands 9%
Region East Midlands 7%
Wales 5%
Eastern 9%
London 14%
South East 14%
South West 9%
Northern Ireland 3%
AB 27%
Cc1 30%
Social Grade
Cc2 21%
DE 22%

YouGov considers a ‘complete’ response if a respondent has answered all sections of the questionnaire.
Those that choose not to answer specific section within the script were removed from the final dataset.

Below is a comparison of the final sample for Wave 4 against the final data in Wave 5 across key

demographics:

Demographic group Category Waves 4 Wave 5
Total sample 14,181 7,611
Male 48% 48%
Gender

Female 51% 51%

13-17 7% 7%

18-24 10% 10%

25-34 17% 18%

35-44 16% 17%

R 45-54 19% 18%
55-64 14% 14%

65-74 11% 1%

75-84 6% 5%

Scotland 9% %

Fegion North East 4% 4%
North West 11% 10%

Yorkshire & Humberside 8% 7%

YouGov
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West Midlands

9%

9%

East Midlands

8%

6%

Wales

5%

5%

Eastern

9%

9%

London

11%

17%

South East

14%

13%

South West

9%

8%

Northern Ireland

3%

4%

Social Grade

ABCA1

57%

59%

C2DE

36%

41%

Ethnicity

English/Welsh/Scottish/Northern Irish/British

84%

67%

Irish

1%

3%

Gypsy or Irish Traveller

0%

1%

Any other White background

4%

3%

White and Black Caribbean

0%

1%

White and Black African

0%

1%

White and Asian

1%

1%

Indian

1%

4%

Pakistani

1%

1%

Bangladeshi

0%

1%

Chinese

1%

1%

Caribbean

0%

1%

African

1%

2%

Arab

0%

1%

Religion

No religion

59%

50%

Catholic

8%

9%

Church of England/Scotland/Ireland

20%

18%

Muslim

5%

4%

Hindu

2%

2%

Jewish

1%

1%

Sikh

1%

2%

Buddhist

0%

2%

Other religion

1%

2%

Prefer not to say

2%

4%

Weighting

The data (excluding boosts) has been weighted to be representative of the UK internet user population
on age within gender, and overall, to regional and SEG profiles. The boosts’ samples are not weighted.

Fieldwork

YouGov
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All imterviews were conducted over a 19-day period between 3 and 22™ January 2024, Nat rep
fieldwork was conducted between 37 January and 9" January 2024, with boosts conducted over 9%
January and 22™ January 2024,

Due to the highly sensitive nalure of some of the research topics (e.g. experiences of potentially harmful
behaviour or content online), respondents were given the oplion to end the survey at three poinis. They
ware also forewarned of the sensitive nature of the research topic and asked fo give thelr consent o
participate, in line with MRS guidelines.

Participants who opted out {and also those who completed the swvey) were provided with a list of
resources if further support was needed.

The guestionnaire also included guestions designed to obiain consent {o be contacted for participation
in further qusliitative research info online habits, attitudes and behaviours, as well as experience of
potential online harms. This data is managed and stored in line with GDPR commitments.

YouGov carried out the following standard checks during and post-fieldwork:

« Manual checks post-fieldwork o remove anyone who respondad in unreasonable ways.

« Manual flatlining checks posi-fieldwork to check grid questions and ensure respondents did not
answer the same codes across an unreasenable range of grid / scale questions.

» Open-end checks to ensure respondenis answered thoughtfully and were not ‘spamming’
answers,

» The participanis removed from the survey through the QA checks were excluded from final
demographic guotas as well as from the dataset.

Sample Representativeness

The following table shows both the initial unweighted sample and the final weighted sample profiles:

Demographic group Un‘\:\geuig:\;ed Unweighted % Weighted counts Weighted %

Male 13-17 263 4% 261 3%
Male 18-34 910 12% 953 13%

Male 35-54 1266 17% 1285 17%

Male 55+ 1115 15% 1118 15%

Female 13-17 270 4% 261 2%
Female 18-34 1135 15% 1125 15%
Female 35-54 1380 18% 1337 18%
Female 55+ 1158 18% 1144 15%
Scotland 560 7% 555 7%

North East 277 4% 272 4%

North West 782 10% 791 10%
Yorkshire and the Humber 567 7% 561 7%
West Midlands 712 9% 595 8%

East Midlands 509 7% 493 7%
Wales 357 5% 355 5%

East of England 869 9% 855 9%
London 1238 16% 1282 17%
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South East 948 13% 1005 13%
South West 8§30 8% 628 8%
Northern Ireland 352 5% 318 4%
AB 2291 32% 2121 30%

C1 2089 30% 2088 30%

c2 1191 7% 1354 19%

DE 1487 21% 1618 21%

Flegse note the sum of C2DE here s 2872 bul in the fables, weighled result sums up to 2971, This is due o rounding.

Guide to Statistical Reliability

The variation between the sample resulls and the “true” values (the findings that would have been
obiainad if everyone had been interviewed) can be predicted from the sample sizes on which the resulis
are based, and on the number of times that a particular answer is given. The confidence with which we
can maka this prediction is calculated at the 88% level that ig, the chances are 898 in 100 that the "rug”
values will fall within a specified range. However, as the sample is weighted, we need {0 use the effective
sample size (ESS) rather than actual sample size {o judge the accuracy of resulis. The following {able
compares ESS and actual samples for some of the main groups within the sample.

KEY DEMOGRAPHIC GROUPS ACTUAL BASE ESS
TOTAL 7,611 7,532
GENDER: Male 3,554 3,517
GENDER: Female 3,923 3,885
AGE: 13-17 543 537
AGE: 18-24 722 714
AGE: 25-34 1,392 1,381
AGE: 35-44 1,319 1,309
AGE: 45-54 1,348 1,336
AGE: 55-64 1,068 1,059
AGE: 65-74 844 836
AGE: 75+ 375 371
SEG: AB 2291 2,277
SEG: C1 2099 2,091
SEG: C2 1191 1,183
SEG: DE 1487 1,480

The table below illustrates the required ranges for different sample sizes and percentage resulls at the

“89% confidence interval™

. Actual Effective o o o o o o o o o
Variables Sample Sample 10% or 90% | 20% or 80% | 30% or 70% | 40% or 60% 50%
Total 7,611 7,532 0.89 1.19 1.36 1.45 148
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3,923 3,885 1.24 1.65 1.90 2.03 2.07
Female
3,554 3,517 1.30 1.74 1.99 2.13 2.17
Male
543 537 3.35 4.47 5.12 5.47 5.58
13-17
722 714 2.90 3.87 4.43 4.74 4.84
18-24
1,392 1,381 2.08 2.78 3.18 3.40 3.47
25-34
1,319 1,309 2.14 2.85 3.27 3.49 3.57
35-44
1,348 1,336 2.12 2.82 3.23 3.46 3.53
45-54
1,068 1,059 2.38 3.17 3.64 3.89 3.97
55-64
844 836 2.68 3.57 4.09 4.38 4.47
65-74
375 371 4.04 5.38 6.17 6.59 6.73
75+
2,291 2,277 1.62 2.16 2.48 2.65 2.70
AB
o1 2,099 2,091 1.69 2.26 2.58 2.76 2.82
1,191 1,183 2.25 3.00 3.44 3.68 3.75
c2
1,487 1,480 2.01 2.68 3.07 3.29 3.35
DE
Ethnic 1,644 1,635 1.91 2.55 2.92 3.13 3.19
Minorities
5,662 5,507 1.03 1.38 1.58 1.69 1.72
White

For example, if 30% or 70% of a sample of 7,611 gives a particular answer, the chances are 88 in 100
that the “true” value will fall within the range of +/- 1.36 percentage points from the sample resulis,

When resulis are compared between separate groups within a sample, different resulis may be
ohbiained. The difference may be “real”, or it may occur by chance (because not everyone has been
inferviewed). To test if the difference is a real one — L.e. if it is “statistically significant” — we again have
{o know the size of the samples, the percentages giving a certain answer and the degree of
confidence chosen. If we assume "889% confidence interval®, the difference between two sample
resulis must be greater than the values given in the table below {0 be significant.

Differences required for significance at or near these percentages.

Variable  Actusl Sample 30%or
. L . G‘V
Female 3,823 : ‘ :
Gender Male 3,554 180 L 240 2.75 L 2.94 3.00
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13-17 543 537

Age 75+ 375 371 5.23 6.97 7.98 8.53 8.71
ABC1 4,390 4,363

Social Grade C2DE 2,678 2,655 1.90 2.54 2.91 3.1 3.17
Minorities 1,644 1,635

Ethnicity White 5,662 5,597 2107 2.90 3.32 3.55 3.62

Prioritisation of codes for summary tables:

Regarding the Q7_any named harm summary tables, where respondents' concern levels were asked
for listed potential harms, codes are prioritised in the following order: Code 5 (Very concerned_
>4>3>2> 1(Mildly Concerned). If a respondent answered code 6 (Not concerned at all) or code 7
(Don't know), then code 6 was kept.

Prioritisation was also applied to Q46 combined summary tables, where respondents were asked
confidence in the Online Safety Bill in keeping adults and children safe, codes are prioritised in the
following order: (Very Confident 1>2>3>4>5 Not at all confident).

Changes to the questionnaire between waves

Multiple additions and amendments were made to the questionnaire for Wave 5 as either improvements
or revisions, in line with the shifting policy focus. A summary of changes has been included below .

Category Question/Net Wave Definition

Break 1 - Experience of Harms

Content that shames or stigmatizes
certain body types e.g. body size, shape
or features

New codes added to Q8/Q9 Q8/Q9
Receiving unrequested gifts or in-game
Wave 5 ; ; ;
gifts from someone you've had brief, or
no communication with, online or offline
Q8/9 - Any

Q8/Q9 any named harm codes 1-47

Named Harm

Gaming website or app e.g. PlayStation
Wave 4 Network, Nintendo Online
Text change Q21 - -
Gaming platform website or app e.g.
Wave 5 PlayStation Network, Nintendo Online,
Roblox

1 For reference, copies of questionnaires have been published alongside this report:
https://www.ofcom.org.uk/research-and-data/online-research/internet-users-experience-of-harm-online
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New code added to Q21

New code added to Q21a

New codes added toc Q23

Q21a

Wave 5

Wave 5

Wave 5

File sharing service e.g. Google Drive,
Apple iCloud

In an advertisement

Google Bard

Bing Al

Ekoru

Ocean Hero

Code wording updated

New codes added to Q24

Code wording updated

New codes added to Q25

Code removed

Wave 5 Twitter/X
DeviantArt
Wave 5
Threads

Twitter

Wave 5

Twitter/X

Wave 5

Wave 5

Clapper

Threads

Youlioy Online Experiences Tracker Wave 5 {(January) Technical Report

INQO000615301_0373




Omegle

New code added to Q26 Wave 5

Clapper

Wave 4 Xbox Live

Code wording updated

Wave 5 Xbox Network (formerly Xbox LIVE)

Fruitlab

Code removed Wave 5

Metaverse

DropBox

Google Drive

One Drive
New question added WeTransfer
Q29. Which file sharing
service were you using Wave 5 Box
when you experienced
[insert harm selected at
?
Q97 Apple AirDrop
Apple iCloud
Other

Can't remember
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Prefer not to say

Yes — but | don't understan y itwas
Wave 4 taken down (removed).and dor?’t.think it
breached the service’s policies

Yes — but | don’t understand why it was

Code changes taken down (removed)

Wave 5

Yes — but | don't think it breached the
sarvice’s policies

Which of the following, if any, do you
Wave 4 belie\{e are currenltly respon;ible for
overseeing and monitoring online safety?

Question wording change

As far as you are aware, which of the
Wave 5 following bod.y or bodieg is the regulator
for online safety in the UK?

| have heard of the Online Safety Act and
know a lot about

I have heard of the Online Safety Act and
know a fair amount about it

New question added:
| have heard of the Online Safety Act but
Which of the following best Wave 5 don’t know much about it
describes your knowledge of
the Online Safety Act?

| have never heard of the Online Safety
Act

Don’'t know
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New question added:

The UK Online Safety Act Very confident
2023 makes companies that
operate a wide range of
online services legally

responsible for keeping Fairly confident
people in the UK, especially
children, safe online when
using services such as
social media, chat and
instant messaging services, Not very confident
gaming, search services etc.

How confident are you, if at
all, that the Online Safety

Act will keep each of the Wave 5 Not at all confident
following safe online?
-Children (under
1:21).|Its Don't know

Where appropriate YouGov used ‘PDLs’ which are information identifiers assigned to panel members
based on their previous responses. PDLs used in Waves 4 & 5:

e Region
o Ethnicity
¢ Religion

NET definitions featured in the published tables

Certain subgroups within the sample were grouped together to aid analysis and are featured alongside
this report in the published data tables. The definitions of these so-called ‘NETSs’ are in the table below.

Changes to some ‘NET’ definitions were made between the different waves of the research. Wherever
present, these have been noted in the ‘Wave’ column in the table below:

Category NET Wave Definition
Demographics \
English/ Welsh/ Scottish/ Northern Irish/
British
- . Irish
Ethnicity White Waves 4 & 5
Gypsy, Traveller or Irish Traveller
Any other white background
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White and Black Caribbean

White and Black African

Mixed/ Multiple
ethnic groups White and Asian
Any other mixed/ multiple ethnic
background
Indian
Pakistani
Asian and Bangladeshi
British Asian Chinese

Any other Asian background

Caribbean

Black and black African

British Any other black/ African/ Caribbean
background
. Arab
Other ethnic
group Any other ethnic background

Any Waves 4 & 5 Any reported limiting/impacting condition
Limiting/Impacting Mental Health Wave 4 & 5 Your mental health? Anxiety, depression,
Conditions* Condition or trauma-related conditions, for example

Adults and Children

Nothing — no impairments or conditions
No disability Waves 4 & 5 impact or limit your daily activities or the
work you can do

None
Low usage
Wave Less than 6 hours
485 6 to 11 hours

Medium usage
12 to 22 hours

23 to 30 hours

High usage

Over 30 hours
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Platform vs
individual
responsibility

Itis the
responsibility
of the
website or
app to
control what
is posted on
their site vs.
Itis the
responsibility
of the
individual to
ensure what
they are
posting is
appropriate
for other
users

Onus on
platform

The neutrals

Onus on the
individual

Waves 4 & 5

If score 0-3

If score 4-6

If score 7-10

Search
engine vs
individual

responsibility

Itis the
responsibility
of the search

engine to
control what
is presented
in search
results vs. It
is the
responsibility
of the
individual to
ensure they
have the
correct
settings in
place to only
be
presented
with content
appropriate
for them

Onus on the
search engine

The neutrals

Onus on the
individual

Waves 4 & 5

If score 0-3

If score 4-6

If score 7-10

Confidence
in staying
safe online

| feel
confident in
my ability to
stay safe
online vs. |
do not feel
confident in
my ability to
stay safe
online

Safety confident

The neutrals

Not confident

Waves 4 & 5

If score 0-3

If score 4-6

If score 7-10

Waves 4 & 5

Online Experiences Tracker Wave 5 {(January) Technical Report
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Benefits vs
risks of
going online

The benefits
of going
online
outweigh the
risks vs. The
risks of
going online
outweigh the
benefits

Benefits
outweigh risks

Neutral

Risk outweigh
benefits

If score 0-3

If score 4-6

If score 7-10

Sufficiency
of common
sense o
protect from
exposure to
potential
harms

Using a bit
of common
sense when
you're online

usually
prevents you
from seeing
harmful or
offensive
photos and
videos vs. It
is impossible
to avoid
seeing
harmful or
offensive
photos and
videos if you
go online

Common sense
is sufficient

Neutral

Resigned to
potential harms

Waves 4 & 5

If score 0-3

If score 4-6

If score 7-10

Free speech
vs content
monitoring

The Internet
has an
important
role in
supporting
free speech,
even when
some users
might find
the content
offensive vs.
itis
important for
sites to
monitor and
delete
offensive
views to
protect other
users

Free speech
advocates

The neutrals

Protection
prioritisers

Waves 4 & 5

If score 0-3

If score 4-6

If score 7-10

Support for
more online
safety
measures

There are
enough
online safety
measures in
place vs
there should
be more
online safety
measures in
place

Measures meets
needs

Neutral

Waves 4 & 5

If score 0-3

If score 4-6
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Further
measures If score 7-10
needed
For me
personally, Benefits
the benefits outweigh risks If score 0-3
of going
online
Benefits vs | outweigh the
risks of risks vs. For Neutral Wave 4 &5 If score 4 to 6
going online me
personally,
the risks of
going online i i
outweigh the R|sI;seg:E/tvse|gh If score 7-10
benefits
Internet is good
The internet for society If score 0-3
is good for
Spc;etal socgety VS. Waves 4 & 5
impact the internet
is damaging Neutral If score 4-6
to society
Internet is
damaging If score 7-10
society

Net Lo

1 - Mildly concerned or 2 or 6 - Not
concern/Not
concerned at all
concerned at all
Concern of potential harm Net: Low Waves 4 & 5 1 - Mildly concerned or 2

concern
Net: High 4 or 5 - Very concerned
concern

Amll_::fr?ed Waves 4 & 5 Q8 any named harm codes 1-47
Experience of potential harm
Contact/Conduct | Waves 4 & 5 Unwelcome friend or follow requests, or
harm messages
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Stalking, cyberstalking or intrusive
behaviour

People pretending to be another person,
e.g. ‘catfishing’

Persistent bullying online

Trolling, i.e. a person who says something
to cause intentional upset or provoke a
negative reaction

Pressure to send sexual or nude images
or videos

People sending unwanted/unsolicited
sexual or nude images or videos, e.g.
‘cyber flashing’

Private/intimate information made public,
e.g. ‘'doxxing’

Sharing of, or threats to share, intimate
images without consent e.g. 'revenge porn’

Intentional harassment during gaming, e.g.
‘griefing’

Private conversations shared without
consent
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Group shaming, boycotting, or excluding
someone based on their views, opinions
on actions, including online ‘pile-ons’

Generally offensive or ‘bad’ language, e.g.
swearing, rudeness

Unwanted sexual messages

One off abusive behaviour or threats

Receiving unrequested gifts or in-game
Wave 5 gifts from someone you've had brief, or no
communication with, online or offline

Hateful, offensive or discriminatory content
that targets a group or person based on
specific characteristics like race, religion,

disability, sexuality or gender identity; e.g.

hate speech

Sexual/ pornographic content

Content or language which objectifies,
Content harm Waves 4 & 5 demeans or otherwise negatively portrays
women

Content depicting the sexual abuse or
sexual exploitation of children [NOT
SHOWN TO UNDER 18]

Content encouraging extremism,
radicalisation or terrorism
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Content depicting or encouraging violence
or injury

Content encouraging gambling, e.g. sports
betting, or casino-style games [ ONLY
SHOW TO UNDER 18]

Misinformation i.e. false or misleading
stories, claims or assertions e.g. fake
news’

Content promoting self-harm

Content promoting suicide

Content promoting excessive or unhealthy
dieting/exercise

Content relating to eating disorders

Promotion of female genital mutilation
(FGM) [NOT SHOWN TO UNDER 18]

Fake or deceptive images/videos, e.g.
‘deep fakes’

Content glamourising unhealthy or abusive
lifestyles, e.g. binge drinking, drug taking
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Content depicting animal cruelty

Content depicting dangerous stunts or
online challenges [ONLY SHOWN TO
UNDER 18]

Content which advertises alcohol or
cigarettes [ONLY SHOWN TO UNDER 18]

Content facilitating human trafficking
(including sexual and labour exploitation,
or recruitment for county lines activity) and
illegal immigration

Content which promotes and/or
encourages children to eat or ingest
harmful substances e.g. bleach, detergent
[ONLY SHOW TO UNDER 18]

Sale or advertisement of illegal drugs or
psychoactive substances e.g. ‘magic
mushrooms’

Sale or advertisement of weapons

Commercial Waves 4 & 5 Collection or use of my datla wlthout my
harm knowledge or permission

Scams, fraud, or phishing

Unintentionally spending money on in-app
purchases or gifts
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Paid-for or sponsored content which was
not clearly marked as such, e.g.
‘astroturfing’

Content which advertises prostitution, or
offers accommeodation etc in exchange for
sex [NOT SHOWN TO UNDER 18]

Sexual/ pornographic content

Content promoting self~harm

Primary Priority

Content Wave 4 & 5 Content promoting suicide
(PPC)

Content promoting excessive or unhealthy
dieting/exercise

Content relating to ealing disorders

Hateful, offensive or discriminatory content
that targets a group or person based on
specific characteristics like race, religion,
disability, sexuality or gender identity; e.g.
hate speech

Priority Content Content or language which objectifies,
Y Wave 4 & 5 demeans or ctherwise nagatively portrays
(PC) women

Content depicling or encouraging violence
or injury
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Persistent bullying online

Trolling, i.e. a person who says something
to cause intentional upset or provoke a
negative reaction

Private/intimate information made public,
e.g. ‘doxxing’

Intentional harassment during gaming, e.g.
‘griefing’

Private conversations shared without
consent

Content glamourising unhealthy or abusive
lifestyles, e.g. binge drinking, drug taking

Group shaming, boycotting, or excluding
someone based on their views, opinions or
actions, including online ‘pile-ons’

Content depicling animal cruelty

Content showing dangerous stunts or
online challenges

Content which advertises alcohol or
cigareties
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Content which promotes and/or
encourages children to eat or ingest
harmful substances e.g. bleach, detergent

One off abusive behaviour or threatls

Sexual/ pornographic content

Content promoting self~harm

Content promoting suicide

Content promoting excessive or unhealthy

dieting/exercise
Primary Priority

Content /Priority
Content
(PPC & PC)

Wave 4 & 5

Content relating to eating disorders

Hateful, offensive or discriminatory content
that targets a group or person based on
specific characleristics like race, religion,
disability, sexuality or gender identity; e.g.
hate speech

Content or language which objectifies,
demeans or otherwise negatively porfrays
women

Content depicting or encouraging viclence
or injury
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Persistent bullying online

Trolling, i.e. a person who says something
to cause intentional upset or provoke a
negative reaction

Private/intimate information made public,
e.g. ‘doxxing’

Intentional harassment during gaming, e.g.
‘griefing’

Private conversations shared without
consent

Content glamourising unhealthy or abusive
lifestyles, e.g. binge drinking, drug taking

Group shaming, boycotting, or excluding
someone based on their views, opinions or
actions, including online ‘pile-ons’

Content depicling animal cruelty

Content showing dangerous stunts or
online challenges

Content which advertises alcohol or
cigareties
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Content which promotes and/or
encourages children to eat or ingest
harmful substances e.g. bleach, detergent

One off abusive behaviour or threatls

Hateful, offensive or discriminatory content
that targets a group or person based on
specific characleristics like race, religion,

disability, sexuality or gender identity; e.g.

hate speech

Content or language which objectifies,
demeans or otherwise negatively portrays
wornen

Promuotion of female genital mutilation
(FGM) [DO NOT SHOW TO UNDER 18]

Unwelcome friend or follow requests, or

messages
Violence Against
Women and Wave 5
Girls
Stalking, cyberstalking or harassing

behaviour

People pretending to be another person,
e.g. ‘catfishing’
Persistent bullying online
Trolling, i.e. a person who says something
to cause intentional upset or provoke a
negative reaction
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Prassure to send sexual or nude images
or videos

People sending unwanted/unsolicited
sexual or nude images or videos, e.g.
‘cyber flashing’

Fake or deceptive images/videos, e.g.
‘deep fakes’

Collection or use of my dafa without my
knowledge or permission

Private/intimate information made public,
g.¢. ‘doxxing’

Sharing of, or threats to share, intimate
images without consent e.g. revenge porn’

Intentional harassment during gaming, e.g.
‘griefing’

Private conversations shared without
consent

Group shaming, boycotting, or excluding
someone based on their views, opinions or
actions, including online ‘pile-ons’

Unwanted sexual messages
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Content which advertises prostitution, or
offers accommaodation etc in exchange for
sex [DO NOT SHOW TO UNDER 18]

One-off abusive behaviour or threats

Content that shames or stigmatizes certain
body types e.g. body size, shape or

features
5 the Jast 4 woe
i e N

Once
2-3 fimes
Frequency pf exposure to Net:. All Waves 4 & 5 4-5 times
potential harms experience
6-10 times

More than 10 times

A spacific age group

Disabled people {(physical or mental)

Trans people

Pregnant people/ those on maternity leave

People of a particular marital status (e.g.
married, single, civil partnership)

Online harms directed at Net: Any Waves 4 & 5
Ethnicity
A religious group
Sexual orientation
Another group (please specify)
Men and boys
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Women and girls

Non-binary people

Asylum seekers

A political group

Gypsy or Irish Travellers

Nationality

Regionality

Clicked the report/flag bution, or marked
as junk

Repostedfforwarded the content to
highlight that it was
wrong/misteading/harmful

Contacted others in the community fo
make them aware of the issue

Action taken after

e : Any Action Waves 4 &5
experiencing potential harm
Complained to the website/app, social
media site or email sender
Informed the police
Informed Ofcom
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Informed a support service

Contacted the account/user responsible
for the issue

Closed my account/left the service

Unfollowed/unfriended/blocked/muted the
person who posted it/ deleted the email

Told a friend or family member

| use the platform less

| have stopped using the platform
altogether

| have stopped commenting, liking or
posting

i stopped what | was doing/closed down
the app or website

Changed my settings to change the type of
content | see
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Changed my setlings to change who can
see my profile

| flagged/reporied content | am not
interested in seeing

Something else {informed your internet
service provider, informed ancther
regulator, contacted the press, informed
the Information Commissioner's Office
(ICO)

Clicked the reportifflag bution, or marked
as junk

Contacted others in the community to
make them aware of the issue

Complained to the website/app, social
media site or email sender

Reported or

flagged content Waves 4 & 5 Informed the police

Informed Ofcom

informed a support service

Contacted the account/user responsible
for the issue
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i flagged/reportied content | am not
interested in seeing

Something else (informed your internet
service provider, informed another
regulator, contacted the press, informed
the Information Commissioner's Office
(ICO)

Closed my account/left the service

| use the platform less

Disengaged or

changed Wave 4 8 5 | have stopped using the platform
engagement altogether

behaviour

| have stopped commeanting, liking or
posting

| stopped what | was doing/closed down
the app or website

| didn’t consider it to be offensive,
disturbing or harmful

Why no action Didn'tthink it |\ s 485 | Ididntlike it, but | didn't consider it bad

was that serious enough to do something about

| didn’t see the need to do anything

Awareness of The content was removed
Results of reporting result of Waves 4 & 5
reporting | got a written response
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Site/service when
experience harm

Non-Email

Wave 4 & 5

| was asked to provide further information

A website or app where you view videos
posted by other users e.g. YouTube,

TikTok

Social media website or app e.g.
Facebook, Twitter, Instagram

Livestreaming website or app — this could
be part of a social media website or app
e.g. Twitch, Facebook Live

A search engine e.g. Google, Yahoo

Instant messenger website or app e.g.
Facebook Messenger, WhatsApp

News website or app e.g. BBC News, The
Guardian, Daily Mail Online

Gaming platform website or app e.g.
PlayStation Network, Nintendo Online,
Roblox

A Q&A website or app e.g. Quora, Yahoo!
Answers

Blog website or app e.g. WordPress,
Bloglovin’

Shopping website or app e.g. Amazon,
eBay, Depop

Online dating websites or apps e.g. Tinder,
Bumble

Video on demand application e.g. Netflix,
Now TV

An in-game chat / chat room

Youliov
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‘Adult’ site containing sexual content

Generative Al e.g. ChatGPT

Wave 5

File sharing service e.g Google Drive,

Apple iCloud
Very confident
Confident Wave 5
Confidence in the Online Fairly confident
Safety Act keeping
Children/Adults safe Not very confident
Unconfident Wave 5
Not at all confident
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Technical report — Online Experiences Tracker (Wave 6, May-June 2024)

Preface

Wave 6 of the Online Experiences Tracker (2024} was underiaken by YouGov on behalf of Ofcom.

The chjectives of this quantitative tracking study, as with previcus waves of the research, were to gain
a deeper understanding of internet users' atfitudes towards and use of the internet, and their
experiences of potential harms online, and to monilor these over time.

The insights collected from this tracking data over time have served to shape Ofcom's preparations for
their duties under The Online Safely Act 2023, The data from the tracker continues fo inform
policymakers about items covered by the Act.

This report refers {o the sixth wave completed in May-ldune 2024, Further information about the study is
summarised in the sections below. More information on the previous wave’s approach and methodology
is available here.

Summary of Approach

= The Online Experiences Tracker {Wave 8) survey was conducted amongst a nationally
represeniative sample of UK inlernet users aged 13-84 and addresses their atlitudes towards
and use of the internet, and their experiences of potentially harmiul behaviour or content online.

+« The Online Experiences Tracker is a multi-wave study with research taking place in November
2021, May 2022, July 2023, January 2024 and most recently May/June 2024, | builds on
previous work of similar focus (‘Pilot Online Harms Survey’) which was commissioned by Ofcom
in 2020 to explore internet usage and behaviours, attitudes towards online safety regulation, and
experiences of potential online harms. The pilot study informed preparations for the Online
Safety regime.

= Respondenis were recruifed to be nationally representative of the UK internet user population,
with guotas set on gender, age, socic-economic group and region. Boosts were applied 1o low
incidence groups such as younger respondenis, those living in specific UK nations, those
belonging to specific religions and minority ethnic groups 1o allow for base sizes robust enough
for analysis,

= A total of 7,837 interviews (including boosts) were conducted for Wave 8, with the sample
reflecting similar sizes o Waves 1, 2, & 5. All fleldwork was conducted between 23rd May and
8% June 2024

« The average length of the interviews in Wave 5 was 16 minutes, 7 seconds, and in Wave 6 i
was 16 minutes, 21 seconds.
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Significance Testing

Significance testing is applied at the 95% confidence level for comparisons within Wave 6. In Wave 6
tables, significance testing is carried out between subgroups, while each subgroup is additionally
tested against the total.

For comparisons between Wave 6 and other Waves we carry out significance testing at the 99%
confidence level due to the larger sample size.

Financial vulnerability

We have included in each set of data tables a measure for household financial vulnerability, ranging
from most to least vulnerable. This definition was provided by Ofcom and is based on household income
and household composition (i.e., size of household and number of children) and can only be run on data
where respondents have given a response at each of these questions. The definition of each group has
been remained in line with Wave 2 specifications.

The following breakdown shows the detailed definitions for each group:

POTENTIALLY LEAST
financially vulnerable financially vulnerable

Earning between £10,400 - Earning between £26,600 -
£25,999 £36,399
1-2 adult, 0-1 child 1 adult, O children
3 adults, no children
Earning between £26,000 - Earning between £36,400 -
£36,399 £51,999
1 adult, 1 to 3 children 1 adult, 0-1 child
2 adults, 0 to 3 children 2 adults, 0 children

3 adults, 0 to 1 child
4 adults, no children

Earning between £36,400 - Household income £52,000+
£51,999
1 adult, 2-3 children All households

2 adulis, 1-2 children
3 adults, 0-2 children
4 adults, 0-1 child

5 adults, O children
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Sample and Fieldwork Design

All respondents who took part in the research were drawn solely from the YouGov panel of over 3.3m
people who live in the UK. The approach taken was {0 survey a nationally representative sample of UK
internetf users. The YouGov panel is large enough to enable the selection of nalionally representative
samples that reflect the actual breakdown of the population across the Key demographics of age, gender,
region and social grade.

Children between 13-17 were recruited through their parents or guardians. The survey was passed o
the children afier obiaining parents' or guardians' consent. Children then gave their own consent and
had the opportunity to decline to participate in the research if they wanted, If there was more than one
child in the household aged 13-17 years, the parent or guardian was asked 1o select one child to take
part in this survey.

During this recruiiment parents are asked to give consent as to whether they were happy for their
children to take part in guestion C1, of which 436 parents, which equals 37% of invited parents, said
‘No' to their children taking part in the survey. Subsequently, at question C7, the children of parents who
responded positively were requestied {o provide their own consent {o participate in the survey. Of these
children, 4 did not provide consent and hence didn't take part in the survey.

Boost

After the main fieldwork was completed, sample boosts were applied to achieve a minimum of n=100
interviews among all ethnic minority groups, low incidence religious minority groups (Judaism,

Hinduism, Sikhism, and Buddhism}, and each age group between 13 and 17 years old. Regarding the
UK nationsg, an additional boost was applied to attain n=350 in Wales and n=350 in Northern Ireland.

Due to the significantly low incidence rale seen among some specific ethnic groups, a boost is
implemented (o encourage best efforts, however it is not necessary to aliain a maximum of 100
completes (e.g. Gypsy or Irish travellers or Arab).

There was an overlap observed among certain groups, such as Irish (ethnicity} and Northern Ireland
(UK nation} Hindus {religion), and Indians {ethnicity}, which consequently led to certain groups having
a higher number of complstions compared to others.

The table below shows the unweighied and weighted numbers of completes for each boosted group:

Total Nat rep Boost Total achieved Nat rep Boost
Demographic Category achieved | achieved | achieved achieved | achieved
Unweighted Weighted
13 11 89 22 110 89 22
14 111 111 0 110 110 G
Children's ags 15 116 101 15 113 g8 15
16 108 75 33 106 73 33
17 111 65 46 110 64 46
rish 284 65 219 276 57 219
Gypsy or lrish 83 3 80 83 3 80
Ethnicity Traveller
White and Black 1158 67 48 117 69 48
Caribbean
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White and Black 116 98 20 120 100 26
African
White and Asian 113 54 59 112 53 59
Any other Mixed 137 44 93 138 44 a3
/ Muttiple ethnic
background
Indian 268 74 194 288 74 194
Pakistani 102 35 67 102 35 87
Bangladeshi 102 14 23 102 14 88
Chinesa 139 29 110 139 29 110
Any other Asian 125 34 a1 126 35 91
hackground
African 163 130 33 166 133 33
Caribbean 103 16 87 104 17 87
Any other Black 104 15 89 104 15 89
{ African /
Caribbean
background
Arab 88 11 78 89 (K 78
Any other ethnic 148 26 120 148 26 120
group
Judaism 112 24 82 112 25 a8
o Hinduism 125 30 o5 125 30 95
Religion Sikhism 105 11 94 108 11 g4
Buddhiam 106 22 84 106 22 84
) Wales 399 311 a8 398 310 88
UKnations 17 rihern reland 365 178 187 311 124 187
Quotas

Interview guolas were applied so that the final sample was representative of UK internet users by age,

gender, region and socio-economic group (SEG).

Targets for quotas were derived from Ofcorn. Quotas were set on the following variables:

® 8 2 @

Age (13-17, 18-24, 25-34, 35-44, 45-54, 55-684, 64-74, 75-84)
Gender
Region
Soclo-sconomic group (SEG)

The table below details the specific quotas used for this study:

Demographic group Category Quota
Male 49%
Female 51%
13-17 7%
18-24 11%

YouGov
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25-34 17%
35-44 16%
45-54 18%
55-64 14%
65-74 11%

75-84 6%

Scotland 8%

North East 4%

North West "M%
Yorkshire & Humberside 8%
West Midlands 9%
East Midlands 7%

Region

Wales 5%

Eastern 9%

London 14%

South East 14%

South West 9%
Notthern Ireland 3%

AB 27%

C1 30%

Social Grade

c2 21%

DE 22%

YouGov considers a ‘complete’ response if a respondent has answerad all sections of the questionnaire,
Those that choose not 1o answer specific section within the script were removed from the final dataset.

Below is a comparison of the final sample for Wave 5 against the final data in Wave 6 across key
demographics:

Demographic group Category Wave 5 Wave 6
Total sample 7,611 7,837
Gender Male 48% 7%
Female 51% 51%
13-17 7% 7%
18-24 10% 11%
25-34 18% 19%
35-44 17% 17%
Age 4554 18% 17%
55-64 14% 13%
65-74 11% 10%
75-84 5% 5%
Region Scotland 7% 7%

YouGov
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North East 4% 4%

North West 10% 10%

Yorkshire & Humberside 7% 7%

West Midlands 9% 9%

East Midlands 6% 7%

Wales 5% 5%

East of England 9% 9%

London 17% 17%

South East 13% 13%

South West 8% 8%

Northern Ireland 4% 4%

. ABC1 59% 60%
Social Grade CaDE % P00
English/Welsh/Scottish/Northem Irish/British 67% 64%

Irish 3% 4%

Gypsy or Irish Traveller 1% 1%

Any other White background 3% 3%

White and Black Caribbean 1% 1%

White and Black African 1% 2%

White and Asian 1% 1%

Ethnicity - oA =
Pakistani 1% 1%

Bangladeshi 1% 1%

Chinese 1% 2%

Caribbean 1% 1%

African 2% 2%

Arab 1% 1%
No religion 50% 50%
Catholic 9% 1%
Church of England/Scotland/Ireland 18% 17%

Muslim 4% 4%

Hindu 2% 2%

Religion Jewish 1% 1%
Sikh 2% 1%

Buddhist 2% 1%

Other religion 2% 2%

Prefer not to say 4% 5%

Weighting

The data {excluding boosts) has been weighted to be representative of the UK internet user population
on age within gender, and overall, fo regional and SEG profiles. The boosts’ samples are not weighted.

YouGov
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Fieldwork

All interviews were conducted over a 16-day period between 23rd May ~ 8th June 2024, Nat rep fisldwork
was conducted between 23™ May and 28" May 2024, with boosts conducted over 28" May and 8" June
2024,

Due to the highly sensitive nature of some of the research {opics (e.g. experiences of potentially harmful
behaviour or content onling), respondents were given the option to end the survey at three points. They
ware also forewarned of the sensitive nature of the research topic and asked o give their consent to
participate, in line with MRS guidelines.

Farticipants who opted out {and also those who completed the survey) were provided with a list of
resources if further support was needed.

The guestionnaire also included questions designed to obiain consent {o be contacted for participation
in further qualiitative research info online habits, attitudes and behaviours, as well as experience of
potential online harms. This dala is managed and stored in line with GDPR commiiments.

YouGov carried out the following standard checks during and post-fisldwork:

« Manual checks post-fieldwork to remove anyone who responded in unreasonable ways.

« Manual flatlining’ checks post-fisldwork to check grid guestions and ensure respondenis did not
answer the same codes across an unreasonable range of grid / scale questions.

« Open-end checks fo ensure respondents answered thoughtfully and were not ‘spamming’
answers.

« The parlicipants removed from the survey through the QA checks were excluded from final
demographic quotas as well as from the dalasetl.

Sample Representativeness

The following table shows both the initial unweighted sample and the final weighted sample profiles:

Demographic group Un:':li?:;ed Unweighted % Weighted counts Weighted %

Male 13-17 280 4 285 4

Male 18-34 1084 14 1085 14

Male 35-54 1312 17 1293 17

Male 55+ 1048 13 1055 14

Female 13-17 281 3 258 3

Female 18-34 1168 15 1160 15

Famale 35-54 1381 18 1364 17

Famale 55+ 1168 15 1185 15
Scotland 581 7 569

Morth East 287 4 277 4

North West 823 i 807 10

Yorkshire and the Humber 368 7 568 7

West Midlands 718 9 702 g
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East Midlands 521 7 510 7
Wales 389 5 388 8
East of England 6588 g 682 9
London 1313 17 1344 17
South Fast 860 12 1033 13
South West 514 8 531 8
Northern lreland 365 5 311 4
AR 2321 32 2222 31

o1 2129 29 2128 29

Iov; 1288 18 1388 19

DE 1542 21 1548 21

Guide to Statistical Reliability

The varigtion betwesn the sample resulis and the “frue” values (the findings that would have been
obiained if everyone had been inlerviewed) can be predicted from the sample sizes on which the rasulls
are based, and on the number of times that a particular answer is given. The confidence with which we
can make this prediction is calculated at the 99% level: that is, the chances are 88 in 100 that the "true”
values will fall within a specified range. However, as the sample is weighted, we need fo use the effective
sample size (ESS) rather than actual sample size to judge the accuracy of resulls. The Tollowing table

compares ESS and actual samples for some of the main groups within the sample.

KEY DEMOGRAPHIC GROUPS ACTUAL BASE ESS
TOTAL 7,837 7,788
GENDER: Male 3,732 3,710
GENDER: Female 3,978 3,953
AGE: 13-17 557 554
AGE: 18-24 837 832
AGE: 25-34 1,490 1,481
AGE: 35-44 1,357 1,349
AGE: 45-54 1,370 1,361
AGE: 55-64 1,023 1,017
AGE: 65-74 794 790
AGE: 75+ 409 407
SEG: AB 2,321 2,311
SEG: C1 2,129 2,120
SEG: C2 1,288 1,281
SEG: DE 1,542 1,534

The table below lllustrates the required ranges for different sample sizes and percentage resulis at the
“89% confidence interval”

Variables

Actual
Sample

Effective
Sample

10% or 90%

20% or 80%

30% or 70%

40% or 60%

50%

YouGov
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Total 7,837 7,788 0.88 117 1.34 1.43 1.46
3,978 3,053 1.23 1.64 1.88 2.01 2,05
Female
3,732 3,710 1.27 1.69 1.94 2,07 212
Male
317 557 554 3.30 4.40 5.04 539 5.50
1824 837 832 269 3.58 4.10 439 4.48
1,490 1,481 2.01 268 3.07 3.28 335
25-34
s5.44 1,357 1,349 2.11 281 322 3.44 351
455 1,370 1,361 2.10 2.80 321 343 350
1,023 1,017 243 3.04 3.71 3.97 405
55-64
65.74 794 790 276 3.68 4.21 450 4.60
409 407 3.85 5.14 5.89 6.29 6.42
75+
AB 2,321 2,311 1.61 215 246 263 268
o1 2,129 2,120 1.68 224 257 2.74 2.80
2 1,288 1,281 216 288 3.30 353 361
oF 1,542 1,534 1.98 263 3.02 3.23 3.29
Ethnic 1,822 1,818 1.81 242 277 2.96 3.02
Minorities
) 5,591 5549 1.04 1.38 1.59 1.69 1.73
White

For example, if 30% or 70% of a sample of 7 837 gives a particular answer, the chances are 9% in 100
that the “true” value will fall within the range of +/- 1.34 percentage points from the sample results,

When resulls are compared between separate groups within a sample, different results may be
obtained, The difference may be “real”, or it may occur by chance (because not everyones has been
interviewed). To test if the difference is a real one — Le. if it is "stalistically significant” — we again have
to know the size of the samples, the percentages giving a certain answer and the degree of
confidence chosen. If we assume "88% confidence interval”, the difference between two sample

results must be greater than the valuss given in the {able below o be significant.

Differences required for significance at or near these percentages.

z ?ae{iahié .

. Actualsample

Effective
Sample

sor  A0%or

0%

YouGov
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Female

Gender
Male
1317
Age
g 75+
ABC1
Social Grade
C2DE
Minorities
Ethnicity .

White

3,978
3,732
557
409
4,450
2,830
1,822
5,591

3,953
3,710
554
407
4,431
2,815
1,818
5,549

Prioritisation of codes for summary tables:

1.77

5.06

1.86

2.36

6.74

2.70

7.72

2.85

3.19

2.89 294
8.26 8.43
3.04 3.1
3.41 3.48

Regarding the Q7_any named harm summary tables, where respondents' concern levels were asked
for listed potential harms, codes are prioritised in the following order: Code 5 (Very concerned_
>4>3>2> 1(Mildly Concerned). If a respondent answered code 6 (Not concerned at all) or code 7
(Don't know), then code 6 was kept.

Prioritisation was also applied to Q46 combined summary tables, where respondents were asked
confidence in the Online Safety Bill in keeping adults and children safe, codes are prioritised in the
following order: (Very Confident 1>2>3>4>5 Not at all confident).

Changes to the questionnaire between waves

Multiple additions and amendments were made to the questionnaire for Wave 6 as either improvements
or revisions, in line with the shifting policy focus. A summary of changes has been included below .

Category

New codes added to Q8/Q9

Text change

Question/Net

Wave

Break 1 - Experience of Harms

Q8/Q9

' For reference, copies of questionnaires have been published alongside this report:

Q8/9 - Any
Named Harm

Q21

Wave 5

Q21

Wave 4

Content that shames or stigmatizes
certain body types e.g. body size, shape
or features

Definition

Receiving unrequested gifts or in-game
gifts from someone you’ve had brief, or
no communication with, online or offline

Q8/Q9 any named harm codes 1-47

Gaming website or app e.g. PlayStation
Network, Nintendo Online

https://www.ofcom.org.uk/research-and-data/online-research/internet-users-experience-of-harm-online
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Gaming platform website or app e.g.

Wave 5 PlayStation Network, Nintendo Online,
Roblox
New code added to Q21 Wave 5 File sharing service e.g. Google Drive,

Apple iCloud

Social media website or app e.g.
Facebook, X (formerly Twitter), Instagram

Online gaming website or app, but not
including in-game chat e.g. Fortnite, EA
Sports FC 24, Roblox

A Q&A website or app e.g. Quora

Text change Wave 6

Video on demand website or app e.g.
Netflix, Now

Generative Al e.g. ChatGPT, Snapchat
MyAl

File sharing service e.g. Apple AirDrop,
Google Drive, Apple iCloud

Shopping website or app e.g. Amazon,

Codes removed Wave 6
eBay, Depop

User to user marketplaces e.g. Facebook
Marketplace, eBay, Vinted

New codes added Wave 6

Retail shopping e.g. Amazon, Tesco,
Temu

New code added to Q21a Q21a Wave 5 In an advertisement

Google Bard
Bing Al
New codes added to Q23 Q23 Wave 5
Ekoru
Ocean Hero
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Search HQ
Wave 6 Tineye
Baidu
Code wording updated Wave 6 Google Gemini
Wave 4 Twitter
Code wording updated Wave 5 Twitter/X
Wave 6 X (formerly Twitter)
DeviantArt
Wave 5
Threads
Q24 Mastodon
XPro (formerly Tweetdeck)
New codes added to Q24 Bluesky
Wave 6 Tusky
Twidere
Fedilab
Tooot
YouGov Online Experiences Tracker Wave 6 (May/dune) Technical Report 12

INQO000615301_0409



Code wording updated

Toot!

New codes added to Q25

Wave 4 Twitter
Wave 5 Twitter/X
Wave 6 X (formerly Twitter)
Wave 5 Clapper

Threads

Code removed Wave 5
Omegle
New code added to Q26 Wave 5 Clapper

Wave 4 Xbox Live
Code wording updated
Wave 5 Xbox Network (formerly Xbox LIVE)
Fruitlab

Wave 5

Metaverse
Code removed Nintendo Online
Wave 6 PlayStation Network

Steam

YouGov
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Xbox Network (formerly Xbox LIVE)

Apple Arcade

VR Chat

Rec room

Horizon World

Metaverse

Fortnite

EA Sports FC 24

Call of Duty HQ (Modern Warfare I,
Modern Warfare I, Warzone)

Grant Theft Auto V/Online

Rocket League

New codes added Wave 6
Tom Clancy’s Rainbow Six Siege
F1
FIFA
The Legend of Zelda
Super Mario (Wonder, Mario Kart)
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Code removed

New question added

Q29. Which file sharing

service were you using

when you experienced

[insert harm selected at
Q9]?

Wave 6

Wave 5

Candy Crush Saga

Royal Match

Pokémon GO

Among Us

Yahoo Answers

DropBox

Google Drive

One Drive

WeTransfer

Box

Apple AirDrop

Apple iCloud

Other

Can't remember

Prefer not to say

YouGov
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Someone | don't know online e.g. a
stranger on social media

New code added Wave 6

ou mentioned that you received an

unwanted sexual message. Thinking

about the most recent experience you

Waves 5 & 6 had, can you please tell us who this
message was from?

Please remember that you do not have to

answer this question. [Routed from Q8]

You mentioned that you received an
[insert contact harm from Q8] Thinking
about the most recent experience you
had, can you please tell us who this
content/message was from?
Please remember that you do not have to
answer this question.

Contact harms routed from this
question:

o Unwelcome friend or follow
requests, or message

o Stalking, cyberstalking or
harassing behaviour

o People pretending to be another
person, e.g. ‘catfishing’

o Persistent bullying online

o Trolling,i.e. a person who says
something to cause intentional
upset or provoke a negative
reaction

o Pressure to send sexual or nude
images or videos

Wave 6 o People sending
unwanted/unsolicited sexual or
nude images or videos, e.g.
‘cyber flashing’

o Private/intimate information made
public, e.g. ‘doxxing’

o Sharing of, or threats to share,
intimate images without consent
e.g. revenge porn’

o Intentional harassment during
gaming, e.g. ‘griefing’

o Private conversations shared
without consent

Question wording/routing
change

o Unwanted sexual messages

o One-off abusive behaviour or
threats

o Receiving unrequested gifts orin-
game gifts from someone you've
had brief, or no communication
with, online or offline
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Yes — but | don't understand why it was
Wave 4 taken down (removed).and don.'t.think it
breached the service’s policies

Yes —but | don’t understand why it was

Code changes taken down (removed)

Wave 5

Yes — but | don't think it breached the
service’s policies

Which of the following, if any, do you
Wave 4 believ.e are currenltly .respon.sible for
overseeing and monitoring online safety?

Question wording change

As far as you are aware, which of the
Wave 5 following boc.!y or bodigs is the regulator
for online safety in the UK?

I have heard of the Online Safety Actand
know a lot about

{ have heard of the Online Safety Act and
know a fair amount about it

New question added:
| have heard of the Online Safety Act but
Which of the following best Wave 5 don't know much about it
describes your knowledge of
the Online Safety Act?

I have never heard of the Online Safety
Act

Don’t know
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New question added:

The UK Online Safety Act
2023 makes companies that
operate a wide range of
online services legally
responsible for keeping
people in the UK, especially
children, safe online when
using services such as
social media, chat and
instant messaging services,
gaming, search services efc.

How confident are you, if at
all, that the Online Safety
Act will keep each of the

following safe online?

-Children (under
18s)
-Adults

Wave 5

Very confident

Fairly confident

Not very confident

Not at all confident

Don't know

Where appropriate YouGov used ‘PDLs’ which are information identifiers assigned to panel members
based on their previous responses. PDLs used in Waves 5 & 6:

e Region
e Ethnicity
e Religion

NET definitions featured in the published tables

Certain subgroups within the sample were grouped together to aid analysis and are featured alongside
this report in the published data tables. The definitions of these so-called ‘NETs’ are in the table below.

Changes to some ‘NET’ definitions were made between the different waves of the research. Wherever
present, these have been noted in the ‘Wave’ column in the table below:

Category NET Wave Definition
Demographics
English/ Welsh/ Scottish/ Northern
Irish/ British
White " ce Irish
Ethnicity avzs Gypsy, Traveller or Irish Traveller
Any other white background
Mixed/ Multiple ethnic White and Black Caribbean
groups
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White and Black African

White and Asian

Any other mixed/ multiple ethnic
background

Indian

Pakistani

Asian and British Asian Bangladeshi

Chinese

Any other Asian background

Caribbean

African

Black and black British
Any other black/ African/ Caribbean

background
Arab
Other ethnic group ,
Any other ethnic background
An Waves 5 & Any reported limiting/impacting
v 6 condition
— . Your mental health? Anxiety,
leglng(/jl_;ppacflng Mental Health Condition Wavzs 58 depression, or trauma-related
onditions conditions, for example
Adults and Children
Nothing — no impairments or
No disability WaV%S S& conditions impact or limit your daily

activities or the work you can do

AR

None

Low usage
Waves 5 & Less than 6 hours
6 6to 11 hours

Medium usage
12 to 22 hours

23 to 30 hours

High usage

Over 30 hours

35

Itis the

Platform vs | responsibility Waves 5 &
individual of the Onus on platform 6 If score 0-3
responsibility website or
app to
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control what
is posted on
their site vs.
Itis the
responsibility
of the
individual to
ensure what
they are
posting is
appropriate
for other
users

The neutrals

Onus on the individual

If score 4-6

If score 7-10

Search
engine vs
individual

responsibility

Itis the
responsibility
of the search

engine to
control what
is presented
in search
results vs. It
is the
responsibility
of the
individual to
ensure they
have the
correct
settings in
place to only
be
presented
with content
appropriate
for them

Onus on the search
engine

The neutrals

Onus on the individual

Waves 5 &

If score 0-3

If score 4-6

If score 7-10

Confidence
in staying
safe online

| feel
confidentin
my ability to
stay safe
online vs. |
do not feel
confidentin
my ability to
stay safe
online

Safety confident

The neutrals

Not confident

Waves 5 &

If score 0-3

If score 4-6

If score 7-10

Benefits vs
risks of
going online

The benefits
of going
online
outweigh the
risks vs. The
risks of
going online

Benefits outweigh risks

Neutral

Risk outweigh benefits

Waves 5 &
6

If score 0-3

If score 4-6

If score 7-10

YouGov
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outweigh the
benefits

Sufficiency
of common
sense to
protect from
exposure to
potential
harms

Using a bit
of common
sense when
you're online
usually
prevents you
from seeing
harmful or
offensive
photos and
videos vs. It
is impossible
to avoid
seeing
harmful or
offensive
photos and
videos if you
go online

Common sense is
sufficient

Neutral

Resigned to potential
harms

Waves 5 &
6

If score 0-3

If score 4-6

If score 7-10

Free speech
vs content
monitoring

The Internet
has an
important
role in
supporting
free speech,
even when
some users
might find
the content
offensive vs.
Itis
important for
sites to
monitor and
delete
offensive
views to
protect other
users

Free speech advocates

The neutrals

Protection prioritisers

Waves 5 &
6

If score 0-3

If score 4-6

If score 7-10

Support for
more online
safety
measures

There are
enough
online safety
measures in
place vs
there should
be more
online safety
measures in
place

Measures meets needs

Neutral

Further measures
needed

Waves 5 &
6

If score 0-3

If score 4-6

If score 7-10
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Benefits vs
risks of
going online

For me
personally,
the benefits
of going
online
outweigh the
risks vs. For
me
personally,
the risks of
going online
outweigh the
benefits

Benefits outweigh risks

Neutral

Risks outweigh benefits

Wave 5 &6

If score 0-3

If score 410 6

If score 7-10

Societal
impact

The internet
is good for
society vs.
the internet
is damaging
to society

Concern of potential harm

Experience of potential
harm

Internet is good for
society

Neutral

Internet is damaging
society

Net Low concern/Not
concerned at all

O Bl e

Net: Low concern

Net: High concern

Waves 5 &

B

R R

Waves 5 &

S 6 b

if score 0-3

If score 4-6

If score 7-10

S EEEE— 5

- Mildly concerned or 2 or 6 - Not
concerned at all

1 - Mildly concerned or 2

4 or 5- Very concerned

Any Named Harm Wavsés 58 Q8 any named harm codes 1-47
Unwelcome friend or follow requests,
or messages
Waves 5 &
Contact/Conduct harm 6

Stalking, cyberstalking or intrusive
behaviour

YouGov
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People pretending to be another
person, e.g. ‘catfishing’

Persistent bullying online

Trolling, i.e. a person who says
something to cause intentional upset
or provoke a negative reaction

Pressure to send sexual or nude
images or videos

People sending unwanted/unsolicited
sexual or nude images or videos, e.g.
‘cyber flashing’

Private/intimate information made
public, e.g. ‘doxxing’

Sharing of, or threats to share,
intimate images without consent e.g.
revenge porn’

Intentional harassment during
gaming, e.g. ‘griefing’

Private conversations shared without
consent

Group shaming, boycotting, or
excluding someone based on their
views, opinions on actions, including
online ‘pile-ons’
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Generally offensive or ‘bad’
language, e.g. swearing, rudeness

Unwanted sexual messages

One off abusive behaviour or threats

Waves 5 &
6

Receiving unrequested gifts or in-
game gifts from someone you've had
brief, or no communication with,
online or offline

Content harm

Waves 5 &
6

Hateful, offensive or discriminatory
content that targets a group or person
based on specific characteristics like
race, religion, disability, sexuality or

gender identity; e.g. hate speech

Sexual/ pornographic content

Content or language which
objectifies, demeans or otherwise
negatively portrays women

Content depicting the sexual abuse
or sexual exploitation of children
[NOT SHOWN TO UNDER 18]

Content encouraging extremism,
radicalisation or terrorism

Content depicting or encouraging
violence or injury

YouGov
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Content encouraging gambling, e.g.
sports betting, or casino-style games
[ ONLY SHOW TO UNDER 18]

Misinformation i.e. false or misleading
stories, claims or assertions e.g. ‘fake
news’

Content promoting self-harm

Content promoting suicide

Content promoting excessive or
unhealthy dieting/exercise

Content relating to eating disorders

Promotion of female genital mutilation
(FGM) [NOT SHOWN TO UNDER
18]

Fake or deceptive images/videos,
e.g. 'deep fakes’

Content glamourising unhealthy or
abusive lifestyles, e.g. binge drinking,
drug taking

Content depicting animal cruelty

25
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Content depicting dangerous stunts
or online challenges [ONLY SHOWN
TO UNDER 18]

Content which advertises alcohol or
cigarettes [ONLY SHOWN TO
UNDER 18]

Content facilitating human trafficking
(including sexual and labour
exploitation, or recruitment for county
lines activity) and illegal immigration

Content which promotes and/or
encourages children to eat or ingest
harmful substances e.g. bleach,
detergent [ONLY SHOW TO UNDER
18]

Sale or advertisement of illegal drugs
or psychoactive substances e.g.
‘magic mushrooms’

Sale or advertisement of weapons

Collection or use of my data without
my knowledge or permission

. Waves 5 &
Commercial harm 6

Scams, fraud, or phishing

Unintentionally spending money on
in-app purchases or gifts

Paid-for or sponsored content which

was not clearly marked as such, e.g.

‘astroturfing’
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Content which advertises prostitution,
or offers accommaodation etc in
exchange for sex [NOT SHOWN TO
UNDER 18]

Sexual/ pornographic content

Content promoting self-harm

Primary Priority Content Waves 5 &

(PPC) 6 Content promoting suicide

Content promoting excessive or
unhealthy dieling/exercise

Content relating to eating disorders

Hateful, offensive or discriminatory
content that targets a group or person
based on specific characteristics like

race, religion, disability, sexuality or

gender identity; e.g. hate speech

Content or language which
objectifies, demeans or otherwise
negatively portrays women

Priority Content (PC) Waves 5 &

Content depicting or encouraging
viclence or injury

Persistent bullying online
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Trolling, i.e. a person who says
something to cause intentional upset
or provoke a negative reaction

Private/intimate information made
public, e.g. ‘doxxing’

intentional harassment during
gaming, e.g. ‘griefing’

Private conversations shared without
consent

Content glamourising unhealthy or
abusive lifestyles, e.g. binge drinking,
drug taking

Group shaming, boycotting, or
excluding someone based on their
views, opinions or actions, including

online ‘pile-ong’

Content depicting animal cruelty

Content showing dangerous stunis or
onling challenges

Content which advertises alcohol or
cigarettes

Content which promotes and/or
encourages children to eat oringest
harmful substances e.g. bleach,
detergent
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One off abusive behaviour or threals

Sexuall pornographic content

Content promoting self-harm

Content promoting suicide

Content promoting excessive or
unhealthy dieting/exercise

Primary Priority Content
/Priority Content
(PPC & PC)

Waves 5 &

6 Content relating {o eating disorders

Hateful, offensive or discriminatory
content that targets a group or person
based on specific characteristics like

race, religion, disability, sexuality or

gender identity; e.g. hate speech

Content or language which
objectifies, demeans or otherwise
negatively portrays women

Content depicting or encouraging
violence or injury

Persistent bullying online
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Trolling, i.e. a person who says
something to cause intentional upset
or provoke a negative reaction

Private/intimate information made
public, e.g. ‘doxxing’

intentional harassment during
gaming, e.g. ‘griefing’

Private conversations shared without
consent

Content glamourising unhealthy or
abusive lifestyles, e.g. binge drinking,
drug taking

Group shaming, boycotting, or
excluding someone based on their
views, opinions or actions, including

online ‘pile-ong’

Content depicting animal cruelty

Content showing dangerous stunis or
onling challenges

Content which advertises alcohol or
cigarettes

Content which promotes and/or
encourages children to eat oringest
harmful substances e.g. bleach,
detergent
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One off abusive behaviour or threals

Hateful, offensive or discriminatory
content that targets a group or person
based on specific characteristics like
race, religion, disability, sexuality or

gender identity; e.g. hate speech

Content or language which
objectifies, demeans or otherwise
negatively portrays women

Promotion of female genital mutilation
(FGM) [DO NOT SHOW TO UNDER
18]

Unwelcome Triend or follow requests,
or messages

Violence Against Women | Waves 5 & Stalking, cyberstalking or harassing
and Girls 6 behaviour

People pretending to be another
person, e.g. ‘catfishing’

Persistent bullying online

Trolling, i.e. a person who says
something 1o cause intentional upset
or provoke a negative reaction

Pressure to send sexual or nude
images or videos
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People sending unwantad/unsolicited
sexual or nude images or videos, e.g.
‘cyber flashing’

Fake or deceptive images/videos,
e.g. ‘deep Takes’

Collection or use of my data without
my knowledge or permission

Private/intimate information made
public, e.g. ‘doxxing’

Sharing of, or threats to share,
intimate images without consente.g.
revenge porp’

Intentional harassment during
gaming, e.g. ‘griefing’

Private conversations shared without
consent

Group shaming, boycotting, or
excluding someone based on their
views, opinions or actions, including

onling ‘pile-ons’

Unwanted sexual messages

Content which advertises prostitution,
or offers accommodation eic in
exchange for sex [DO NOT SHOW
TO UNDER 18]

YouGov Oniine Experiences Tracker Wave 6 (May/lune) Technical Report 32

INQO00615301_0429



One-off abusive behaviour or threats

Content that shames or stigmatizes
certain body types e.g. body size,
shape or features

Hateful, offensive or discriminatory
content that targets a group or person
based on specific characteristics like
race, religion, disability, sexuality or

gender identity; e.g. hate speech

Parsistent bullying online

Net:
Abusive/Bullying/Threats Wave 6
/Hate Speech

Trolling, i.e. a person who says
something fo cause intentional upset
or provoke a negative reaction

One-off abusive behaviour or threats

Once
2-3 fimes
Frequency qf exposure to Net: All experience Waves 5 & 4-5 times
potential harms 6
6-10 times

Mora than 10 times

A specific age group
. . Waves 5 & . .
Online harms directed at Net: Any 6 Disabled people (physical or mental)
Trans people
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Pregnant people/ those on malernity
leave

Pecople of a particular marital status
{e.g. married, single, civil partnership)

Ethnicity

Areligious group

Sexual orientation

Another group (please specify)

Men and boys

Women and girls

Non-binary people

Asylum seekers

A political group

Gypsy or Irish Travellers

Nationality

Regionality

Clicked the report/flag button, or
marked as junk

Reposted/forwarded the content to

Acthn taken after Any Action Waves 5 & highlight that it was
experiencing potential harm 6 ; .
wrong/misleading/harmful
Contacted others in the community to
make them aware of the issue
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Complained to the website/app,
social media site or email sender

informed the police

informed Ofcom

informed a support service

Contacted the account/user
responsible for the issus

Closed my account/ieft the service

Unfollowed/unfriended/blocked/muted
the person who posted it/ deleted the
ermail

Told a friend or family member

| use the platform less

| have stopped using the platform
altogether
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{ have stopped commenting, liking or
posting

| stopped what | was doing/closed
down the app or website

Changed my settings to change the
type of content | see

Changed my settings to change who
can see my profile

| flagged/reported content | am not
interested in seeing

Something else (informed your
internet service provider, informed
another regulator, contacted the
press, informed the Information

Commissioner's Office (ICO)

Clicked the report/flag button, or
marked as junk

Contacted others in the community to
make them aware of the issue

Reported or flagged Waves 5 &
content 6
Complained to the website/app,
social media site or email sender
informed the police
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informed Ofcom

informed a support service

Contacted the account/user
responsible for the issue

| flagged/reported content | am not
interested in seeing

Something else (informed your
internet service provider, informed
another regulator, contacted the
press, informed the Information

Commissioner's Office (ICO)

Closed my account/left the service

| use the platform less

Disengaged or changed Waves 5 & I have stopped using the platform
engagement behaviour 6 altogether

 have stopped commenting, liking or
posting

{ stopped what | was doing/closad
down the app or website
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I didn’t consider it to be offensive,
disturbing or harmful

Didn't think it was that Waves 5 &

) I didn't like it, but | didn’t consider it
serious 6

bad enough to do something about

Why no action

| didn't see the need to do anything

The content was removed

| got a written response
Awareness of result of Waves 5 &

reporting 6

Results of reporting
 was asked to provide further
information

Something else

A website or app where you view
videos posted by other users e.g.
YouTube, TikTok

Social media website or app e.g.
Facebook, Twitter, Instagram

Livestreaming website or app — this
could be part of a social media
website or app e.g. Twitch, Facebook
Live

Site/service when . Waves 5 &
; Non-Email
experience harm 6 A search engine e.g. Google, Yahoo

Instant messenger website or app
e.g. Facebook Messenger, WhatsApp

News website or app e.g. BBC News,
The Guardian, Daily Mail Online

Gaming platform website or app e.g.
PlayStation Network, Nintendo
Online, Roblox
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A Q&A website or app e.g. Quora,
Yahoo! Answers

Blog website or app e.g. WordPress,
Bloglovin’

Shopping website or app e.g.
Amazon, eBay, Depop

Online dating websites or apps e.g.
Tinder, Bumble

Video on demand application e.g.
Netflix, Now TV

An in-game chat / chat room

‘Adult’ site containing sexual content

Generative Al e.g. ChatGPT

Waves 5 & File sharing service e.g. Google
6 Drive, Apple iCloud
User to user marketplaces e.g.

Facebook Marketplace, eBay, Vinted
Retail shopping e.g. Amazon, Tesco,
Wave 6 Temu
Online gaming website or app, but

not including in-game chat e.g.
| . Fortnite, EA Sports FC 24, Roblox |

X (formerly Twitter)

Social media website/app
used when online harm Net: Microblogging sites Wave 6 Mastodon

experienced

XPro (formerly Tweetdeck)

Bluesky

Tusky

Twidere

Fedilab

Tooot
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Confidence in the Online
Safety Act keeping
Children/Adults safe

Toot!

gnidaace e b
Very confident
i Waves 5 &
Confident o
Fairly confident
) Waves 5 & Not very confident
Unconfident 5

Not at all confident

YouGov
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