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I, Derek Ray-Hill will say as follows: - 

1. 1 joined the Internet Watch Foundation (IWF) on 09 September 2024, in the role of 

"Interim Chief Executive Officer (CEO)", pending the appointment of a permanent 

CEO. 

2. 1 am providing this witness statement in response to a request from the 

UK-COVID-19 Inquiry. During the Covid period I was not an employee of the Internet 

Watch Foundation. The CEO at that time was Susie Hargreaves OBE. The content of 

my statement reflects my honest understanding of the events as they occurred, as 

has been relayed to me by the IWF team. The questions posed by the Inquiry 

involve several departments within IWF. As such, I have written my statement in the 

third person. 

3. The Internet Watch Foundation (IWF) is a charitable membership organisation that 

works in partnership with the internet industry, law enforcement and government to 

remove child sexual abuse (CSA) images and videos from the internet, wherever 

they are hosted in the world, and non-photographic images, hosted in the UK. The 

IWF exists for public benefit and performs two unique functions in the UK: 
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• .: and it. 

• using the latest technology to search the internet proactively for CSA images 

4. The IWF has a Memorandum of Understanding between the National Police Chiefs' 

Council (NPCC) and Crown Prosecution Service (CPS) that governs our operations 

[DRH/01 — INQ000571098]. This ensures immunity from prosecution for our analysts 

and recognises our role as the "appropriate authority" for the issuing of notice and 

takedown in the UK. 

5. The IWF plays a vital role in providing the internet industry with several 

quality-assured technical services to prevent the spread of known CSA images and 

videos online and to stop the uploading of new images. These include the creation 

and dissemination to Members of 

• lists of hashes, created using image hashing techniques; 
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act as a broker between them and government and law enforcement. 

6. Our Members include some of the biggest companies in the world, such as Amazon, 

Apple, Google, Meta, Microsoft, Snap, X, and Discord. We also have the largest ISPs 

and mobile operators in the UK (BT, Talk-Talk, Sky, Virgin Media, the Internet Service 

Providers Association), as well as smaller operators which are still able to access all 

the technical services and tools we have to offer. 
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8. In January 2025, the IWF is made up of a team of over 80 people, working in a 

variety of disciplines. This team includes our front-line analysts and image 

classification assessors, who spend each and every working day assessing images 

and videos of children suffering sexual abuse. 
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9. The IWF team is led by our Senior Leadership Team under the executive 

management of Derek Ray Hill, our Interim CEO. Under our Interim CEO sit the 

Deputy CEO and Chief Operating Officer Heidi Kempster, the Hotline Director Chris 

Hughes, Communications Director Emma Hardy and Chief Technology Officer Dan 

Sexton. 

10. Our strategy and long-term objectives are overseen by our Board of 

Trustees. They're a group of professionally and personally diverse individuals who 

are leaders in their own right, bringing varied and relevant experiences to the IWF. 

We are accountable to the Charities Commission and Companies House and submit 

the requisite documents to them as required. Our staff are supported by 

comprehensive and wide-ranging welfare structures and are subject to enhanced 

Disclosure and Barring Service checks (formerly called Criminal Records Bureau 

checks) before their appointment. 

11. We were set up in 1996 by the internet industry to provide an internet hotline for the 

public and IT professionals to report potentially criminal online content within our 

remit and to be the 'notice and takedown' body for this content. Our Code of Practice 

for Notice and Takedown of UK Hosted Content within the IWF Remit [DRH/02 — 

INQ000571099] details our role in these takedown procedures. Once notified of the 

presence of such content on an internet site or platform, the relevant host or internet 

service provider (ISP) is duty-bound under the E-Commerce Regulations (Liability of 

intermediary service providers) to quickly remove or disable access to the criminal 

content. 

The IWF's Governance: 

12. The IWF is governed by a Board of 11 Trustees (currently 10 due to one vacant 

position). The Board comprises an Independent Chair, six Independent Trustees, 

three Industry Trustees plus one Co-opted Trustee (who is also independent of 

industry). It elects two Vice-Chairs: one from the Industry Trustees and one from the 

Independent Trustees. The Board monitors, reviews and directs the IWF's remit, 

strategy, policies and budget to help the IWF to achieve the IWF objectives. 

13. Independent Trustees are chosen by an open selection procedure following national 

advertising. 

14. The Industry Trustees are elected to our Board from the Funding Council. No Trustee 

may serve more than six years. All Trustees are subject to vetting including an 

Enhanced DBS check. 
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15. The IWF became a registered charity in December 2004 to improve its structure and 

accountability. 

16. The IWF's governance arrangements are strengthened by a regular cycle of Board 

meetings and Executive meetings as well as a finance committee reporting to the 

main Board. The IWF regularly reviews and improves its governance documentation 

to ensure it meets current legislation and accurately reflects our independent status. 

Summary of the online harms relating to children which the IWF was aware of prior to 

31 December 2019 (including instances where children are groomed online 

leading to offline contact) 

17. As the UK body identifying, disrupting and removing CSA images, videos and links to 

such content, and with a privileged position in law enabling our analysts to 

proactively search for this material, the IWF is often the first to see the abuse of 

children online. Outlined below are four key areas of concern relating to online harms 

relating to children that IWF had identified prior to 31 December 2019: 

• CSA imagery created when the abuser is physically present with the child 

and then uploaded online. In 2019 this type of child sexual abuse imagery 

was the predominant type of child sexual abuse image and video we identified 

online [DRH/03 — INQ000571100]. 

• Grooming, coercion and capture of sexual activity. IWF analysts see on a 

daily basis the resulting CSA imagery of children who have been groomed 

online, coerced online, and exploited online, into sexual activity that has been 

captured by someone who is remote to them. This imagery is then shared on 

forums, websites, and sold for commercial gain. In 2019, almost a third (29%) 

of child sexual abuse imagery on URLs had been created in this way [DRH/03—

I NQ000571100]. 

• Commercialisation of child sexual abuse imagery. At this point in time, IWF 

analysts frequently (12% of webpages confirmed as containing CSA imagery in 
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of abuse and enabled first generation content to have a higher value than that 

of content which is more dated or already being frequently exchanged online. 

• Children of all ages being abused. In the period prior to 31 December 2019, 

IWF analysts frequently saw CSA imagery online featuring children, from 

newborns r to 17-year-olds). In 2019, the age they most often saw depicted in 

the imagery was 11-13-year-olds (48% of depicted children) followed by 7-10 

year olds (34% of depicted children [DRH/03 — INQ000571100). 

Summary of data trends in relation to online harms relating to children between 1 

January 2015 to 31 December 2019, as previously published by IWF, CSA imagery 

created when the abuser is physically present with the child and then uploaded 

online. 

18. Throughout IWF's history since 1996, the predominant type of CSA image and video 

has been created when an abuser was physically present with the child. Exceptions 

to this were beginning to emerge in the period before 31 December 2019, due to the 

changing nature of online CSA, as further explained below. 

Grooming, coercion and capture of sexual activity 

19. In 2012, IWF produced the world's first published report looking at self-generated 

sexually explicit images and videos featuring young people online [DRH/04 — 

INQ000571104]. It was produced in response to media reports that children were 

`sexting'. IWF wanted to determine whether this content was making its way online 

and found that it was. 

20. In 2015 a follow up, Microsoft-funded study [DRH/05- INQ000571105], IWF looked 

into this phenomenon further; finding that: 

"What emerged from the data in this Study is an increasing trend for the distribution 

of sexually explicit content produced by younger children using laptop webcams 

which, due to the nature of the technology used, they are aware is being shared with 

at least one other party." 

21. In 2018, the second part of the Microsoft-funded study was published [DRH/06-

INQ000571106]. The Study aimed to examine characteristics of captures of 

live-streamed CSA in distribution online. Following the publication of 2018 report, 
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IWF began to log, as part of its standard practices, any URLs that featured at least 

one image or video that had been captured by a device where it was evident that the 

abuser was not physically present with the victim/s. 

22. From 2018 onwards (recognising that 2018 was an incomplete year of data for the 

capture of what was termed 'self-generated' CSA imagery), data on this particular 

harm type has been published. 

23. Please note that IWF assessed 'reports' which were essentially URLs/webpages. If 

`self-generated' CSA imagery was present on the reported URL/webpage page, IWF 

analysts would add a marker to indicate that. 

Number of URLs logging Proportion (%) of total URLs that 

`self-generated' CSA imagery featured 'self-generated' CSA 

imagery. 

Last six months no figure published 27 

of 2018 

2019 38,424 29 

24. Through this data, and anecdotally via IWF analysts who were now seeing this type 

of content on a daily basis, IWF was aware that this was the start of a concerning 

trend. 

Commercialisation of child sexual abuse imagery 

25. Year-on-year IWF tracks the proportion of CSA URLs that fall within its 

definition of ̀ commercial'. Below is a summary of what IWF published in the period 

up to 31 December 2019. (Please note that in some years, data relating to subsets of 

`commercialisation' was additionally published in annual reports and the data set out 

below sets out the high-level statistics only.) 

26. In 2015, of the 68,092 webpages IWF confirmed as containing child sexual abuse 

imagery in 2015, 14,708 (21 %) were commercial. This compares to 3,741 (12%) in 

2014. [DRH/7- INQ0005711071. 

27. In 2016 of the 57,335 webpages IWF confirmed as containing child sexual abuse 

imagery in 2016, 5,452 (10%) were commercial in nature. This compares to 14,708 

(21 %) in 2015. That's a decrease of 62%. [DRHB- INQ000571108] 

28. In 2017 of the 78,589 webpages containing child sexual abuse imagery, 8,974 were 

commercial in nature [DRH/9 - INQ000571109]. 
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29. In 2018 of the 105,047 webpages we confirmed as containing child sexual abuse 

imagery in 2018, 6,941 (7%) were commercial in nature [DRH/10- INQ000571110]. 

30. In 2019 of the 132,676 webpages we confirmed as containing child sexual abuse 

imagery in 2019, 15,326 (12%) were commercial in nature. This is an increase on 

2018, when we took action against 6,941 (7%) commercial webpages (IWF, 2020). 

[DRH/03 - INQ000571100] 

Children of all ages being abused 

31. As part of IWFs assessment of online CSA images and videos appearing on URLs, 

IWF logs the age of the youngest child depicted in any of the imagery on a webpage. 

Figures provided in the IWF Annual Report 2016 and the IWF Annual Report 2019 

show the ages of children logged in CSA imagery found on URLs between 2014 and 

2019 inclusive, illustrating that the abuse occurred in children of all ages. 

Number of children appearing to be aged 0-17 by year 

140,000 
• Aged 15-17 

120,000 
Aged 14-15 

Aged 11-13 

• Aged 7-10 

100,000 - I f Aged 3-6 

I. Aged 0-2 

80,000 

60,000 

40,000 

20,000 

2017 2018 2019 

Figure 1 - chart taken from the IWF Annual Report 2019 showing the ages of children logged 

in imagery found on URLs between 2017 and 2019 inclusive [DRH/03 - INQ000571100]. 
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All child sexual abuse TJRLs 
analysed by IWF 

11 to 15 

45% 
30°.6 

18% 

2014 2015 2016 

30 ysats ur younger 

80% 
69% 

5396 

2014 2015 2016 

2 years or younger 

4% 3% 2%
ktt 

2014 2015 2016 

Figure 2- chart taken from the IWF Annual Report 2016 showing the ages of children logged 

in imagery found on URLs between 2014 and 2016 inclusive [DRH/08- INQ000571108]. 

Measures and/or mitigations the IWF is aware of which were in place as at 31 

December 2019 in order to protect children from online harms and ensure their online 

safety. 

32. IWF is a charitable membership organisation. Companies, trade bodies and others 

join IWF and have access to all available datasets and services that IWF offers. 

These datasets and services comprise intelligence and information that IWF gathers 

during the course of its work identifying and removing CSA material online. 

33. The measures and mitigations that IWF offered that were in place as at 31 December 

2019 are detailed in the paragraphs below. 

34. The IWF Image Hash List; containing a special catalogue of codes, or hashes which 

is updated daily and manually verified by IWF expert analysts. Each hash is 

completely unique and is a type of digital fingerprint or label that identifies a picture of 

confirmed CSA. Each criminal image has its own individual hash [DRH/11-

INQ000571114]. Deployment of the IWF Image Hash List enables companies to stop 

the upload, storage and sharing of known CSA imagery on their platforms and 

services. 

35. the IWF Keywords List; offenders often create their own special language or code for 

concealing criminal CSA material online. The IWF Keyword List compiles these 
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words, phrases, and codes and makes them available to IWF Members allowing 

them to stop this type of criminal content on their network or application [DRH/12-

INQ000571115]. 
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39. the IWF Domain Alerts service which helps registry operators stop their top-level 

domains (TLDs) from containing domains which host this disturbing criminal imagery. 

Our alerts notify registry operators when any confirmed criminal CSA images or 

videos are hosted on any domain using their TLD. This means they can take 

immediate action to suspend the domain in question, or contact the owner, for 

example, through the registrar. They can do this, while IWF is working to have the 

images removed [DRH/1 5- INQ000571119]. 

40. the IWF Simultaneous Alerts service provides the fastest way for companies hosting 

in the US to protect their networks from criminals who use legitimate services to 

share CSA imagery. The alerts are immediate warnings about CSA hosted on US 

networks. IWF analysts are experts at hunting down criminal images of children on 

the open internet. When they find child sexual abuse hosted in the US by one of 

IWF's Member's platforms, they send an immediate alert to them. IWF also notifies 

its US partner, the National Center for Missing & Exploited Children (NCMEC). This 

dual approach means that criminal imagery can be removed as quickly and 

effectively as possible [DRH/16- INQ000571120]. 

41. the IWF Virtual Currency Alerts are designed to give cryptocurrency companies 

real-time notifications when a virtual currency is used to buy CSA imagery. The alerts 

are immediate. When a virtual currency wallet (a type of storage for digital currency) 
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has been linked with any confirmed online CSA imagery, the provider is warned 

[DRH/17- INQ000571121]. 

42. the IWF Payment Brand Alerts help protect legitimate financial service brands from 

being used for payments for online CSA imagery. Essentially, they are a warning for 

payment service companies. IWF notifies the payment service company if their 

name, or brand is used to pay for CSA images or videos [DRH/18- INQ000571122]. 

43. the IWF Newsgroup Services are lists and notifications of confirmed CSA imagery 

that is being hosted on newsgroup (internet discussion group) services. IWF provides 

its Members with a list of this illegal imagery. This means that hosts can take down 

any known criminal imagery that's being hosted on their platform [DRH/19-

INQ000571123]. 

The understanding by Government departments (particularly DfE, the Home Office, 

DCMS), the Scottish Government; the Welsh Government, the Northern Ireland 

Executive, the National Crime Agency (NCA) and Police and other investigating 

authorities across the UK. of the impact of children using online technology, the risk 

in relation to online harms and the measures and/or mitigations outlined above 

44. The Inquiry has asked IWF to consider whether the impact of children using online 

technology, the risk in relation to online harms and the measures and/or mitigations 

outlined above was understood by Government departments (particularly DfE, the 

Home Office, DCMS), the Scottish Government; the Welsh Government, the 

Northern Ireland Executive, the National Crime Agency (NCA) and Police and other 

investigating authorities across the UK. 

45. The IWF is a charitable membership organisation. Whilst IWF is an expert in 

identifying and removing CSA imagery online, and curating services to disrupt and 

prevent the upload of this content, it is not possible to quantify what those groups 

specified knew of the impact, risks or mitigations. Additionally, the key IWF staff who 

were responsible for much of the liaison with those groups at the time have now 

moved on from the organisation. 

Online safety and harm during and since the pandemic 

The IWF published this article about initial work that indicated that children may be at 

greater risk of grooming during the pandemic: 

https://www.iwf.org.uk/news-media/news/children-may-be-at-greater-risk-of-grooming-

during-coronavirus-pandemic-as-iwf-braces-for-spike-in-public-reports/ 
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46. In March 2020, the IWF published an article stating that children were likely to be at 

greater risk of grooming during the pandemic [DRH/20- INQ000571124]. 

47. The IWF is in a privileged position legally which enables it to proactively search for 

online CSA imagery, and to very often be the first to see new abuses of children 

online. 

48. Since 2012, the IWF had been tracking the development of `self-generated' CSA 

imagery (as explained in paragraphs 18 to 31 above). IWF could see a proportional 

increase in the number of URLs showing images or videos of a `self-generated' 

nature and began to be concerned about the impact of lockdowns, and the increasing 

amount of time that children needed to, or wanted to, be online. 

49. Given that grooming and coercion of children via online platforms resulted in the 

creation of CSA imagery that was captured via devices, and that people were being 

forced to spend more time indoors, perhaps online, IWF expected that more children 

may be exposed to sexual abusers online, leading to more CSA imagery being 

created, and that more people with a sexual interest in children will have the ability to 

spend more time online. 

50. The IWF concluded that children would be at greater risk of online child sexual abuse 

during the pandemic due to the likelihood that they would be spending more time 

online, and due to the likelihood that more adults would be spending more time at 

home, not in their workplaces and likely online. 

51. The IWF set out these concerns in the published March 2020 article. The IWF 

additionally used the statement to reassure people that it was still working and still 

taking reports and reminded people that searching for CSA imagery online is illegal. 

52. Data collected by the IWF demonstrates the increase in `self-generated' CSA 

imagery, as compared with 'not self-generated' CSA imagery, on URLs in the period 

during and following December 2019. 

53. Beyond publishing the press release on the IWF website and talking to journalists 

about its concerns, it is not now possible to know what conversations may have 

taken place between IWF staff and government and law enforcement officials. These 

conversations and communications, if they happened, would have been between 

staff members who are no longer employed by IWF. 
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