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Sent: 24/03/2020 7:57:51 PM
To: Riley Richard [richard.riley@homeoffice.gov.uk]; Harper Kiera [kiera.harper@homeoffice.gov.uk]; Kirby Rebecca

[rebecca.kirby@homeoffice.gov.uk]; Baugh Simon [simon.baughi@homeoffice.gov.uk]
cc: James Brokenshire's Office [jamesbrokenshireoffice@homeoffice.gov.uk]; Private Office COVID19 [privateoffice-

covid19@homeoffice.gov.uk]; COVID190perations&Policy [covid190perationsandpolicy@homeoffice.gov.uk]; SOC
Group DG Private Office [socgroupdgprivateoffice@homeoffice.gov.uk]; HS Special Advisers
[hsspecialadvisers@homeoffice.gov.uk]; Eyre Virginia [virginia.eyre@homeoffice.gov.uk]; Grayson Natasha
{natasha.grayson1 c@homeoffice.gov.uk1; Papaleontiou Christian [christian.papaleontiou@homeoffice.gov.uk];

Name Redacted ®homeoffice.gov.uk]; SOC Cyber Policy Unit
[soccyberpolicyunit@homeoffice.gov.uk];i Name Redacted @homeoffice.gov.uk];! Name

iName Redacted? homeoffice.gov.uk];! Name Redacted @homeoffice.gov.uk]; Kinniburgh Julia (Serious and
Organised Crime Group) [julia.kinniburgh@homeoffice.gov.uk]; Mcelligott Jack [jack.mcelligott@homeoffice.gov.uk];
Abolhasani Azita [azita.abolhasani@homeoffice.gov.uk]; Name Redacted @homeoffice.gov.uk];

Name Redacted Dhomeoffice.gov.uk]; Name Redacted @homeoffice.gov.uk];
Name Redacted @homeoffice.gov.uk]; Methley Harry [harry.methiey@homeoffice.gov.uk];

Victoria Atkins' Office [teamvictoriaatkins@homeoffice.gov.uk]
Subject: Readout: Covid19 Resilience and Preparedness - Fraud/Cyber/CSEA Operational Threat Updates Security Minister
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All,

Please find readout from today's meeting below:

Covid19 Resilience and Preparedness - Fraud/Cyber/CSEA Operational Threat Updates - Security
Minister
24/03/2020 12:00-13:00

Attendees:
Co-chairing: Julia Kinniburgh (DG SOCG), Steve Rodhouse (NCA COVID GOLD)

External: Graeme Biggar (DG NECC), Paul Chichester (Director Ops, NCSC), Simon Bailey (Police lead
CSEA), Rob Jones (NCA, CSEA), lan Dyson (CoLP Fraud), GCHQ C-CSAE Mission Lead, Jim Stokely (Head
of National Cyber Crime Unit, NCA); Pete Goodman (Chief Constable, Derbyshire, NPCC lead Crime, NPCC
lead Cyber), Charles Yates (DD CEOP).

Internal: Richard Riley (Director Cyber Crime, Anti-Corruption, SOC Ops, Capabilities and Powers), Rebecca
Kirby (Director Tackling Exploitation and Abuse), Kiera Harper (DD Fraud), Natasha Grayson (Hd Cyber),
Christian Papaleontiou (DD CSEA).

_SpAds / PO: Harry Methley, Azita Abolhasani, Name Redacted
Name Redacted

Summary and actions:

Productive meeting. Thank you to Ops Partners.

The Minister emphasised the need for a coordinated dialogue with Ministers and SpAds on:
e Threat assessments;
e Strain on the system, including assessmenis of critical capabilities; and
e How best Minister and the Home Office can support, including coordinated, amplified comms
messaging.
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Action - Richard Riley to follow up the operational partners and the DOC. [Update COP 25/03]

The Minister pushed for greater comms link up across the piece, including with central gov.uk output. Stressing
the need for one clear, coordinated comms response. Action - Richard Riley / Simon Baugh to follow up.
[Update COP 25/03]

The Minister asked that operational partners seek to produce more at OS to allow for a bigger audience.
Action - Already in progress.

The Minister asked for assurances in respect to cyber resilience at the local to national level. Action - Richard
Riley to coordinate with Pete Goodman and NCA colleagues, to provide the Minister with visibility of
the strains, capacity, and capability in the system. [Update COP 26/03]

The Minister was interested in changes in the fraud threat picture. Action - Richard Riley / Kiera Harper to
provide fraud dashboard. [Update COP 26/03]

Minister asked what more we should be doing with the private sector to coordinate private sector and law
enforcement response to fraud, including organisations like neighbourhood watch. Action - Kiera Harper and
team to provide advice and options on how we harness the private sector more. [Update COP 25/03]

The Minister would like to be kept informed regarding possible delays in banks implementation of payee
confirmation. Action - Richard Riley and team to keep the Minister sighted. [Update COP 27/03]

The Minister would like information on the number of websites the NCSC has taken down. Action - Richard
Riley to engage with Paul Chichester for update. [Update COP 25/03]

On Fraud, the Minister asked what work we are doing, and need to do, with local resilience partnerships etc to
stop scams on vulnerable people. Action - Kiera and team, the Minister would like to see the material
being produced for targeting at a local level. These should be simple materials that can be distributed
at a local level. [Update COP 26/03]

On CSEA, the Minister asked how we can, at pace, corral industry partners to do all that they can to step up
and keep childing safer online. Action - Becky Kirby to outline how we can push industry. [Update COP
26/03]

The Minister asked if there were any asks from operational partners. Rob Jones outlined that there would be
real benefits of coa xHMG (DfE, MOJ, DHSC, and HO) conversation on the challenge of protecting vulnerable
children. Action - Private Office to take this forward in conjunction with policy official. [In progress]

Rob Jones (NCA CSEA) explained that in line with the voluntary principles there was a clear ask to implement
a different approach to identifying images. We need to lobby industry (e.g. Microsoft etc.). Action - Becky to
lead work on an engagement plan for the Minister on known imagery and the voluntary principles.
[Update COP 26/03]

Detail:

Cyber

Jim Stokely (NCCU) provided an overview of the threat picture and reassurance as to the join up between the
operational partners. He pointed to the prioritised nature of their approach - i.e. focus on the resilience of the
healthcare system, emergency services etc. The flagged the NCSC reporting an increase in cyber criminals
looking to exploit covid and highlighted the recent NCSC take downs.
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In terms of national operational coverage, he outlined the join up with Team Cyber and the ROCU network.
Currently coverage, including technical forensics, remains as before. There are daily calls at the operational
level to monitor the covid impact on ROCUs.

On comms, operational partners were linked in with the NCA campaign over the weekend on Prevent
messaging. The Google Ad Campaign has seen similar interest to what is normally observed at the beginning
of school holiday periods. The NCA has also launched a get safe online campaign. They also are able to
maintain the capability to the cease and desist work for people falling close to the data misuse act.

The Minister asked about the linked up with the gov.uk messaging and stressed the need to make sure this is
pushed in the right way and is linked into the broader xHMG messaging. Julia flagged the gov.uk messaging
which is going online tomorrow, for which the Minister has cleared a quote.

Paul Chichester (NCSC) explained that they are not seeing a dramatic increase in click bate - the threat is not
going up in volume terms. Criminals as just changing their vector of choice - the same can be seen on fraud.
On the Protect side they are doing a lot on the resilience to ensure support to the health care system. One
area Paul drew out in detail was the NCSC support to the new app being rolled out by PHE to help map covid
spread. In terms of comms messaging, Ciaran Martin recently appeared on Crime Watch and they are putting
a huge amount of material online about the increase risk posed by large scale home working. Additionally, they
are using GCHQ capabilities to provide overwatch on threats to the UK.

The Minister raised the fact that he had read briefing stating that there are more covid scams than any other
scam. Paul explain this was just individuals using covid rather than another scam theme/vector, but that it did
necessary represent an increase in fraud/cyber-crime.

The Minister ask that operational partners seek to produce more at OS to allow for a bigger audience. Paul
said they were doing this and that access issues were recognised. Eleanor (GCHQ) flagged that of course
work continues on the high-side and is being distributed to those with access and brought down to OS where
possible.

The Minister asked Pete Goodman (NPCC) to talk on the ROCU side. Pete said we are in a good place, not
too many people sick and the chiefs are not taking staff away from the Cyber ROCUs, at a force level this is
less clear but if we are going into lockdown, we need to be realistic. The Minister said he would like
assurances that we have an essential capability cascading down to maintain capability. Pete clarified that we
have capacity and capability in the forces, ROCUs, and NCA, but that we will have to be a bit more forgiving at
the force level if the crisis continues to escalate and police are required on mass to enforce the lockdown. He
offered, with NCA colleagues, to provide the Minister wish visibility of the strains, capacity, and capability in the
system.

Fraud

lan Dyson (CoLP Fraud) spoke to resilience within Action Fraud, sighting that currently 180 reports relation to
covid have been logged but that is Cca minimal amount when compared to their total workflow. lan argued that
criminals are using the opportunities presented by covid but that these individuals would be seeking to commit
fraud by other means were it not for the current situation. When comparing this March to last March calls are
down by 43% despite call response rate having increased [fo note other factors not discussed on the call might
be contributing to this decrease e.g. the pre-recorded covid message warning of answer time delays on the call
line might be deterring people from waiting on the line to get through1. lan stressed that Action Fraud are
actively recruiting and looking at opening a second cail centre. They are flagging all reports that have anything
to do with covid. lan highlighted last week's press around CoLP charging an individual with selling treatment
kits online, and the advice being distributed at the local level. The Minister again emphasised the need to
coordinate comms across the people to ensure we are amplifying positive messaging.
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Further on threat picture lan touched on potential increases in fraud relating to the HMG covid support
payments and said HMRC is seeing more attempts to defraud. It was agreed that fraud colleagues would
produce a dashboard monitoring the changes in threat picture.

Minister ask what more we should be doing with the private sector to coordinate private sector and law
enforcement response to fraud, including organisations like neighbourhood watch. He would welcome ideas on
how we harness the private sector more.

It was outlined that we are working with banks (and that we have seen minimal fraud going through the banks).
On issue is the potential delay of confirmation of payee - long overdue and with covid we need to give some
banks a few more months to implement the new regime. This is understandable but we must keep in mind that
confirmation of payee is one major way to tackle push pay scams. At the working and operational level
colleagues will push the banks. The Minister asked that he be kept informed and alerted if Ministerial
intervention would be productive. The Minister would also like information on the number of websites the
NCSC has taken down.

The Minister asked what comfort needs to be given to ensure covid fraud reports are being acted upon.
Graeme (DG NECC) agreed that top-level (high risk) covid threats are seeing action taken against them but
that we need to have a more detailed conversation before refocusing the entire effort onto covid - especially as
we are not seeing other fraud threats diminish.

The Minister asked what work we need to do with local resilience partnerships etc to stop scams on vulnerable
people. The Minister would like to see the material being produced for targeting at a local level. These should
be simple materials that can be distributed at a local level.

CSEA

Charles Yates (DD CEOP) explained that while limited, China has seen an increase in violence in the home.
CEOP are producing material to inform officers on the ground of the heightened risks created by people being
at home more.

On Transnational CSEA offending we are likely to see a decrease in the threat.

On Online CSEA we are likely to see an increase in the same way as we see an increase during the school
holiday. We are seeing some communications offender to offender who are discussing a potential increase in
offending - they will have seen in media reporting that the regulator on websites might be replaced with
Al. CEOP are looking at how we are redeploying resource, forces are prioritizing cases where the offender
could commit contact offenses. There continues to be a strong Pursue response. There is a focus on clear
comms on internet safety for parents, carers and children. All 'think you know' ambassadors, who are
professionals, have received messaging to remind them of the reporting portal and guidance on parent info.
There had been a significant response to that, 200,000 downloads of the parents help book by Friday morning.
Today they launched a new programme, looking at resource packages to be sent to the ambassador network,
with activities for all key stages of the national curriculum. They also met with Microsoft and BT in the last
fortnight and are using Twitter and Facebook to distribute educational packs and guidance. They continue to
liaise with internet providers to work more closely together.

Simon Bailey (Police lead CSEA) said we should be evidenced based, when you look at China and Italy you
can see there will be increases of all forms of abuse, he has seen in his own force areas an increase in the
level of domestic abuse and an uptick in offenders online. He added that there are early signs that there are
more people viewing indecent imagery in the last 2-3 days than in the last 2-3 months. He explained that, we
will have to focus on high risk offenders, we will not be able to deal with low risk and some medium risk. We
will do everything we can to ensure the most vulnerable are protected. He warned that we will see our multi-
agency hubs come under pressure as the covid powers coming into effect will require policing resource.
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The Minister asked how we can at pace corral industry partners to do all that they can to step up and keep
childing safer online. He is very concerned about live streaming and the risks of increase in this space. The
Minister is impressed by the work with parents etc to inform and safeguard. He asked if we have thought about
using the BBC and the gov.uk website to amplify messaging. The Minister ask what engagement we have had
with DfE.

Rebecca Kirby (Director, Tackling Exploitation and Abuse) outlined that understanding the threat is critical and
we must ensure we maintain all the relevant feeds and we need to ensure we have a full joined up approach.
She agrees with the Minister we need to do more with industry and DfE.

Felicity (GCHQ DD SOC) reassured the Minister that they are committed to maintaining capability throughout
the crisis, she confirmed they were working very closely the NCA, and that CSEA is absolutely above the
prioritisation line.

The Minister asked if there were any asks from operational partners. Rob Jones outlined that there would be
real benefits of rea xHMG (DfE, MOJ, DHSC, and HO) conversation on the challenge of protecting vulnerable
children. The Minister promised to pursue this.

Rob Jones (NCA CSEA) explained that in line with the voluntary principles there was a clear ask to implement
a different approach to identifying images. We need to lobby industry (e.g. Microsoft etc.) Becky asked for an
officials call later today to draft an action plan for the minister.

The Minister thanked everyone for protecting vulnerable individuals at this time of national challenge.

Kind regards,

Name
Redacted

Acting APS Security Minister's Office (Cover)
Home Office 3% Floor, Peel, 2 Marsham Street
Mob1: Irrelevant & Sensitive

Help make our workplace more inclusive: download "Mission Critical: Why Inclusion is a National Security
Issue and what you can do to help" from OSCTNet or Horizon
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