Status of Former Mininsters Mobile Devices on Return to NICS:

Questions Posed

We are gathering information as to the status of former Ministers’ and former Special Advisors’
phones from January 2020 to October 2022

Could | ask if you could let me know in writing on behalf of each of your clients:

1 Didthey have business phones or other mobile devices, for example, iPads, issued by NICS?

2  When did they return the devices and who did they return them to?

3 Did they use them for WhatsApp messaging or other informal means of communications, such
as SM, on pandemic matters?

4  What was the status of the devices when they were returned to NICS? i.e., was
information still on the devices or had they been reset or had data been erased

Responses

Arlene Foster:

Regarding the questions posed below, now numbered 1 — 4, instructions received from Arlene by
way of response are as follows: -

1 “Idid have a phone allocated by NICS but did not use it. | returned it to my private secretary
after | left office as | did with my laptop as well”;

2 “My private secretary Deirdre Grifith - the lap top was returned immediately after 14th June

the phone was returned in mid July 2021 when located”;

“No”;

4 “Returned with whatever information was on the device”.

w

Peter Weir:

Regarding the questions posed below, instructions received from Peter Weir by way of response are
as follows: -

1. “In January 2020, when becoming a Minister, | was given a Departmental phone (I think
it was an | phone but could have been a blackberry) and PC which were issued by NICS. |
don't believe that | received an | Pad but if my recollection is wrong in any event, |
handed all devices back to the Department”.

2. “All devices given to me were returned when | left office in June 2021. The date of
leaving office was 14th June 2021, and all devices were returned by the time | had left
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office, but as | left office on the morning of 14th June, | cannot be certain whether it
was on 14th June or towards the end of 13th June, i.e., the day before. All equipment/
devices were left in with Private Office at the Department of Education rather than with
a specific individual”;

3. “The Departmental phone was used for texts and possibly what's apps, on Government
business which obviously included messages connected with the pandemic and the
handling of it, as well as obvious.

for phone calls on the same. The Departmental computer was used for e mails but not
messaging, and all emails were Ministerial emails, and all used the Ministerial email address. Most of

these dealt with the pandemic”.

4, “When | returned those devices, they contained all information on them that they had
been used for' including all messages. | didn't wipe or erase any information, nor did |
request anyone else to do so on mé behalf. Once the devices were returned, | ceased to
have access either to them, or any information contained on them, so do not know
what happened to them, and do not know whether the information on them was fully
retained , partially retained or erased and completely reset”.

Gordon Lyons:

- “InTEOQ, | was provided with a laptop computer, a mobile phone and an IPad”.
- “In Economy, | was provided with a laptop computer, a mobile phone and an IPad”.
- “In DAERA, | believe | was provided with an IPad but don’t recall if | had a mobile phone or a

computer”;

2. “Any devices provided to me were returned to the department via my Private Secretary on
my last day in office”;

3. “ldon’t recall ever downloading or using any instant messaging apps, or using NICS issued
devices for any informal means of communication”;

4. “l don’t recall the status of the devices returned to DAERA or TEO. My devices during my
time in Economy were returned and my recollection is that they had not been reset or data

erased”.

Paul Frew:

Regarding the questions posed below, instructions received from Paul Frew by way of response are

as follows:-

1. “Yes, the department provided business phone and iPad type”;
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2. “lreturned the devices hours before leaving office and before leaving my room for the last
time. | left them with my SPAD.
who | had informed | was leaving office”;

3. “ldidn’t use them for WhatsApp messaging or other informal means of communication”;

4. “ldidn’t reset devices before leaving them with SPAD or erased any data on knowing | was
leaving office”.

Paul Givan

Regarding the questions posed below, instructions received from Paul Givan by way of response are
as follows:-

1. “Yes. | had a mobile device, i-pad and laptop issued from my Private Office when FM”;

2. “When my tenure ended as FM these were returned to my Private Office. Most likely
Deirdre Griffith”;

3. “No. Not that | can recall and if so very limited as | did not routinely use the mobile phone
provided by the Private Office”;

4. “lreturned the devices without resetting them or deleting data”.

Michelle Mcllveen:

Regarding the questions posed below, instructions received from Michelle Mcllveen by way of
response are as follows:-

“Yes - an iPhone, iPad and laptop”;

“Returned to the Private Secretary on my last day in office”;

”NO”;

. “The devices were returned without being reset or with data erased”.

Philip Weir

Pwp

Regarding the questions posed below, instructions received from Dr Philip Weir by way of response
are as follows:-

1. “Yes, | had both an iPad and iPhone issued in January 2020”,

2. “Both were returned to TEQ Private Office, | believe Principal Private Secretary, Deirdre
Griffith, during the first week of February 2022 on the resignation of First Minister Givan”;

3. “The overwhelming use of both ipad and phone was for email. Neither device was used for
WhatsApp messaging. It is possible | may have accessed Twitter via the phone. There would
have been a small number of text messages on the phone, likely to have been instigated by
others, as | generally tended to use email. | could not be certain whether any of these texts
would have related to the Covid pandemic. The ipad was also used for Zoom, Webex, and
Microsoft Teams meetings”;
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4. “All information would have been retained on the devices, save for any clearances
generated automatically by the NICS system after a specific number of months had lapsed”.

Emma Little Pengelley:

Regarding the questions posed below, instructions received from Ms Emma Little-Pengelly by way of
response are as follows:-

1. “l' had a mobile phone (iphone) and a laptop. | do not recall if | was issued with an Ipad”;

“Just before | left my employment with the department. To Deirdre in Private Office”;

3. “Whatsapp — limited use for logistical information such as time of meetings, location of
meetings or of team member. | do not recall any other use. Submissions or other relevant
information would have gone through formal procedures as set out in Departmental
guidance and came usually in form of an email or in hard copy”;

4. “l would have deleted any personal data and information in line with data protection best
practice, especially if phone was at risk of being accessed by a 3rd party without security
protection or personal passwords. | do not recall if | or Private Office deleted or reset phone
to factory settings, if indeed it was reset.

Departmental guidance was that relevant documents/information were to be sent to PO for
retention. In that context, all other data would have been considered by me to be irrelevant
and not needing to be retained and therefore deleted under data protection (GDPR) best
practice”.

N

Robin Swann

Robin has advised that he did not use his NICS phone for WhatsApps etc, but did use his Assembly
phone for same, and we have retrieved messages from that which are currently being assessed and
provided to the Inquiry.

In response to the 4 questions Robin has advised:

1.Did they have business phones or other mobile devices, for example, iPads, issued by NICS?

I received an iphone & a laptop on taking up post, but | continued to use my NI Assembly supported
mobile for communication.

2.When did they return the devices and who did they return them to?

I returned both NICS supplied devices to my then Private Secretary, at approx 20:30 on the 27th of
October 2022.
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3. Did they use them for WhatsApp messaging or other informal means of communications, such as
SM, on pandemic matters?

I used WhatsApp on my Assembly supported mobile, which will be disclosed.

4. What was the status of the devices when they were returned to NICS? i.e., was information still on
the devices or had they been reset or had data been erased?”

Both devices were returned with information still intact.
And:
Did he use his Departmental phone for What’s apps?

No, just the Assembly one

Nichola Mallon

e Did she have business phones or other mobile devices, for example, iPads, issued by NICS?

Minister Mallon had an NICS issued Mobile, Laptop and iPad.

¢ When did she return the devices and who did she return them to?

She returned these devices to her PPS the morning of the NI Assembly results. Her PPS
attended at her home to collect these personally.

e Did she use the phone for WhatsApp messaging or other informal means of communica-
tions, such as SM, on pandemic matters?

She used the email functionality on the phone to address covid matters. There were some

WhatsApp’s with the Permanent Secretary in Dfl. These have been disclosed to the ILT via
the Department.

o What was the status of the devices when they were returned to NICS? i.e., was information
still on the devices or had they been reset or had data been erased?

Former Minister Mallon returned the phone, iPad and Laptop to her PPS without removing
any information that was held on them.

Naomi Long:

e Did she have business phones or other mobile devices, for example, iPads, issued by
NICS? Yes, an iPad and iPhone issued by Dol.
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e When did she return the devices and who did she return them to? She returned them
to Tim Logan [Private Secretary in DOJ] within 2 weeks of leaving office. The exact
date is unknown.

e Did she use the phone for WhatsApp messaging or other informal means of commu-
nications, such as SM, on pandemic matters? Yes, to a limited degree.

e  What was the status of the devices when they were returned to NICS? i.e., was infor-
mation still on the devices or had they been reset or had data been erased? Both de-
vices were returned having been factory reset.

Diane Dodds

Regarding the questions posed below, instructions received from Diane Dodds by way of response
are as follows:-

1. “I had a departmental iPhone which | used mainly for calls, some texts and WhatsApps to
departmental officials. | had an iPad used almost exclusively for departmental business. Ipro
—not used”;

3. Usage as mentioned at 1 above;

4. “Nothing deleted from the devices and not reset before return”.

Richard Bullick

Regarding the questions posed below, instructions received from Richard Bullick by way of response

are as follows:-

1. “I'had a NICS issued iPhone.... Pretty sure | didn’t have an iPad but this could be checked”;

2. “lassume | returned them within a few days of leaving post in early February 2022 ... | would
have returned them to private office staff”;

3. “ldon’t think | ever used WhatsApp on NICS phone ... it may or may not have been installed. |
don’t know what SM refers to. In any event | was not the SPAD with responsibility for pandemic
matters so | don’t imagine | would have made any comments of note”;

4. “ldon’t recall whether | erased the iPhone or not. It was not a heavily used device and was a rel-
atively recent replacement for a device that regularly reset itself for no obvious reason”.

Peter Martin

Regarding the questions posed below, instructions received from Peter Martin by way of response

are as follows:-
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1. “Yes | had both a departmental phone, laptop & iPad”;

2. “l returned them personally on my last day to James (from our private office)”;

3. “Yes | had “what’s app” on the phone. The phone was however used mainly for telephone
calls with departmental officials and school principals. Occasionally the Minister would use it
to call me”;

4. “It's my understanding that the official | handed them over to said it was civil service policy
to reset them after | gave them back”.

Edwin Poots

Regarding the questions posed below, instructions received from Edwin Poots by way of response are
as follows:-

1. “Yes—iPhone and two iPads (as first was faulty)”;

2. “October 2023 to department”;

3. “Occasionally”;

4. “Stillon”.

From his Solicitor on 21/11/23

October 2023 should of course read October 2022.

For clarification his answer “still on” is his indication that he left the devices back with all of the data
still intact.
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